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Executive Summary
This document is the output deliverable D4 of MarRINav produced from Work Package 3 –
PNT R&I Technologies and Integration.
WP3 reviews the broad range of options for R&I (Resilience and Integrity) PNT that have been
identified in previous General Lighthouse Authorities (GLA) and other studies, analysing the
potential contribution of each option. Candidates include wide-area systems such as eLoran
and the Satelles System Timing and Location (STL), regional area systems such as MF R-Mode
and VDES R-Mode and local-area systems with local infrastructure such as LOCATA at ports.
The study includes the use of ships’ radars with coastal Enhanced Radar Beacons (‘eRacons’)
with positioning through a process referred to as “radar absolute positioning”. In addition,
the work includes a description of ship-based systems such as dead reckoning systems based
on speed log and gyro compass and electronic visual aids such as the ePelorus.
The aim is to assess the contributions to PNT R&I of each of the individual options when
integrated as holistic combinations under Work Package 4 – Conceptual PNT Architecture.
Since future maritime Critical National Infrastructure (CNI) will need to provide coverage of
the whole of the UK Exclusive Economic Zone (EEZ), which includes complex sea spaces such
as the North Sea, South West Approaches and the English Channel, it is likely to require a
system-of-systems solution with contributions from the above dissimilar complementary
sources. The work of MarRINav includes identifying the potential of hybrid solutions, such as
the combined use of eLoran and STL, as proposed by the London Economics Report.
In addition, the CNI maritime communications that support these PNT solutions are
considered in the context of the proposed Maritime Connectivity Platform (MCP).
In addition, the potential for GNSS interference monitoring at ports is investigated, including
the sharing of data between the DfT, the MCA and the GLA, as identified in Recommendation
5 of the Blackett Report, which states:
“CNI operators should assess – with guidance from the National Cyber Security Centre (NCSC)
and the Centre for the Protection of National Infrastructure (CPNI) – whether they need to
monitor interference of GNSS at key sites such as ports. Where operators do monitor, data
should be shared with the relevant lead government department.”

The theme of this document is the identification of key contributing maritime Resilient PNT
and communications systems to the Resilience and Integrity of the maritime Critical National
Infrastructure of the United Kingdom, but with a view to the wider cross sector implications
and capabilities. A fundamental principle of this work is the realisation that, for the UK only,
it is likely that a single source of Resilient Position Navigation and Timing will not be sufficient
to provide the required coverage performance in terms of accuracy, integrity, continuity and
availability. The proposal then is, in Work Package 4, to investigate the development of a
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hybrid system-of-systems consisting of an appropriate mix of individual systems with shared
infrastructure, where possible, taking advantage of the various identified commonalities. This
output deliverable of WP3 will inform WP4 on the available candidate systems.
In the work of MarRINav it is assumed that the maritime receiver platform will be based on
the IMO Multi-System Receiver (MSR) architecture, and this is described with reference to
the available literature.
In addition, the core or primary, PNT system is assumed to be multi-constellation, multifrequency GNSS. It is assumed the IMO’s MSR will have access to at least three GNSSs. The
considerations of resilience includes methods of GNSS hardening, including through the use
of active antenna systems, multiple antenna systems, plausibility tests and jamming and
spoofing detection devices.
The work also considers the use of terrestrial GNSS interference monitoring and detection
networks. This network would be based on a number of sensors installed at maritime ports
across the UK, with instances of GNSS interference logged and reported to stakeholders, in
particular those stakeholders in charge of maintaining the integrity of the radio-spectrum,
such as OFCOM, Vessel Traffic Services, and the mariner on their approach to port.
MarRINav recommends the following candidate Resilient PNT systems for carrying forward
into the Work Package 4 work on RPNT architecture and infrastructure include the following:
•
•
•
•
•

eLoran
Radar Absolute Positioning
Satelles (STL)
VDES R-Mode
LOCATA

MarRINav also recognises the role of visual techniques for establishing an estimated position
fix (EP), and even in this “if all else fails” scenario, electronic systems like the ePelorus can
assist in promulgating electronic position fixes to ship’s systems and shoreside services.
There is one additional system that shows promise, MF R-Mode (based on the addition of
ranging signals to the already deployed IALA Differential-GPS radiobeacon service), but
MarRINav believes it possesses too many technical risks for a commitment to be made in
taking it forward into a UK Resilient PNT architecture (and the associated cost benefit analysis)
at this time. We include a system description of MF R-Mode within this document only for
completeness and as a hedge against the technical challenges of solving the night-time
skywave interference issue and general ambiguity resolution being surmountable.
It has been established that each of the candidate systems will be integrated, in the IMO’s
MSR, with a Dead Reckoning (DR) system based on Doppler Correlation Speed Log,
gyrocompass and IMU. The aim is that the PNT output will be sourced from the DR system,
with the various PNT systems calibrating drift and other errors, including GNSS when it is
available, with the system falling back to whatever mix of RPNT systems is available when
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GNSS has been detected to have failed or is being degraded. These techniques are outlined
further in the MSR Integration Report, which is one of the outputs of W4.
In addition to RPNT systems themselves, a system of robust data communications is required
both between the shore-side infrastructure components for command, monitoring and
control and aboard ship for the transfer of RPNT pertinent data and the results of supporting
e-Navigation services. Several candidate data communications systems are identified from
the point of view of the land-side infrastructure of the UK’s RPNT system and the various
maritime systems. It was established that the vulnerability of a data communications system
can be analysed from the point of view of each layer of the ISO-OSI seven layer model. Some
data communications systems, such as satellite Internet broadband, have a full set of wellestablished technologies that support each of the layers of the model. However, it is noted
that some systems, such as VDES-TER, do not have definitions for the full set of layers and
fully tried and tested technologies only exist at the lower data link and physical layers.
Indicative capital and ongoing costs for each system are collected together in Appendix A, and
this will inform Work Package 5 on the Cost Benefit Analysis via the architecture analysis of
Work Package 4.
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GLOSSARY
AAPS
ADSL
AIS
ACCSEAS
ADS-B
AM
APC
APN
AR
ARP
ASCII
ASF
ASM
AtoN
ATU
bps
BS
C/A
CBA
CCRS
CD
CNI
CP
COG
CPNI
CRPA
CSAC
CVL
CW
CWI
dB
dBm
DfT
DGNSS
DGPS
DLoran
DMU
DNS
DOP
DP
DR
DRMS
DSC
DTED

AIS Automatic Positioning System
Asynchronous Digital Subscriber Line
Automatic Identification System
ACCessibility for Shipping, Efficiency Advantages and Sustainability
Automatic Dependent Surveillance – Broadcast
Amplitude Modulation
Antenna Phase Centres
Access Point Node
Ambiguity Resolutions
Address Resolution Protocol
American Standard Code for Information Interchange
Additional Secondary Factor
Application Specific message
Aid to Navigation (for example a buoy, lighthouse, radio transmitter etc.)
Antenna Tuning Unit
Bits per Second
Base Station
Coarse Acquisition
Cost Benefit Analysis
Consistent Common Reference System
Coding Delay
Critical national Infrastructure
Container Ports
Course Over Ground
Centre for the Protection of National Infrastructure
Controlled Radiation Pattern Antenna
Ship Scale Atomic Clock
Correlation Velocity log
Continuous Wave
Continuous Wave Interference
Decibel
Decibels above a milliwatt
Department for Transport
Differential Global Navigation Satellite System
Differential Global Positioning System
Differential Loran
Dalian Maritime University
Dynamic Name Server
Dilution of Precision
Dynamic Positioning, or Data Processor
Dead Reckoning
Distance Root Mean Square
Digital Selective Calling
Digital Terrain Elevation Data
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DVL
EBCDIC
EBL
ECC
ECDIS
ED
EEZ
EGNOS
eLoran
EM
ENAV
ENG
EP
EPFS
eRacon
ERP
ESA
EU
FCC
FDDI
FERNS
FFT
FMS
FOC
FPGA
FTP
GAARDIAN
GBAS
GEO
GHz
GLA
GLONASS
GMDSS
GMSK
GNSS
GPRS
GPS
GPU
GRAD
GRI
GSA
HAL
HDOP
HF

Doppler Velocity Log
Extended Binary Coded Decimal Interchange Code
Electronic Bearing Line
Electronic Communications Committee
Electronic Chart Display and Information System
Emission Delay
Exclusive Economic Zone
European Geostationary Navigation Overlay Service (Europe’s SBAS)
enhanced-LOng RAnge Navigation system
Electromagnetic
IALA’s e-Navigation committee
IALA’s Engineering committee
Estimated Position
Electronic Position Fixing System
enhanced RAdar beacon
Effective Radiated Power
European Space Agency
European Union
Federal Communication Commission
Fibre Distributed Data Interface
Far East Radionavigation Service
Fast Fourier Transform
Far-field Monitoring Station
Full Operational Capability
Field Programmable Gate Array
File Transfer Protocol
GNSS Availability, Accuracy, Reliability anD Integrity Assessment for timing
and Navigation
Ground Based Augmentation System
Geostationary (or Geosynchronous) Earth Orbit
Giga-Hertz (1 GHz = 1000 MHz)
General Lighthouse Authorities
Globalnaya Navigazionnaya Sputnikovaya Sistema (or Global Navigation
Satellite System)
Global Maritime Distress and Safety System
Gaussian Minimum Shift Keying
Global Navigation Satellite System
General Packet Radio Services
Global Positioning System
Graphical Processing Unit
GLA Research and Development
Group Repetition Interval
European Global Satellite system Agency
Horizontal Alert Limit
Horizontal Dilution of Precision
High Frequency
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HPL
HTTP
HTTPS
Hz
IALA
ICD
ICP
IDS
ID
IEC
IMO
IMS
IMU
IOC
IP
IPR
IPSEC
ISM
ISO
ITU
JPG
JPS
KPI
KRISO
kHz
km
kW
LAN
LDC
LEO
LF
LOP
LTE
M2M
MAC
Mbit/s
MCA
MCC
MCP
MCS
MEMS
MF
MHz
MIR
MMS

Horizontal Protection Level
HyperText Transfer Protocol
HyperText Transfer Protocol Secure
Hertz, a unit of frequency
International Association of of Marine Aids to Navigation and Lighthouse
Authorities
Interface Control Document
Integrated Carrier Phase
Intruder Detection Systems
Identification
International Electrotechnical Commission
International Maritime Organisation
Industrial, Medical and Scientific
Inertial Measurement Unit
Initial Operational Capability
Intellectual Property, or Internet Protocol
Intelectual Property Rights
Internet Protocol Security
Industrial, Scientific, Medical
International Standards Organisation
International Telecommunications Union
Joint Photographic experts Group
Jigsaw Positioning System
Known Point Initialisation
Korean Research Institute for Ships and Ocean
Kilo-Hertz, a unit of frequency (1 kHz = 1000 Hz)
Kilometre (1 km = 1000 metres)
Kilo-watt (1 kW = 1000 W)
Local Area Network
Loran Data Channel
Low Earth Orbit
Low Frequency
Line of Position
Long-Term Evolution ( a 4G communications standard)
Machine to Machine
Media Access Control
Megabits per second
Maritime Coastguard Agency
Monitoring and Control Centre
Maritime Connectivity Platform
Monitoring and Control Station (or System)
Micro-ElectroMechanical Systems
Medium Frequency
Mega-Hertz (1 MHz = 1,000,000 Hz)
Maritime Identity Registry
Maritime Messaging Service
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MMSI
MPEG
MRN
ms
MSC
MSI
MSK
MSR
M-RAIM
MV
NBDP
NCSC
NELS
NM
nm
NMEA
NPL
ns
NtM
NUMAST
ODN
OCXO
Ofcom
OSI
OxTS
PC
PCI
PKI
PNT
PRS
PVT
QT
R&I
RaDR
RaDRSLAM
RAIM
RF
RIM
R-Mode
RNP
RPNT
RSSI
RX
RTCM
SAE
SBAS

Maritime Mobile Service Identity
Moving Picture Experts Group
Maritime Resource Name
Millisecond (1 thousandth of a second: 10-3 s)
Maritime Safety Committee (a committee of the IMO)
Maritime safety Information
Minimum Shift Keying
Multi System Receiver
Maritime Receiver Autonomous Integrity Monitoring
Motor Vessel
Narrow Band Direct Printing
National Cyber Security Centre
Northwest European Loran System
Nautical Mile (1.852 km)
Nanometre (1 billionth of a metre: 10-9 m)
National Marine Electronics Association
National Physical Laboratory
nanosecond ( 1 billionth of a second: 10-9 s)
Notice to Mariners
National Union of Marine Aviation and Shipping Transport Officers
Operational Data Network
Oven Controlled Crystal Oscillator
Office of Communications
Open Systems Interconnect
Oxford Technical Services
Personal Computer
Phase Code Interval
Public Key Infrastructure
Position, Navigation, & Timing
Public Regulated Service (pertaining to the Galileo GNSS)
Position Velocity and Time
Quantum Technology
Resilience and Integrity
Radar Dead Reckoning
Radar Dead Reckoning with Simultaneous Location And Mapping
Receiver Autonomous Integrity Monitoring
Radio Frequency
Reference and Integrity Monitor
Ranging Mode
Required Navigation Performance
Resilient Position Navigation and Timing
Received Signal Strength Indicator
Receiver
Radio Technical Commission for Maritime Services
Society for Automotive Engineering
Space Based Augmentation System
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SES
SG
SIFT
SIM
SLAM
SME
SNR
SOG
SOLAS
SoW
SQL
SS
STL
SWOT
TBD
TCXO
TDMA
TH/DSCDMA
TCP
TFTP
TOA
TOE
ToRs
TOT
TS
TWLFTT
TWSTFT
TX
UCL
UDP
UK
URE
µs
US
USCG
UT
UT1
UTC
VDES
VDE-SAT
VDE-TER
VDOP
VHF
VLAN
VPN
VSAT

Satellite Earth Station
Steering Group
Scale-Invariant Feature Transform
Subscriber Identity Module
Simultaneous Location and Mapping
Small to Medium Enterprise
Signal to Noise Ratio
Speed Over Ground
Safety of Life at Sea
Statement of Work
Structured Query Language
Shipborne Station
Satelles Time and Location
Strengths, Weakness, Opportunities, Threats
To Be Determined
Temperature Compensated Crystal Oscillator
Time Division Multiple Access
Time Hopping/Direct Sequence Code Division Multiple Access
Transfer Control Protocol
Trivial File Transfer Protocol
Time of Arrival
Time of Emission
Terms of Reference
Time of Transmission
Terrestrial Segment
Two-Way Low Frequency Time Transfer
Two-Way Satellite Time and Frequency Transfer
Transmitter
University College of London
User Datagram Protocol
United Kingdom
User Range Error
Microsecond (1 millionth of a second: 10-6 s)
User Segment
United States Coastguard
Universal Time
mean solar time
Co-ordinated Universal Time
VHF Data Exchange System
VHF Data Exchange Satellite
VHF Data Exchange Terrestrial
Vertical Dilution of Precision
Very High Frequency
Virtual Local Area Network
Virtual Private Network
Very Small Aperture Terminal
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W
WAN
WP
WRC
WSV
WWRNS

Watt (a unit of power)
Wide Area Network
Work Package
World Radiocommunication Conference
Federal Waterways and Shipping Administration
World-Wide Radio Navigation System
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Introduction

This document is the output deliverable D4 of MarRINav produced from Work Package 3 –
PNT R&I Technologies and Integration. According to the proposal document:
WP3 will review the broad range of options for R&I (Resilience and Integrity) PNT that have
been identified in previous General Lighthouse Authorities (GLA) and other studies, analysing
the potential contribution of each option. Candidates will include wide-area systems such as
eLoran and Satelles Timing and Location (STL), and local infrastructure such as LOCATA at
ports. The study will include the possible use of ships’ radars with coastal Enhanced Radar
Beacons (‘eRacons’).
The contributions to PNT R&I of each of the individual options will be determined when
integrated as holistic combinations. Since future maritime CNI will need to provide coverage
of the whole of the UK Exclusive Economic Zone (EEZ), which includes complex sea spaces
such as the North Sea, South West Approaches and the English Channel, it is likely to require
a system-of-systems solution with contributions from dissimilar complementary sources. It
will include the potential of hybrid solutions, such as the combined use of eLoran and STL, as
proposed by the London Economics Report. In addition, the CNI maritime communications
that support these PNT solutions will be considered in the context of the proposed Maritime
Connectivity Platform (MCP).
In addition, the potential for GNSS interference monitoring at ports will be investigated,
including the sharing of data between the DfT, the MCA and the GLA, as identified in
Recommendation 5 of the Blackett Report, which states:
“CNI operators should assess – with guidance from the National Cyber Security Centre (NCSC)
and the Centre for the Protection of National Infrastructure (CPNI) – whether they need to
monitor interference of GNSS at key sites such as ports. Where operators do monitor, data
should be shared with the relevant lead government department.”

The theme of this document is the identification of key contributing maritime Resilient PNT
and communications systems to the Resilience and Integrity of the maritime Critical National
Infrastructure of the United Kingdom, but with a view to the wider cross sector implications
and capabilities. A fundamental principle of this work is the realisation that, for the UK only,
it is likely that a single source of Resilient Position Navigation and Timing will not be sufficient
to provide the required coverage performance in terms of accuracy, integrity, continuity and
availability. The proposal then is, in Work Package 4, to investigate the development of a
hybrid system-of-systems consisting of an appropriate mix of individual systems with shared
infrastructure, where possible, taking advantage of the various identified commonalities. This
output deliverable of WP3 will inform WP4 on the available candidate systems.
Within each system description the document provides a brief outline of the technology,
explains the current status of standards and any ongoing development of the system, options
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for integration with other RPNT systems, hardware availability, and any supporting data
requirements, in addition to the costs associated with the system. Indicative capital and
ongoing costs for all systems are collected together in Appendix A, and this will inform Work
Package 5 on the Cost Benefit Analysis via the architecture analysis of Work Package 4.
In addition to RPNT systems themselves, a system of robust data communications is required
both between the shoreside infrastructure components for command, monitoring and
control and aboard ship for the transfer of RPNT pertinent data and the results of supporting
e-Navigation services. Several candidate data communications systems are identified from
the point of view of the land-side infrastructure of the UK’s RPNT system and the various
maritime systems.

1.1

Origins

The GLA, through its GRAD (GLA Research and Development) department, has drawn upon
its previous efforts in identifying the most suitable mix of systems to take forward into the
proposed architecture of Resilient PNT systems for the UK. Crucially, a review of combined
technology options for maritime resilient PNT was performed in 2017 by Dr Paul Groves at
the University College of London Engineering Department [1].
The UCL report provides a comparison of different combined technology options for achieving
resilient positioning navigation and timing (PNT). Individual technologies were assessed
against the criteria of accuracy; solution availability; integrity and continuity; technological
maturity and international compatibility; user equipment cost; infrastructure cost; and
potential GLA influence. Combined technologies were then assessed under the same criteria
and potential integration methodologies were discussed.
The study considered available position and navigation technologies, enhancements to those
technologies that could reasonably be developed for implementation by 2030 and
communication technologies that could reasonably be adapted for positioning for
implementation by 2030.
There is no expectation that Resilient PNT can be provided using a single technology, so
combinations of technologies are therefore considered in Work Package 4 (WP4) of
MarRINav, taking a systems-of-systems approach.
Different solutions may also be provided at different locations, depending on the level of risk.

1.2

Main Conclusions from the UCL Report

In this section the main conclusions of the UCL report are presented. This sets the
background, the technical rationale and the context of the report and establishes a firm
starting point in the decision making process that will take place in WP4. Conclusions from
the UCL report are expressed in quoted ‘italics’; MarRINav decisions based on these
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conclusions, which directly affect the architecture to be explored in WP4, will be presented
in bold italics:
‘Multi-constellation multi-frequency GNSS has the potential to offer substantially better
solution accuracy, availability, integrity and continuity than single-frequency GPS without the
need for augmentation systems such as GBAS and SBAS. However, this requires the
development and implementation of comprehensive receiver-based integrity monitoring
algorithms and effective detection of interference, jamming and spoofing. A single-epoch
estimation algorithm should provide better integrity performance than a multi-epoch
Bayesian estimator, noting that accuracy may be improved by carrier-smoothing the GNSS
pseudo-range measurements.’
MarRINav will assume the future core system to be multi-constellation, multi-frequency
GNSS, primarily consisting of GPS, Galileo, BeiDou, GLONASS and various Ground Based
and Space Based augmentation systems. It will be assumed that three such GNSS will be
employed within the IMO’s Multi-System Receiver.
‘There is also scope for further GNSS hardening through techniques such as CRPA [Controlled
Radiation Pattern Antenna] systems, deeply-coupled GNSS-inertial integration and networks
of GNSS antennas screened by the ship’s structure against signals from various directions.
However, even with extensive hardening, stand-alone GNSS is too risky due to the possibility
of as-yet-unknown failure modes.’
MarRINav will include GNSS hardening in its consideration of the architecture for RPNT
infrastructure.
MarRINav will assume that the various systems will be integrated with inertial navigation
technology.
‘The GLA should use its international influence to support the adoption of the best possible
marine multi-constellation GNSS receiver standards, including a suitable type approval
process based on independent testing using signal simulators to generate a series of failure
scenarios.’
MarRINav will assume the maritime receiver architecture is based on the IMO’s maritime
multi-system receiver (MSR) and its associated standards development processes.
‘AIS R-mode (ranging) offers the greatest potential for determining position using terrestrial
radio signals. Using two-way ranging enables a certain navigation performance to be achieved
with fewer beacons than passive ranging. This could potentially be augmented using television
signal differential ranging and signals from a commercial Loran timing service. The GLA should
invest in AIS R-mode infrastructure if the technology proves technically viable, if useful
coverage can be achieved cost effectively and if there is sufficient provision by other countries
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for ship operators to invest in suitable user equipment. If the first two conditions are met the
GLA should consider providing limited AIS R-mode infrastructure at a few major ports in order
to encourage international adoption.’
MarRINav will include VDES (an evolution of AIS) R-Mode in its consideration of the
architecture for RPNT infrastructure.
MarRINav will include eLoran as a UK only RPNT service, but additionally as a source of
UTC time disseminating time to other maritime RPNT solutions in addition to cross-sector
infrastructure.
‘Use of MF R-mode and AM radio broadcasting signals is not recommended due to the
susceptibility to sky-wave interference, the narrow bandwidth, the need for cooperation from
multiple neighbouring countries, the obsolescence of AM radio broadcasting in Europe and
uncertainty over the long-term future of MF marine beacons following GNSS modernisation.’
MarRINav will not consider MF R-Mode (ranging on DGPS radiobeacons) as a part of the
architecture because of the fundamental technical issues identified. However, the system
is presented in this document as a potential method should those technical issues be
solved in the timeframe of 2030.
‘Enhanced Racons could provide an effective positioning capability within 20 km of the coast.
However, a dense network would be required to achieve high integrity and the development
of standardised protocols that are compatible with both pulsed and coherent radar is needed.
The GLA should invest in eRacon infrastructure if the technology proves technically viable, if
useful coverage can be achieved cost effectively and if there is sufficient provision by other
countries for ship operators to invest in suitable user equipment. If the first two conditions are
met the GLA should consider providing limited eRacon infrastructure at a few major ports in
order to encourage international adoption. Radar feature matching could enable absolute
radar positioning at lower infrastructure cost, but more research is needed to assess its
feasibility.’
MarRINav proposes the use of Radar Absolute Positioning based on a technique,
developed by the GLA, called RaDRSLAM (Radar Dead Reckoning with Simultaneous
Location And Mapping). This technique is compatible with conventional marine radars and
pulse coherent radars.
eRacons will be investigated in the architecture to provide enhanced radar information
where returns from the natural and built environment contain insufficient information.
This additional technical component is only compatible with pulse coherent radars.
Passive reflectors may be a cheaper alternative to eRacons while again providing
enhanced radar information where returns from the natural and built environment
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contain insufficient information. This additional technical component is compatible with
traditional and pulse coherent radars.
‘Dead reckoning is the only means of ensuring that a position solution is always available,
even when all other technologies have failed. An enhanced version of traditional dead
reckoning based on a spinning-mass gyrocompass and either a Doppler velocity log (DVL) or a
correlation velocity log (CVL) is recommended. For maximum availability, integrity and
continuity, redundant hardware should be installed.’
MarRINav proposes that the system-of-system mix of RPNT systems be integrated with
traditional Dead Reckoning systems within the MSR. The DR system will consist of a
spinning mass North seeking gyroscope and a Doppler Velocity Log (DVL), options for
redundancy consisting of multiple sets of equipment will be investigated in the CBA of
WP5.
‘Stand-alone inertial navigation is not currently recommended as a reversionary mode as its
performance is inferior to a gyrocompass and DVL/CVL, even accounting for likely future
developments in sensor technology. However, it could potentially be used to improve the
accuracy and integrity available from other positioning technologies, exploiting its short-term
accuracy.’
MarRINav proposes that an Inertial Measurement Unit (IMU) should be integrated within
the onboard MSR in order to assist in the constraint of errors induced within the Dead
Reckoning system.
‘An epelorus can provide position to an accuracy of a few tens of metres within a few
kilometres of the coast and is relatively cheap and easy to install on a ship. However, its
performance is critically dependent on visibility conditions so it should not be considered as an
alternative to more reliable technologies.’
MarRINav will present the ePelorus within this deliverable document as visual positioning
techniques are still a valid backup, if all else fails. A system that can automatically output
an electronic Estimated Position to other ship’s systems is a useful addition to ship’s
equipage.
‘Positioning using communications satellites is technically feasible, but it is difficult to see how
a suitable business model could be established to pay for it.’
A description of the Satelles STL system is presented within this report. It is a global
system based on Doppler measurements made from the Iridium system. A trial of STL will
be performed in due course, however with current knowledge of the systems it is proposed
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that (if the system works) it is only suitable as a possible static timing system or for Ocean
Voyage Phase.
‘Positioning using gravity gradiometry requires development of lower-cost sensor technology
for it to be feasible for commercial shipping. Bathymetric navigation is unsuitable due to poor
solution availability, while celestial navigation is unsuitable due to poor accuracy.’
MarRINav considers that celestial navigation systems may be suitable for the ocean
Voyage Phase, and it is understood that automatic celestial navigation systems are being
developed by some organisations primarily for autonomous vessels. These systems are
suitable for ocean voyage phase, given their accuracy of performance, and are not
covered in this report.
‘Resilient marine positioning and navigation requires a combined technology approach. It is
thus recommended that all ships carry an integrated navigation system incorporating multiconstellation multi-frequency GNSS, gyrocompass, DVL/CVL and terrestrial ranging
equipment. The candidates for terrestrial ranging equipment are AIS R-mode with a 2-way
ranging capability, hybrid passive ranging using AIS R-mode with television signals and/or
Loran timing signals, eRacons or eRacons augmented with radar feature matching. At present,
there is insufficient information to recommend one of these options in preferment over the
others.’
Given their ownership by third parties and associated dependencies, not the least of which
is GPS for timing, MarRINav does not consider the use of television signals as appropriate
for use in a RPNT system designed to support UK CNI.
‘….one UK port and one port within the Republic of Ireland (and hence the European Union)
should be equipped long-term as advanced navigation test-beds with AIS R-mode beacons
that support both passive ranging and 2-way ranging, differential reference stations for
television signal positioning, eRacons and data for radar feature matching.’
Part of the work of MarRINav WP4 is to consider the requirements for the development of
an RPNT test-bed.
‘The integration architecture for the combined-technology integrated navigation system
should comprise a primary mode in which the PVT (Position Velocity and Time) solution is
provided only by GNSS and a reversionary mode in which position and velocity is provided by
an integrated navigation system comprising dead reckoning and some form of terrestrial
ranging.’
The work of the UCL report did not consider the UK in isolation, but considered the
possibilities of wider European nations contributing to the required transmitter
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infrastructure. As such, for the UK a “reversionary mode” to individual RPNT system
options may now not be possible due to the constraints of the UK’s land mass with respect
to the possible locations of installed transmitter hardware. Instead the RPNT system will
consist of a resilient system-of-systems mix of solutions.
This entire mix of RPNT systems can be considered to be “The RPNT System-of-Systems”,
which will involve the deeper integration of pseudoranges from a number of separate
RPNT systems, albeit controlled from a common source of system time, integrated with
inertial and dead reckoning technology.
‘In the primary mode, a Bayesian estimation algorithm may be used to maintain calibration
of the DR solution, including the sensor errors and water currents. In reversionary mode, the
integrated navigation solution should comprise the DR solution, continuously calibrated with
individual terrestrial radio or radar ranging measurements using a Bayesian estimation
algorithm. Both measurement innovation filtering and a bank of parallel filters are needed to
maintain as much integrity as possible.’
MarRINav proposes that the main output of the MSR will be the PNT solution of the
internal DR system, calibrated and constrained by the external PNT systems. Further
details are presented in the MSR Integration Report, which is one of the outputs of WP4.
‘Separate RNPs should be defined for the primary (GNSS) and reversionary modes.’
MarRINav proposes that the published RNPs may need to be re-evaluated in order to
make them realistic with regard to system capabilities and to ensure that they are
consistent between each other. However…
MarRINav will show that each RPNT system can be characterised by an R-Factor
(Resilience Factor) that is based on the expected uptime of the system and illustrates that
the RNP parameters for the RPNT system need not be as onerous as those for GNSS, but
can contribute to the overall system-of-system such that the continuity of a mariner’s
operations can be maintained while at the same time maintaining integrity.
It is likely that the R-Factor will allow the RPNT system-of-systems to meet the existing
RNP requirements from IMO A.915. Further details of this will be provided in the output
from WP4.
‘GNSS backed up by eLoran is potentially much easier to implement than the proposed
combined technology approach and offers similar performance. However, eLoran is not
currently viable as a marine navigation service within Europe due to lack of international
cooperation and an insufficient user base. However, eLoran could become viable within the
next few years if it’s adopted for navigation elsewhere in the world and for timing within much
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of Europe. Therefore, the GLA should monitor eLoran development and defer any decision on
support until the international situation becomes clearer.’
eLoran is the ideal candidate for a wide-area UK only RPNT system, which can also double
as a UK wide precise timing system, serving CNI, civilian timing applications and other
resilient PNT systems.
MarRINav architecture analysis in WP4 will be based on the use of wide-area systems first
with subsequent gaps in coverage filled by local area systems; a so called “layered
approach”.
1.2.1 Recommendations of the UCL Report
The UCL report made the following recommendations regarding the work of the GLA on
Resilient PNT.
•

Open-source RAIM algorithms for multi-constellation GNSS receivers:
o The GLA has proposed an algorithm called M-RAIM in MarRINav WP2.

•

Marine receiver standards and type approval processes for multi-constellation GNSS:
o While receiver standards and the approval is not within the remit of MarRINav,
the IMO’s MSR will be considered as the maritime receiver platform aboard
ship.

•

Mitigation of GNSS interference, jamming and spoofing through techniques such as
CRPA systems, deeply-coupled GNSS-inertial integration and networks of GNSS
antennas:
o GNSS hardening is included in this report and is recommended for inclusion
aboard ship.

•

The feasibility of using 2-way ranging or a mixture of 2-way and passive ranging for
AIS R-mode:
o VDES R-Mode will be included in options for architecture analysis during WP4;
o 2-way ranging may be employed to assist in the calibration of the onboard
clock/oscillator.

•

Hardware testing of AIS R-mode (2-way and passive ranging) and differential ranging
using television signals in a marine environment:
o Actually VDES R-Mode will be taken forward into the WP4 architecture.

•

Predicting coverage for various AIS R-mode options and for hybrid AIS R-mode, Loran,
and television signal ranging systems:
o Coverage prediction capabilities are available within the MarRINav consortium
and will be employed in the architecture definition. TV signals will NOT be
considered as they are run by third parties, subject to their availability
constraints and digital broadcasts are synchronised using GNSS.
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Development of potential standard eRacon protocols that are compatible with
coherent radar as well as pulsed radar:
o This is already underway in other projects such as the testbed being established
by the Singapore Maritime Port Authority and is based on the same hardware
design as employed within a trial performed by the ACCSEAS project.

•

Feasibility, performance and coverage of radar feature matching, together with
methods for building a database using crowdsourcing that is compatible with a wide
range of different radar installations:
o Coverage and performance analysis is available for MarRINav, Crowdsourcing
is not needed due to the SLAM technique employed.

•

Calibration of water velocity measurements to compensate for currents, including the
accuracy of current forecast data, how quickly GNSS-based calibrations degrade and
the likely dead-reckoning performance achievable from both water velocity and water
speed measurements:
o This is being considered in the MSR Integration report as part of WP4.

•

The impact of sea state on the navigation performance obtainable from a DVL and CVL
and whether integration with inertial sensors could mitigate any potential problems:
o Integration with inertial sensors will be assumed within the WP4 architecture
definition.

•

The level of inertial sensor calibration achievable within a multi-sensor navigation
system and the impact on integrated system accuracy and integrity performance of
adding inertial sensors:
o This is ongoing work of the GLA GRAD facility and results will be considered
within MarRINav.

•

Developing guidance on solution availability and integrity of an ePelorus position
solution in UK and Irish waters:
o ePelorus will be described in this document.

•

The optimum choice of estimation algorithms and parallel filter architectures for use
in the proposed combined-technology integrated navigation system:
o Details of this can be found within the WP4 MSR Integration report.

•

The GLA conduct or commission research into new marine navigation performance
standards that are clearly and logically defined and that meet the needs of future
developments in autonomous shipping and e-Navigation:
o It is the aim that the conclusions of MarRINav will inform the start of this
research.

•

The GLA commission research into the cybersecurity of navigation systems:
o This has been partly achieved, particularly in respect of VDES/AIS
authentication and the Maritime Connectivity Platform (MCP).

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

1.3

28

Outline of the Report

This MarRINav deliverable report (D4), presents the best candidate systems from the UCL
study to take forward into MarRINav’s architecture definition phase in Work Package 4.
Section 2 briefly presents the IMO’s concept of the Multi-System Receiver.
Section 3 outlines the core, or primary, PNT system, Multi-Frequency, Multi-Constellation
GNSS. This section also introduces GNSS hardening and interference and jamming networks.
Section 4 presents each individual candidate Resilient PNT system as a separate entity.
Drawing upon previous GLA studies and reports, we outline the structure, cost, regulatory
requirements and other factors related to each system. While extensive application of PNT
system coverage prediction will be reserved for Work Package 4, a number of examples are
presented in this section.
Section 5 presents traditional Dead Reckoning, and identifies the general principle of the use
of the ship’s traditional dead reckoning sensors and processing to provide hold-over of the
navigation function.
Section 6 presents systems and processes for the provision of robust communications. We
consider here the Maritime Connectivity Platform (MCP), VDES, satellite communications,
and 5G including LTE-Maritime. We consider the role of cybersecurity and redundancy of data
transfer.
Section 7 contains a summary and Section 8 a bibliography of references. A cost summary is
provided in Appendix A.
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The IMO Multi-System Receiver

Recognising the essential need for Resilient PNT in e-Navigation, and to enhance the safety
and efficiency of navigation by improved provision of PNT data to bridge teams, pilots and
shipboard applications the IMO has produced a performance standard for a vessels’
multi-system, multi-constellation radionavigation receivers (MSR) [2].
The MSR supports the use of European GNSS (i.e. Galileo) alongside other GNSS components
of the World-Wide Radio Navigation System (WWRNS), for example GLONASS and BeiDou.
The IMO has also produced guidelines for a shipborne PNT Data Processor [3]. The guideline
presents the architecture of the PNT-DP, describes the functioning of its component modules,
makes recommendations for its activities and includes sections on the classification of RNP
requirements into “grades”, which depend on the nautical task at hand, configuration,
operation, data communications requirements and documentation. It is a comprehensive
document, a flavour of which can only be provided here.
The MSR and PNT Data Processor is a concept of the receiver of the future: a receiver that
takes in raw or processed PNT information from the various PNT sensors installed aboard
ship, runs data processing, integration and integrity algorithms and presents the navigation
solution and integrity information to the mariner.
We assume that the core PNT input to this receiver will be the future multi-system multiconstellation GNSS (see Section 2).

2.1

Architecture

So, the MSR is actually one component of a system considered to consist of two major
components:
•

Component 1: The multi-system radionavigation receiver (MSR) itself, and

•

Component 2: A PNT Data Processor, or PNT-DP, which includes provision for the
inclusion of other PNT systems that are not derived from radionavigation systems.

The PNT-DP can be part of the MSR itself but may also be a part of other ship’s systems such
as the ECDIS or radar processor.
As shown in Figure 1, the basic principle of the first component, the MSR, is to use all available
radionavigation signals, not only GNSS but also augmentations and terrestrial transmissions
to provide a Position Velocity and Time solution. As noted above the MSR itself contains a
Data Processing function.
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Figure 1 – The IMO’s proposed Multi-system Radionavigation Receiver architecture.

Figure 2 – The proposed architecture of Position Navigation and Timing Data Processing (PNT-DP)
integrated as software into the Integrated navigation System, ECDIS or RADAR aboard ship.

The architecture of the second component, the PNT-DP, is shown in Figure 2. This expands on
the MSR (and in fact includes it) to feed the output of the MSR into an overall PNT Data
Processor (perhaps implemented within the ECDIS computer) that is used as the ‘core
repository for principles and functions used for the provision of reliable and resilient PNT data.’
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The MSR concept consists of a sensor layer and a processing layer. The sensor layer is free to
output processed Position Velocity and Time data, or raw measurements, for example
pseudoranges, speed, heading, etc. from the ensemble of other ships’ sensor systems
(gyrocompass, speed logs, etc.). One of the PNT-DP’s jobs is to ensure that all of these sensor
outputs are synchronised in time. The PNT-DP output contains Position Velocity and Time
information, AND integrity and status data.
The concept of this combined platform forms the basis of our considerations for the
integration of the ship-borne components of the Resilient PNT systems explored within
MarRINav WP4.

2.2

PNT Data Processing

The IMO Guidelines in [3] are designed to provide the prerequisites for the harmonized
provision of PNT and associated integrity data, and are intended for equipment
manufacturers, shipyards, ship owners and managers responsible for on-board equipment
and systems used for PNT data provision.
According to the IMO, the overarching objective of the shipborne PNT-DP is the resilient
provision of PNT data including associated integrity and status data. The IMO defines
resilience in this context as:
1. The ability to detect and compensate against relevant failures and malfunctions in
data acquisition and processing to meet the specified performance requirements on
PNT data for accuracy and integrity with respect to continuity and availability under
nominal conditions; and
2. The ability to detect, mitigate and compensate malfunctions and failures based on
supported redundancy in data acquisition and processing to avoid loss or degradation
in functionality of PNT-DP.
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Figure 3 – Architecture of the PNT-DP. Source: [3].
Figure 3 shows three functional blocks;

1. Pre-processing
2. Main Processing
3. Post-processing
We will briefly consider each of these in turn, emphasising their relevance to MarRINav and
UK RPNT infrastructure.
2.1.1 Pre-processing
The pre-processing function extracts, evaluates, selects and synchronises input data from
sensors and services. Sensors include those aboard the vessel, e.g. speed logs, gyros and
radar.
Services include:
•

Radionavigation Services: services that provide navigation signals and data which
enable the determination of the ship’s position, velocity and time;

•

Augmentation Services: services that provide additional correction and/or integrity
data to enable improvement of radionavigation-based determination of ship’s
position, velocity and time.

We note that services are classified with regard to their geographical coverage:
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•

Global Services: are characterised by their worldwide coverage. They may have
limitations regarding usability for different phases of navigation due to signal
disturbances reducing the availability or performance of transmitted signals and/or
provided data. For example, Satelles STL and Galileo are Global Services.

•

Regional Services: these services, which also include local services, are only available
in dedicated service areas. They may be used to improve the performance of ship’s
navigational data in terms of accuracy, integrity, continuity and availability even in
demanding operations when, for example, higher accuracy and integrity level is
required during coastal and port navigation. eLoran is an example of a Regional
Service, while LocataNet is a Local Service.

Sensors include:
•

Service Dependent Sensors: such sensors rely on any services from outside the ship
provided by human effort. They cannot be used on board without at least a satellite
or terrestrial based communication link to the service provider. For example GNSS or
eLoran receivers are service dependent sensors.

•

Shipboard sensors and sources include:
o Primary Sensors: these use a physical principle, for example Earth’s rotation
or water characteristic, and are independent of any human applied service
provision. For example speed logs and gyrocompass are primary sensors.
o Secondary Sensors and Sources: These may be used to provide additional data
for the verification of PNT data. For example, water depth with respect to the
depth indicated on an electronic chart.

In addition to these various sensors and services other PNT relevant data may be used to
increase redundancy or to evaluate plausibility and consistency of data input. In addition,
some external data is vital to the functioning of the system, for example differential
corrections, propagation delay data, almanacs indicating transmitter locations, tidal stream
data, etc.
Figure 4 illustrates a comprehensive sensor and service mix that may be employed. Note that

MarRINav will propose a much reduced set.
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Figure 4 – Sensors, service and sources. Source: [3]

The data output from each of these separate sensors and services may vary in availability and
performance both temporally (in time) and spatially (by location). For example, a complete
radar image is output from a radar typically every two seconds or so, corresponding to the
rotation rate of the radar antenna; on the other hand the output of a GNSS receiver is
produced at epochs of 1 second.
Among other tasks, the aim of the pre-processing function is to:
•
•
•
•

Analyse the availability of the data in relation to its utilisation in ongoing PNT data
processing and selection;
Synchronise data, in time and space, from the different input sources within a
Consistent Common Reference System (CCRS) 1;
Assess quality of the input data in terms of completeness, consistency and plausibility
ahead of forwarding it to specific main processing algorithms;
Time stamp data with the time of reception using the system time of the PNT-DP,
which should be synchronised to a common time-base for the PNT services input,
preferably this should be UTC.

For example, as set by IMO regulations, a Consistent Common Reference Point (CCRP) is a location on own ship, to which
all horizontal measurements, such as target range, bearing, relative course/speed, closest point of approach, or time to
closest point of approach are referenced.

1
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The pre-processing function provides evaluated, selected and synchronised data ready for
main processing.
2.2.2 Main Processing
The main processing function:
•
•
•

Computes the output PNT data; for example position, speed over ground (SOG),
course over ground (COG), etc;
Determines the integrity and status of the PNT output, including the integrity of the
input sensors and services, and the capability of the onboard data processing
functions;
Selection of PNT output data ready for post-processing.

The Main Processing function of the PNT-DP architecture supports the use of numerous
processing channels that operate in parallel.
This parallel processing enables:
•
•
•

The application of different processing methods for PNT data generation in relation to
the intended accuracy and integrity level;
The improvement of the continuity and availability in PNT data processing and the
provision of a redundant system or fall-back option for the processor;
The reliable detection, mitigation and compensation of failures and malfunctions in
data input and processing. For example, a solution separation RAIM algorithm.

In addition, a basic principle outlined in the IMO Guidelines is that the PNT-DP is able to take
into account the intended task to be undertaken by the vessel and consider the RNP
requirements of that task. For example, as we have seen in WP1, the RNP requirements of a
vessel in Ocean Voyage Phase differ from those in Port Approach Phase. In this regard, the
modular approach of the PNT-DP is able to facilitate changing performance requirements in
relation to nautical tasks, variety of ship types, nautical applications, and under consideration
of user needs. What this means in simple terms is that the PNT-DP should be able to select
the ideal combination of input data, processing and integrity computations to support the
task at hand given the quality and availability of the data inputs.
2.2.2.1 An Example PNT-DP Scenario
Let us examine this briefly with an example. We might consider a vessel making a Port
Approach. At the far end of the approach the PNT-DP might select two eLoran transmissions
and two VDES R-Mode transmissions to provide 10 m (95%). At some point along the
approach one of the VDES R-Mode stations input data may be lost, due to a transponder
system failure, channel overload, or shadowing of the VHF signal due to a larger vessel. In this
situation the PNT-DP might weight the radar absolute position solution greater in the overall
PNT data output solutions. Once the vessel is within the port area the PNT-DP may switch in,
or weight more strongly, inputs from LocataNet given its ability to support the 1 m (95%)
required in the port area.
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Section B1.3 of [3] further expands on this idea by describing a classification scheme for RNP
requirements based on “grades of applications”. These may be appropriate for consideration
within a future design phase of MarRINav (as part of Phase 2) and will not be detailed here.
Section B2 of [3] presents more details on pre-processing, while section B3 considers mainprocessing in further detail.
2.2.3 Post-processing
Section B4 of [3] presents some detail on post-processing.
The post-processing function:
•
•
•

Checks the completeness of the PNT output data;
Generates output data streams in the designated message coding. For example
NMEA;
Makes available the PNT data output to the Bridge Team and other systems at the
required update interval.

The post-processing function generates the output messages by encoding the PNT output
data (PNT, integrity and status) into specified data protocols.
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The Core System: GNSS

This section briefly outlines the future of GNSS as the primary source of PNT aboard ship and
within the maritime community. Techniques for hardening GNSS are also presented as is the
concept of a GNSS interference network.
It is assumed that the reader is familiar with the general functioning and capabilities of GNSS
and they will not be included here; however there are numerous textbooks [4] [5] and online
resources [6] that describe it.

3.1

Multi-Frequency, Multi-Constellation GNSS

In the timeframe of 2030 we assume that the core, or primary, PNT service used aboard ship
will be multi-frequency, multi-constellation GNSS. It is assumed that this will not only
comprise GPS, GALILEO and EGNOS (the European Space based Augmentation System), but
also GLONASS and BeiDou. After all, the best performance is achieved using all available
signals, and it should be noted that at least three GNSS are needed to identify a wholeconstellation fault in parts of the world where SBAS/GBAS signals are not receivable.

3.2

Multi-Frequency

A receiver that employs more than one GNSS frequency (Figure 5) is able to employ
algorithms to remove the greatest source of error for its computed position solutions,
ionospheric delay (an effect that varies with frequency) without relying on a Space Based
Augmentation System (SBAS). In addition, the wideband signals in the L5/E5 band provide
noise and multipath mitigation capabilities, and the multiple frequencies allow a greater
immunity of the positioning capability to interference. Measurement and positioning
accuracy can be much improved using such techniques.
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Figure 5 – GNSS Frequency Bands.
Source: https://gssc.esa.int/navipedia/index.php/GNSS_signal.

3.3

Multi-Constellation

The use of other constellations in addition to GPS, results in there being a larger number of
satellites in the field of view, which has the following benefits:
•
•
•

Reduced signal acquisition time;
Improved position and time accuracy;
Reduction of problems caused by obstructions such as buildings and foliage;
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Improved spatial distribution of visible satellites, resulting in improved dilution of
precision (DOP).

When a receiver utilizes signals from a variety of constellations redundancy is built into the
solution. If a signal is blocked due to the working environment, there is a very high likelihood
that the receiver can receive a signal from another constellation—ensuring solution
continuity. While extremely rare, if a GNSS system fails, there are other systems available.
To determine a position in GPS-only mode, a receiver must track a minimum of four
satellites. In multi-constellation mode, the receiver must track five satellites, at least one of
which must be from a satellite in the other constellation, so the receiver can determine the
time offset between constellations.

3.4

The Role and Impact of GNSS Hardening and Interference Detection

3.4.1 Introduction
GNSS hardening is the common name given to any form of protection added to existing GNSS
infrastructure. Interference detection includes any element that both identifies and alerts
the user to potential interference, and any system which attempts to mitigate it. As such, at
times, these terms can overlap. Collectively they can include active antenna systems capable
of determining and mitigating jamming sources; multiple antennas capable of testing for
jamming and spoofing; plausibility checks within the user’s receiver; and finally, any 3rd party
jamming and/or spoofing detectors, either hosted on the vessel or as a shore based system.
3.4.2 System Components
GNSS hardening can consist of the following elements:
• Active antenna systems
• Multiple antenna systems
• Receiver plausibility tests
• Additional jamming and spoofing detection devices
Each of these elements are considered further next.
3.4.2.1 Active Antenna Systems
Generally GNSS antenna are simple, single element antenna. Such antennae are generally
not able to detect jamming or spoofing signals, even with protective elements such as choke
ring collars and RAIM functionality within the receiver.
Over the past decade, multiple element antennae have moved from military only to dual-use
military/civilian status. Such antennae are generally formed of an odd number of antenna
elements, with most arranged in a circular pattern with one in the centre. In this
configuration, it is possible to compare the received signals and their data to mitigate a
number of jamming signals by placing a reception pattern null in the direction of the offending
signal. The greater the number of antenna elements, the greater number of jamming or
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spoofing signals can be detected and mitigated at the same time; the greater the number of
nulls possible. CRPA antennae are reportedly available for the civilian user from a range of
manufacturers, however they are formally captured on the UK, EU and other national export
control lists as a dual use item [7] [8] [9] which introduces restrictions on who can purchase
such antennae. It is not clear how the ownership of such is managed should a vessel be sold
at a later date. Depending on the location of the manufacturer other national legislation may
also prevent their use by the civilian community.
Example CRPA antennae are shown in Figure 6. Several are identified and reviewed by GPS
World magazine [10]. Through discussion with the author of that article it has been found
that such antennae have been sold to civilian users, although it can be a convoluted process
due to the need to identify who is purchasing and where they will be using the item.
Overall, while such antennae have the potential to protect the civilian user from GPS jamming
and spoofing, their use is convoluted, expensive and potentially impractical. Most vessels are
fitted with multiple GNSS antennae which leads to the question of whether to protect all
GNSS units, which could be costly, or to protect one or two, which may then need the data
feeds for those units to be clearly marked.
The need to replace all GNSS antennae on the vessel, or re-wire the vessel so that the
protected GNSS (and redundant unit) are clearly identified, is expected to make this approach
cost prohibitive for most mariners. Clearly there is an advantage to considering the use of
such antennae when designing the vessel, rather than retro-fitting at a later stage.
Due to the dual-list nature of such items, it has not been possible to obtain a rough cost
estimate for a CRPA. .
Some manufacturers are offering receivers with inherent notch filtering options, capable of
identifying and mitigating the effects of jammers [9] [10]. The cost of such receivers are in
the region of £10k. While such functionality is largely provided for the surveying or specialist
user, there seems to be little preventing their use in a maritime context.

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

41

Figure 6: Example CRPA antenna systems extracted from a GPS World article [10].

3.4.2.2 Multi Antenna Systems
A potential GNSS hardening option is to either use multiple GNSS receivers, or receivers
capable of comparing received data from multiple GNSS antennae.
Conventionally, GNSS receivers are designed to work with a single antenna, with the
calculated position relating to the phase centre of the antenna. There are some receivers on
the market that can use data from multiple antennae to identify the relative movement of a
platform, for example to determine pitch, roll, or torque and twist.
In theory, it should be possible to develop a GNSS receiver that uses multiple antennae to test
for jamming and spoofing effects. By installing the antennae at set spatial offsets around the
vessel any apparent decrease in the baselines between the antennae as reported by the
position solutions would indicate spoofing because both antennae observe exactly the same
satellite range data from the spoofer and therefore report the same location. An increase in
the baseline is likely to indicate jamming because the noise of the jammer introduces errors
in the position solution for each antenna/receiver making the antenna appear to have moved.
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The use of multiple antennae for a single GNSS receiver could introduce other benefits of
detecting multipath and managing satellite obscuration [13]. The comparison of data from
multiple GNSS receivers could be established today on most vessels by adding a processing
module that consistently compares the resulting position estimates; in the future this could
be part of the IMO’s MSR.
Such an approach would be capable of informing the mariner of a problem, but not mitigating
it. A separate processing unit that compares the baselines could be added without any
standardisation (although one would prefer standardisation to be in place) as long as it can
be shown not to affect the type approved bridge equipment. This could be something as
simple as a RaspberryPI™ computer that constantly compares the baseline and raises an alert
if they change.
Multi-antenna GNSS receivers are available [14], with dual-antenna systems primarily
marketed to provide heading information, it is not clear though that both antennae are used
for baseline comparison.
As a cost estimate, adding a simple, non-type approved, approach for checking the reported
position of multiple GNSS receivers could be achieved for around £250-300. A type approved
multi-antenna GNSS receiver is expected to cost in the region of £2500.
In a relatively new approach, some manufacturers are offering multi-constellation, multiantenna GNSS receivers with a low cost inertial unit, with the aim of providing attitude
determination and inertial smoothing [11].
3.4.2.3 Receiver Plausibility Tests
A simple approach to alerting the mariner of potentially erroneous position information
would be to perform plausibility tests before reporting the position estimate. Such plausibility
tests could be set to reflect the expected performance boundaries of the vessel, for example
setting the maximum speed (plus a margin for tide and wind effects), setting the maximum
lateral movement expected, etc. By setting such tests, any reported speed or position change
could be flagged as suspicious alerting the mariner to a potential problem.
Such tests would either require an external processing unit or for receiver manufacturers to
introduce such functionality within their equipment. It is not clear if such functionality
currently exists in any maritime receiver. Note that the IMO’s MSR concept makes provision
for such plausibility tests within its PNT-DP architecture as described in Section 2 [3].
3.4.2.4 Additional Jamming and Spoofing Detection Devices
This section considers 3rd party jamming and spoofing detection devices, including devices on
and off the vessel.
There are a range of detection devices available that sit between the existing GNSS antenna
and the receiver, an example of such is the Orolia Threatblocker [15]. This device assesses
the performance of the data from the antenna, testing for jamming and spoofing and seeking
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to provide a clean signal to the GNSS receiver. Another example is the BlueSky GNSS firewall
[16] which is aimed at the timing user, again looking to protect the receiver from jamming
and spoofing events.
The cost of such a receiver is unknown, but likely to be cost prohibitive when one considers
the number of GNSS receivers available on a given vessel and the expected cost of a re-wire.
Investing in such a device in a new build vessel, may be more appropriate, cost depending.
Away from the vessel, there is scope for a multi-modal GNSS interference detection
monitoring network. A number of projects have considered a monitoring and detection
network, generally these have been restricted in size and limited in the number of sensors.
In support of UK/Irish wide GNSS interference detection network, GRAD has undertaken a
review of which data, currently under GLA control, could contribute to a national/British Isles,
GNSS interference monitoring network. It is clear that there are many GNSS receivers already
in situ around the British Isles which, with a little effort, could provide some data to a common
point for analysis and warning metrics. Such warnings could then be promulgated in the form
of notice to mariners (NtM), radio broadcasts, or e-Navigation service should locations of
jamming or spoofing be identified. Currently such a system does not exist, however work has
been underway in establishing the form of and standards for such a service as outlined in
Section 2.5. There is a project proposal called ‘GENS’ for a UK coordinated GNSS jamming
detection reporting system, which is led by Ordnance Survey, which is currently being
considered under NAVISP Element 3. MarRINav would seek to cooperate with ‘GENS’ if the
project is approved.
3.4.3 Development Unknowns
Active antenna systems
The restricted nature of these systems raises questions on their use on vessels that travel
internationally and what process would need to be followed when an owner wishes to sell
their vessel with the antenna fitted.
Multiple antenna systems
There are many unknowns to this approach as it is largely theoretical and few receivers are
currently available. Available receivers are generally not targeted to maritime use.
Receiver plausibility tests
It is unclear why manufacturers are not providing such functionality within their receivers.
International standardisation would be required for such a receiver to be used on SOLAS
vessels.
Additional jamming and spoofing devices
There are many unknowns in this area. The in-system devices are generally quite new and
are yet to be tested widely. A nationwide detection network would require significant
coordination and an organisation to lead the overall development and operational
management.
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Overall it is unclear whether the IMO performance standards, which have to be met for
maritime receiver equipment to be used to navigate a SOLAS vessel, would currently permit
or preclude the use of these technologies. Generally, it has been possible for type approved
receivers to contain other functionality, as long as the safe navigation function was not
affected – for example the provision of SBAS capability in a GPS receiver conforming to IEC
61108-1, which considers GPS but not SBAS.
It could be argued either way that adding such intelligence to the system, through whatever
means, would improve the safety and integrity of the data. However without type approval,
this could not be measured and therefore it is not clear whether the use of such an approach
is really permitted as, by definition, they would affect the performance of the receiver.
3.4.4 Typical Coverage Area of the System
The shipborne items should work everywhere the vessel operates. A UK national GNSS
interference detection network would be limited in terms of the detection area, the size of
which would depend on the number of detectors available and the sensitivity of the detection
sensor.
For the maritime sector it could be that an interference detector is installed at each of the
major ports.
3.4.5 The Operation and Maintenance of an Interference Detection Network
It is unknown which organisation would be responsible for this at this stage.
3.4.6 Operational or Development Status
Active antenna systems
Active antennae are in operation for some users. Appropriate maritime test standards may
be required.
Multiple antenna systems
Multiple antenna systems are in operation in some forms, although some options remain
theoretical only.
Receiver plausibility tests
It is not clear whether such functionality is available in any receiver to date.
Additional jamming and spoofing devices
Such equipment is available however it is unclear whether it has been tested in a maritime
context.
3.4.7 Relevant International or National Standards
Any receiver based function may need to be considered as part of the appropriate IEC test
specification in order to ensure consistent performance. It is not known whether such tests
are formally required, or whether additional functionality could be provided in the receiver
as long as it does not detract from the type approved functionality.
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3.4.8 High Level SWOT Analysis
1. Active antenna systems
• Strengths
i. Can fit in with existing systems.
• Weaknesses
i. Each GNSS feed would need to be protected and therefore costs will
increase quickly.
• Opportunities
i. Potentially simple method of protecting against GNSS jamming and
spoofing.
• Threats
i. Civil/military restrictions.
2. Multiple antenna systems
• Strengths
i. Could provide data to support not only GNSS hardening, but also
identify multipath and protect against satellite obscuration.
• Weaknesses
i. Limited development of hardware. Requires more space on the
vessel.
• Opportunities
i. Not clear.
• Threats
i. Not clear.
3. Receiver plausibility tests
• Strengths
i. Simple to implement.
• Weaknesses
i. Potential for false alerts if the impact of wind/tide not considered
when setting targets.
• Opportunities
i. Not clear.
• Threats
i. Not clear.
4. Additional jamming and spoofing devices
• Strengths
i. In-line units can be retrofitted easily.
ii. National detection network could meet the needs of multiple user
groups.
•

Weaknesses
i. In-line units would be needed for each GNSS receiver/antenna
combination.
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ii. A national detection network would need a lead organisation to be
identified early.
Opportunities
i. Development of a cost effective national GNSS interference detection
network.
Threats
i. Not clear.

Terrestrial GNSS Interference Monitoring and Detection Networks

A number of projects have set out to investigate GNSS interference through the installation
of a network of sensors. Within the UK, examples of such projects include the GAARDIAN
[17] and Sentinel [18] projects which sought to deploy networks of interference sensors in
order to establish the level of interference in an area and to provide data on which novel
algorithms could be developed in order to successfully identify interference and provide
succinct data to the central monitoring site for further analyses. Both GAARDIAN and
Sentinel considered multi-modal users as well as positioning and timing impacts.
The most notable recent project is STRIKE3, a multi-national collaboration project funded by
the European Union under its Horizon 2020 programme. This project has seen the
development and installation of many GNSS interference detection sensors across 23
countries (in and outside of Europe) [19]. Data from this network of sensors has shown not
only the level of interference increase but, through characterisation of the received
interference signal, the project has been able to classify the types and numbers of jammers
being used. In some locations it has been possible to track a particular jammer, via its
received signal profile, as the user travelled around a city. The project does not declare
where the sensors are located due to their use by local law enforcement, but it is clear that
the project supports multi-modal users and the impact of interference on positioning and
timing capabilities.
The project has also helped move the approach to GNSS interference detection forward by
establishing a method of detection, data reduction and central monitoring/data
gathering. The project developed threat reporting standards [20] in order to allow different
manufacturers’ detection sensors to report data in a unified way to a central GNSS threat
database. In addition, the project developed GNSS receiver test standards [21] that can be
used to test receivers against the latest threats.
The wider development of a national GNSS interference detection network is considered to
be of significant benefit to the UK. By developing a central monitoring and detection
capability, particularly one that takes data from existing GNSS receivers where possible,
protection could be provided to all UK users, across the various transport and user modes. In
addition, such a detection network would provide a level of awareness and alerting to the
loss of GNSS integrity/availability, supporting the dependence on GNSS, and expect to be
highlighted in the next revision UK Civil National Risk Register as an outcome of the recent
Blackett report [22].
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Candidate System Descriptions

This section presents a description of systems that MarRINav considers to be prime
candidates for components of the architecture of UK R&I for PNT.
This section may include examples of coverage prediction model output plots. In Work
Package 3 these are provided in this document STRICTLY FOR EXAMPLE ONLY and should
not be construed as being indicative of the solution for UK R&I provision. The coverage
analysis work of Work Package 4 will be aimed at assessing candidate architectures based
on more considered coverage analysis.

4.1

eLoran

The information in this section is primarily drawn from IALA Guideline G1125 [23], which itself
was written by the GLA in collaboration with the Korean Research Institute for Ships and
Ocean (KRISO), however other technical references are cited.
4.1.1 Introduction
Enhanced Loran (eLoran) is a low-frequency, long range Terrestrial Radionavigation System,
capable of providing positioning, navigation and timing (PNT) service for use by many modes
of transport, including maritime. eLoran transmits pulsed groundwave signals with a central
frequency of 100kHz. This low frequency gives the signals their LOng RAnge Navigation
capability from widely spaced transmitters. The receiver’s position is determined by the
measurement of the times of arrival (TOA) (or pseudorange) of these pulses.
Pseudoranges from at least three transmitters are required to be measured in order to
determine a horizontal position solution by trilateration. Since the transmitters are placed on
the Earth’s surface, altitude of the receiver cannot be determined. Measuring more than
three transmissions (preferably five) provides the user with RAIM (Receiver Autonomous
Integrity Monitoring) capability in addition to positioning accuracy. A precise clock aboard the
vessel, and providing precise time to the onboard eLoran receiver, would allow the use of one
less transmitter.
The specification of the eLoran transmitted signal is provided in [24]. Figure 7 shows the signal
structure and frequency spectrum of the eLoran signal. The figure is divided into three
sections. In the top left of the diagram is shown the individual Loran pulse. It has a specially
designed shape (given by the equation underneath the plot) with a centre frequency of 100
kHz. At such a low frequency the main mode of propagation is by a very stable radio frequency
groundwave. The front edge of the pulse is carefully designed to provide high signal strength
at the tracking point within a receiver, while the tracking point is early enough in the pulse to
avoid early arriving skywave (an unwanted reflection of the groundwave pulse off the
ionosphere). The pulse duration is approximately 250 µs. The tail of the pulse is not defined
however the transmitter suppresses it sufficiently to maintain 99% of the energy of the eLoran
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signal within the band 90 kHz to 110kHz as shown in the frequency plot in the top right of the
figure.
A transmitter broadcasts a group of 8 of these ‘navigation’ pulses, transmitted at 1
millisecond spacing. The additional 9th pulse (actually in 10th pulse position) shown in the
Master pulse group in the diagram is now obsolete for eLoran, being a legacy of Loran-C.
However 9th and 10th pulses may be added in order to implement the Loran Data Channel
[25] [26].

Figure 7– eLoran signal structure and frequency spectrum.

All eLoran transmitters transmit at the same frequency, so they cannot all transmit at the
same time. Instead one transmitter, designated the Master, transmits a group of pulses
followed a set time later by one of several successive Secondary transmitters. The time delay
between the Master transmission and a Secondary is called the Emission Delay (ED) of that
Secondary. The time interval between successive Master station transmissions within the
same group is called the Group Repetition Interval (GRI), also sometimes referred to as the
“rate”.
A Secondary transmitter’s Emission Delay includes the signal propagation delay between the
Master and the given Secondary, and a Coding Delay (CD) intended to position the Secondary
transmissions within the GRI such that nowhere in the coverage area do the transmissions
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overlap. Careful design of the GRI and selection of Coding Delays are a vital part of system
design.
The pulses of each GRI have an alternating Phase Coding according to the diagram shown in
the lower right of Figure 7, and the PC term in the equation. A Phase Code Interval (PCI) is
made of up two GRIs (A and B) the phase coding of GRI A is different to that of GRI B. A ‘+’
sign indicates a shift in phase of the pulse by 180°, while a ‘-‘ indicates a 0 phase shift. Phase
coding is provided in order to mitigate the effects of long-delay, multi-hop skywave by
employing correlators in the user’s receiver.
Figure 8 shows the ‘total’ spectrum of the eLoran signal (provided through computer
modelling). The spectrum of the pulse shown in Figure 7 is convoluted with the spectrum of
the rate structure shown at the bottom of that figure. The effect of this rate structure can be
seen in Figure 9 which shows that the eLoran spectrum is made up of a large number of finely
1
separated spectral lines each separated by: 2×𝐺𝐺𝐺𝐺𝐺𝐺.

Figure 8 – A model of the power spectrum of an eLoran signal.
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Figure 9 – Zoomed in view of the power spectrum shown in Figure 8.

Finally, Figure 10 shows real-life measurements of the eLoran spectrum made using an eLoran
receiver’s Fast Fourier Transform (FFT) algorithm. The peaks seen in the spectrum are
continuous wave interfering (CWI) signals appearing in and around the frequency band; the
green bands are notch filters implemented by the receiver to mitigate this CWI.

Figure 10 -Real-life, off-air signal measurements.
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4.1.2 System Components
4.1.2.1 The Definition of Maritime eLoran
The form that eLoran takes depends on the application sector to which the application
belongs. The system requirements for eLoran for land mobile (road user) applications will be
different to those for maritime use. Within the maritime sector, the GLA have identified two
forms of eLoran, one applicable to port approach voyage phase and one for coastal voyage
phase.
4.1.2.2 Outline of the eLoran System
An eLoran system includes the following elements:
• Several eLoran transmitters broadcasting a UTC synchronised and standardised
eLoran signal [24].
• The signal incorporates a data message channel (the Loran Data Channel), which
may take several forms [25] [26].
• An identified service area, in which the signal propagation characteristic,
represented by Additional Secondary Factor (ASF) data, has been measured or
modelled through software with the resulting modelled data calibrated using a
much smaller set of measurements than would otherwise be required without
such modelling [27] [28].
• Where accuracy is required to support the Port Approach Voyage Phase,
differential-Loran (DLoran) Reference Stations shall be installed. These reference
stations calculate differential corrections, which are sent to eLoran transmitters
via an Internet Virtual Private Network (VPN) for broadcast to the mariner via the
Loran Data Channel for reception using the same eLoran receiver used for
positioning [28] [29].
• An infrastructure based integrity monitoring system (system integrity) that takes
two main forms:
o Alarms and alerts concerning the health and status of eLoran transmitters and
their associated transmissions and the health and status of DLoran reference
stations and their transmitted differential-corrections.
o The capability to monitor the effects of solar weather is required in locations
that are particularly prone to such effects (geomagnetic storms, proton events,
coronal mass ejections, etc.). The effects on eLoran vary with the geomagnetic
latitude of the user and the distance between the user and the transmitters.
Integrity monitors of this kind remotely monitor the quality of the received
signals and are able to interface to the Loran Data Channel in order to issue
timely system-level integrity warnings to the mariner. Integrity monitors may
be co-located with DLoran Reference Stations where appropriate, however
separate processing hardware will be required because of the more
complicated mathematical analysis of the signals required to be performed by
the monitoring receiver/computer setup [30] [31].
• A Control and Monitoring Centre, which provides a remote human/machine
interface to the set of transmitters and/or DLoran reference stations deployed by
the service provider. Its role is to control the system(s) and monitor alarm
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conditions. Control Centre personnel should have the power to deploy engineers
to remedy any issues with equipment. It may be that the organisation that is
responsible for the set of transmitters is not the same organisation that is
responsible for the DLoran reference stations, in which case the eLoran
transmitter Control/Monitor Centre may be separate from the DLoran Reference
Station Control/Monitoring Centre.
A data communications backbone (the Operational Data Network) is required for
the various components of the system to communicate with their respective
Control Centres. Data communications messages include such items as control
messages, differential correction information, integrity alerts, UTC time
dissemination, etc. The data backbone will usually be implemented using Internet
Protocol, and may run on a private network, or via the public Internet. In the latter
case it is appropriate to implement one or more Virtual Private Networks (VPN)
for data security purposes.
An eLoran receiver aboard ship will be integrated within the IMO’s Multi-System
Receiver (MSR).
The receiver will possess a RAIM algorithm for user-level integrity monitoring,
where a sufficient number of transmitters are available.
ASF data, and transmitter and reference station almanacs will be disseminated by
e-Navigation services.

4.1.2.3 Port Approach Voyage Phase eLoran
According to the IMO, the Port Approach application requires 10 m (95%) positioning
accuracy performance [32]. In order to meet this accuracy requirement, maritime eLoran for
Port Approach requires the following components:
•
•
•

Databases of Additional Secondary Factor (ASF) grid data for each port approach
area, and for each transmitter, stored within the mariners’ receivers;
Differential-Loran corrections to account for changes in ASF values, transmitter
timing and atmospheric effects over time;
A Loran Data Channel (LDC) – to disseminate differential-Loran corrections to the
mariner.

The above system should provide better than 10 m (95%). Figure 11 illustrates an overview
of the eLoran system for maritime port approach [33]. Further system requirements for UK
eLoran Full Operational Capability are captured in a GLA report [34].
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Figure 11 - The service architecture for eLoran and the components required. Source: ‘eLoran
Definition Document’, V1.0, October 2007, International Loran Association.

4.1.2.4 Coastal Voyage Phase eLoran
In those regions of sea between Port Approaches, the so called Coastal Voyage Phase, the
GLAs envisage the use of eLoran without differential-Loran because the distances to the
nearest reference stations will be too great for the differential corrections to be valid. During
this voyage phase the mariner will rely, in the first instance, on the use of accurately modelled
ASF data that has been produced by computer simulation of eLoran propagation and then
‘factory’ processed and calibrated using a sparse set of ASF measurements taken in an
efficient manner over a wide area. The resulting modelled but calibrated ASF data shall be
again stored within the users’ receivers.
All ASF data can be disseminated using an e-Navigation service with updates from time to
time as required. During operation of the receiver at sea GNSS would be used for ongoing
calibration of the data – this is analogous to the mariner computing his/her own differential
corrections locally aboard the vessel in real-time. If GNSS is lost due to interference, or other
problems, the mariner will continue to use eLoran, which should remain accurate to the 10m
to 20m level at least for a number of hours following the GNSS outage, following which
accuracy may degrade to no worse than 30m (95%).
Almanacs for DLoran reference stations and transmitters, and ASF data, shall be disseminated
to the user by e-Navigation services based on IALA Product Specifications S-245, S-246 and
S-247.
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4.1.3 Positioning Mode and eLoran Receivers
Modern eLoran receivers operate in all-in-view mode – this works just like GPS. In all-in-view,
if we were to look at all points on the Earth where we measure the same propagation time
from a transmitter and plotted those points on a navigation chart, we would see that all those
points lie on a circle with the transmitter at the centre. Taking measurements from three such
transmitters, thus forming three circles, allows a receiver to compute its position. In order to
measure the propagation time each transmission needs to be synchronized to a precise clock,
common to all transmitters.
This ensures that Loran System Time is maintained, and is based on the assumption that all
Master transmitters began transmitting at midnight on 1st January 1958 (the Loran Epoch).
Each transmitter’s broadcast is therefore synchronised to UTC. This method of control is
referred to as Time of Emission (or transmission) (TOE, or TOT) control. In addition, UTC
messages can be broadcast over the Loran Data Channel, which include a figure for the
current number of leap-seconds between Loran System Time and UT1 (mean solar time). This
implies that eLoran can be used to provide timing users with a precise source of time
independent of satellite systems.
In order to use eLoran, users should operate a receiver capable of calculating an eLoran
position in accordance to the technical specifications set out in [35] [36] and incorporating an
up-to-date ASF correction database.
Earlier generation Loran-C receivers will be able to utilise any core Loran signals received, but
will not be able to benefit from ASF mapping or the eLoran Loran Data Channel messages.
4.1.4 Typical Coverage Area of the System
The coverage area of the system depends upon the location of the eLoran transmitters, their
Effective Radiated Power (ERP) and Signal to Noise ratio (SNR) at the intended point of use of
the signals. A 250 kW ERP transmitter has an approximate range of 1000 km. At least 3
transmitters are required to allow positioning, with 5 required to be received to provide RAIM
integrity, via solution separation, within a user’s receiver.
Figure 12 shows an example of the predicted accuracy performance [37] for a UK eLoran
system comprising the 200 kW transmitter at Anthorn, and four lower power transmitters
(250 W ERP) co-located at four DGPS radiobeacons around the UK coast. This plot shows the
accuracy performance assuming that the receiver employs a clock based on a crystal
oscillator. As such the time offset of the receiver’s clock compared to eLoran system time
(which is based on an atomic source of UTC), needs to be calculated, resulting in the need to
employ at least three transmitters in the navigation solution.
Figure 13 shows the same transmitter layout, but this time with the assumption that the
shipborne receiver (the MSR) is provided with a precise atomic clock. In this mode of
operation the navigation solution does not need to calculate the offset between receiver time
and eLoran system time, resulting in the need for only two transmitters in the navigation
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solution. A further benefit of the use of the atomic clock aboard ship is that one fewer
transmitter is required in the solution to perform RAIM.
This use of the atomic clock aboard ship extends the coverage of the UK only eLoran service
appreciably, however the current cost of an atomic clock is prohibitive for use on most
commercial vessels. The advent of more robust chip scale atomic clocks, possibly using
innovative Quantum Technology (QT) solutions, offers the potential for more affordable
precise clocks for vessel equipage within the 2030 timeframe.

Figure 12 – An example eLoran Accuracy (95%) performance coverage prediction of UK and
Ireland, with Anthorn at 220 kW ERP, and four 250 W ERP transmitters collocated with DGPS
radiobeacons.
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Figure 13 – Predicted accuracy performance of UK eLoran when employing the same transmitter
configuration as Figure 12 when using a precise atomic clock aboard ship.

4.1.5 The Provision of Positioning, Navigation, Timing and/or Integrity information
Depending on the number of transmitters installed, eLoran provides position and navigation
to the 10 m (95%) level for port approach, and 30 m (95%) for coastal voyage phase
navigation.
The eLoran transmitted signal can also be used as a source of precise time and frequency. In
order to ensure the stability and synchronisation of the precise transmission a typical eLoran
transmitter will contain an ensemble of three Caesium Beam clocks (oscillators). These atomic
standards have a timing stability such that the ensemble is able to provide timing holdover
stability amounting to some 50 nanoseconds (0.00000005) seconds over a 3 week period
without any synchronisation updates. This is equivalent to the build-up of a ranging error of
around 15m over the same period. For positioning in Port Approaches (where the most
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demanding positioning accuracy is required) this “drift” can be corrected for by the
differential correction service.
eLoran transmitters will be synchronised to UTC through several redundant methods, such as
two-way satellite time and frequency, or two-way low frequency groundwave methods [38].
This means that the eLoran transmissions themselves can be used as a convenient source of
precise time and frequency. eLoran is often described as a Stratum 1 frequency source [39];
this means that the system is capable of meeting the demanding timing needs of the
telecommunications industry and other industries relying on precise time, such as finance and
banking, and power grid control Figure 14 and Figure 15. We have already discussed that for
positioning and navigation the user needs to be able to lock onto and track the signals from
at least three eLoran transmitters, however for timing purposes the user need only track a
single transmitter. Time synchronisation from eLoran is disseminated to users using UTC
messages broadcast on the Loran Data Channel (LDC), which indicate to the user’s timing
receiver the precise time of arrival of the next pulse group following the UTC message.

Figure 14 – Potential timing precision from a single eLoran station at Anthorn in nano-seconds
assuming ASF and DLoran corrections are available at each location.
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Figure 15 – Potential timing precision from a single eLoran station at Anthorn in nano-seconds
assuming ASF are available, but no Dloran corrections are available at each location.

System-level integrity shall be provided by transmitters being taken off-air should the
transmitters’ signal be deemed faulty or out of tolerance and skywave monitors and status
messages broadcast by the LDC.
User-level integrity shall be supported by eLoran RAIM [40] [41] [42] [43] [44].
4.1.6 The Operation and Maintenance of eLoran
It is expected that a UK eLoran system will be run by analogy to the method proposed to be
employed within the United States.
On 4th December 2018 President Trump signed the Frank LoBiondo U.S. Coast Guard
Authorization Act of 2018. Included in that bill was the National Timing Resilience
and Security Act of 2018. The act tasks the Secretary of Transportation with establishing a
terrestrial backup timing system for GPS within two years. Further, the bill ensures the
availability of uncorrupted and non-degraded timing signals for military and civilian users in
the event that GPS signals are corrupted, degraded, unreliable, or otherwise unavailable. The
law requires that, to the maximum extent possible, the backup system be:
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Terrestrial;
Wireless;
synchronized to UTC;
difficult to disrupt;
able to penetrate underground and inside buildings;
capable of deployment to remote locations;
expandable to provide position, navigation and timing (PNT); and
able to work in concert with similar systems such as eLoran.

It also has provisions for the government to be able to establish the system through a
commercial entity should it elect to do so. In such a case, it establishes several provisions that
such a contract must meet. The US requirement is expected to be most readily and costeffectively met by eLoran and will serve the timing community in the first instance, with the
capability for later expansion to meet positioning and timing requirements.
4.1.7 Operational or Developmental Status
An Initial Operation Capability (IOC) eLoran system was installed and in operation on the east
coast of the United Kingdom between 2013 and 2015 [29], [45] [46]. The service was
terminated at the end of 2015 as many European nations decided to close down their eLoran
transmitters. Only Anthorn remains on air in Europe, providing timing and data messaging
services. However, system knowledge is at a level where an eLoran service can be deployed
relatively quickly, as evidenced by the Republic of Korea’s eLoran project [47].
Modern transmitters are available - The Nautel NLxx series (‘xx designates signal power
output) is a 7th generation Loran transmitter. It employs digital, rather than analogue,
techniques for the amplification of the synthesised input signal. This is a modern eLoran
transmitter, capable of flexible operation, taking a smaller physical footprint than previous
generation transmitters, and allows for greater power efficiency in operation.
Differential-Loran reference stations are available. There are currently available two different
manufacturers of differential-Loran (DLoran) reference stations: UrsaNav and Reelektronika.
The GLA’ eLoran IOC system employed reference stations produced by UrsaNav, an example
of which is shown in Figure 16.
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Figure 16 - UrsaNav’s differential-Loran reference station rack cabinet.

Figure 17 – Reelektronika’s ‘enhanced Differential-loran’ reference station.

Reelektronika’s eDLoran reference station is shown in Figure 17. Reelektronika’s offering
works by sending differential corrections over the GPRS/3G mobile telephone data network
at a more rapid rate than the LDC from Anthorn. This improves local positioning accuracy to
around 5m (95%) as demonstrated by a trial performed by the Dutch Pilotage Authority in
Rotterdam.
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4.1.7.1 If in development, when is it expected to be operational?
Loran-C is still in operation in the Far East Radionavigation Service (FERNS) run by Russia,
China and the Republic of Korea. Unconfirmed reports from Russia indicate that the Russian
Arctic Loran-C capability has been upgraded to eChayka (compatible with international
eLoran standards) and suggest that a mobile deployable system (Skorpion) has also been
developed.
eLoran is expected to be operational in the United States within 2 years. Republic of Korea is
expected to install an initial eLoran service over the next few years.
A UK eLoran service could be established relatively quickly.
4.1.8 Relevant International or National Standards
There are numerous standards and guidelines available for eLoran. These can be categorised
as transmitted signal, receiver or system and service level.
4.1.8.1 Transmitted Signal
Signal specifications, including the core 100 kHz pulsed signal, and the two available Loran
Data Channels are available from SAE International (the Society for Automotive Engineering).
•
•
•
•

SAE9990 – Transmitted Enhanced Loran (eLoran) Signal Standard [24]
SAE9990/1 - Transmitted Enhanced Loran (eLoran) Signal Standard for Tri-State Pulse
Position Modulation [25]
SAE9990/2 - Transmitted Enhanced Loran (eLoran) Signal Standard for 9th Pulse
Modulation [26]
ITU-R M.589-3 - Technical characteristics of methods of data transmission and
interference protection for radionavigation services in the frequency bands
between 70 and 130 kHz [48]

4.1.8.2 Receiver Standards
Receiver standards are available through the Radio Technical Commission for Maritime
Services (www.rtcm.org).
•

RTCM SC-127 - Minimum Performance Standards for Marine eLoran Receiving
Equipment [35]

4.1.8.3 System and Service Level
•
•

SAE6857 - Requirements for a Terrestrial Based Position, Navigation and Timing
(PNT) System to Improve Navigation Solutions and Ensure Critical Infrastructure
Security [49]
IALA Guideline G1125 - The Technical Approach To Establishing A Maritime eLoran
Service [23]
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4.1.9 Receiver Hardware Availability
Receivers are available from two manufacturers:
1. UrsaNav – www.ursanav.com
2. Reelektronika – www.reelektronika.nl
These receivers are for system integrators, for incorporation into systems (for example the
multi-system receiver) and do not provide a standalone display function.
UK industry also has capability of manufacturing eLoran receivers and have done so to meet
certain bespoke special project needs. UK industry also has strong capability in the integration
of multi systems (including eLoran) with GNSS to form robust PNT solutions.
Roke Manor Research, based in Romsey in the UK, has performed research on the
miniaturisation of receiver antennae, and has expressed a possibility of the production of
chip-scale receiver hardware. Indeed, in the wake of new eLoran proposals in the United
States, the US Department of Commerce has expressed a call for the development of single
chip eLoran receivers: https://www.sbir.gov/sbirsearch/detail/1242391
4.1.10 Estimated Maximum and Minimum Absolute Positioning Accuracy Performance
Positioning accuracy performance is expected to be 10 m (95%) or better within the service
area of a differential-Loran reference station, with a measured and calibrated grid of ASFs.
This performance can be expected to be achieved within 30 km of the reference station.
Without the coverage of a DLoran reference the accuracy performance is expected to be close
to 30 m (95%), provided that a set of calibrated ASF data is available for the location, and that
transmitter geometry (Horizontal Dilution of Precision) with respect to the user is sufficient.
4.1.11 Integrity
System level integrity can be achieved by suitably located signal monitors and by employing
integrity messages transmitted by the Loran Data Channel (LDC), or an e-Navigation service.
User-level integrity can be achieved by providing sufficient transmitters that a RAIM type
algorithm may be implemented within the receiver, or through the integration of the system
with another Resilient PNT system.
4.1.12 Options for Integration with other RPNT Systems
Integration may be performed in the pseudorange domain, or the positioning domain. If
pseudorange-level integration is used it would be desirable to align the system clocks and use
a common shipborne clock for all systems being integrated in order to minimize the number
of unknowns that need to be solved for (and hence the number of ranging signals required to
produce the integrated solution).
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4.1.13 Data Communication Requirements for System Control, Monitoring and Timing
The eLoran system will be synchronised to UTC. In the UK UTC time dissemination is
performed by NPL (see Work Package 4 deliverable D5). Figure 18 illustrates a proposal by
the USCG concerning the form of a prototype Caesium clock ensemble at each eLoran
transmitter.

Figure 18 – Prototype Caesium Clock Ensemble as proposed by the United States Coast Guard.

The method assumes that transmitters will be unmanned, and is based on the computation
of the weighted mean of three commercial Caesium oscillators. The proposed system is able
to maintain a timing accuracy of ±50 ns for 70 days without reference to an external timing
system.
A study conducted by the GLAs [38] concluded the following with regards to the time
synchronisation of eLoran:
1. Two systems should be implemented, Two Way Satellite Time and Frequency
Transfer (TWSTFT) and Two Way Low Frequency Time Transfer (TWLFTT), as
complementary backups to each other.
2. The TWLFTT method should be de-centralised by employing service messages (on
the LDC) between transmitters.
3. The eLoran UTC “master” clock(s) should be provided at (one or more) eLoran
transmitter(s) and NOT at a control centre.
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The Signal Performance Standard [24] requires:
•
•
•

The 10 second exponential moving average of all navigation pulses (not modulated)
shall be within 25 ns of UTC;
The 1 second exponential moving average of all navigation pulses (not modulated)
shall be within 100 ns of UTC;
The peak to peak variation of the 5 second exponential moving average of all
navigation pulses (not modulated) shall be less than 10 ns within a 20 minute
period.

Time of Emission adjustment is performed by frequency steering of the driving Caesium
oscillators, rather than making integer time adjustment steps [50].
More detail is provided in WP4 D5.
Other data communications requirements include health, status, control information,
differential correction data and ASF data grids.
4.1.14 The Role of e-Navigation Services to support the user (and operator) of the System
We would expect e-Navigation services [51] to be available to:
1.
2.
3.
4.

Distribute ASF data via IALA S-245.
Distribute almanacs of transmitters via IALA S-246.
Distribute almanacs of DLoran reference stations via IALA S-247.
Provide health and status information concerning transmitter infrastructure.
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4.1.15 Associated Costs
Costs for the system including initial capital outlay and ongoing operation and maintenance
costs. The table below outlines these costs for consideration within the London Economics
led Work Package 5 on Cost Benefit Analysis.
Item
eLoran Transmitters,
including antenna
eLoran Control
Centres
Differential Loran
Reference Stations
Integrity Monitor
Stations (if
collocated with
DLoran )
DLoran Monitor and
Control Centre
ASF Surveys (Port
Approach)
Marine eLoran
Receiver

Cost Each
£4M
£1M (Estimate)
£60k
£3k

£32k
5 days at £6200 per day = £31k per survey
£1000

Table 1 - Capital costs for maritime eLoran.

Item
eLoran Transmitters

Annual Running
Cost Each
£250k

Control Centres

£100k

DLoran Reference
Stations
Integrity Monitor
Station
Total

£3k
£3k
£356k

Table 2 – Running costs for maritime eLoran.

4.1.16 Coverage Modelling/Performance Assessment Capability
GLA’s GRAD has developed its own coverage modelling software, based on models derived
from international standards, in-house Intellectual Property and calibration with measured
data. This capability was employed to good effect during the development of the GLA’s IOC
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implementation. See figures Figure 19 to Figure 22, which show example coverage plots
produced by the GLAs during the days of the Northwest European Loran System (NELS)
service.

Figure 19 – Accuracy coverage prediction. Scale is meters (95%).
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Figure 20 – Availability coverage prediction (%) over 30 days.
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Figure 21 – Continuity coverage prediction (% age continuity over 15 minutes).
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Figure 22 – Integrity Risk coverage prediction. Scale is logarithmic (i.e. 10x).

4.1.17 High level SWOT Analysis
•

Strengths
o High power signal with high signal-to-noise ratio to ranges of 1000 km plus;
o Transmissions are low frequency groundwaves and are very stable;
o Transmitters are ground based;
o Signal standards are in place and other regulatory and standards processes
have taken place;
o Technology for transmission, monitoring and receivers is relatively mature and
available;
o Good accuracy performance meeting port approach requirement with ASFs
and DLoran reference stations;
o eLoran transmitter sites no longer need to be manned;
o Contains its own low bit rate data channel;
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o Has already solved the problems identified by the MF R-Mode work, i.e.
skywave interference and ambiguity resolution.
•

Weaknesses
o International acceptance has been an issue in the past;
o Long wavelength signal requires large antennae for efficient transmission;
o Cheap receivers are not available yet.

•

Opportunities
o Ability to derive system design from a wealth of UK and international
knowledge;
o No other identified RPNT system can provide coverage over a wide area with
so little infrastructure;
o Promotion of commercial receivers, supporting UK industry through products
and UK economic growth through indigenous capability as part of the
protection of UK and overseas cross-sector services that require resilience of
PNT information;
o New technology development with the interest from maritime authorities,
academia and manufacturers.

•

Opportunities
o International acceptance, MF R-Mode is perceived by some as being a better
answer, however MF R-Mode solutions are unproven and face severe
physical challenges that may prove impractical to overcome.

4.1.18 IALA R.129 Classification: backup, contingency or redundant?
The system’s capability to meet the IMO 10 m (95%) accuracy performance level for Port
Approach makes this system a backup for this phase.
The system’s incapability to meet the IMO 10 m (95%) accuracy performance for Coastal
Voyage phase makes this system a contingency for this phase.

4.2

Radar Absolute Positioning

4.2.1 Introduction
A Radar system emits short chirps of high-intensity GHz-frequency radio energy [52]. These
chirps are emitted via a transmitting antenna. The pulses propagate through the atmosphere
until they encounter a radio-reflective target. Upon striking the target the pulse is scattered
and a certain amount of the radio-frequency energy is directed back towards the radar
antenna.
In a monostatic radar the same antenna is used to detect the returning radar signal and a
detector registers reception of the signal. A bistatic radar is such that the receive antenna is
at a different location than the transmit antenna; such radars are found in weapons aiming
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systems. A marine radar is monostatic. By measuring the elapsed time between emission and
reception of a pulse, and knowledge of the speed of light, the range to the radar-reflective
object can be determined. The radar emits pulses in an azimuthally narrow “beam”; reception
of a pulse thus provides both range and bearing information.
Typically, marine radar systems operate a rotating radar antenna, which continually radiates
radar pulses. Comparing the time of the radar returns with the angle of rotation of the
antenna provides relative-bearing information to the vessel. Any recorded returns are plotted
on a circular display showing both the range of detection and bearing from the vessel.
Combining radar bearing information with knowledge of the vessel’s heading (via magnetic
compass or ship’s gyrocompass) enables the absolute-bearing of each radar return to be
calculated and a ‘North-Up’ display can be provided. The accuracy of a North-Up display is
dependent on the accuracy of the vessel’s heading-measurement relative to True North.
The SOLAS convention [53] requires that all marine vessels of 300 gross tonnes and upwards
(and all passenger vessels) be equipped with one radar operating in the X-band (9 GHz, or
3 cm wave-length). All vessels of 3000 tonnes and upwards shall also equip one S-band (3GHz,
or 9 cm wave-length) radar.
There is little practical difference between X and S-band radar: both are operated in much the
same way, and both are GHz-frequency (cm wavelength) so operate only along a direct lineof-sight. Typically, X-band radar is easier to implement, the shorter wavelength means the
construction of a highly directional antenna can be made smaller and lighter. Usually S-band
radar requires larger emitters, a larger antenna and consumes more power. The resolving
power of X-band is greater, and allows for more detailed radar images, but the shorter
wavelength is more easily reflected by small objects such as waves, sea-birds, rain, etc.,
resulting in the appearance of so called “clutter” on the radar image display.
In general, X-band is more useful for shorter distances where high resolving-power is needed
for example, in restricted waters, navigating close to other vessels or shore-side hazards such
as a harbour wall or wave-break. S-band offers better situational awareness at longer range
as it provides a less cluttered image, particularly at greater distance.
The purpose of equipping radar is to provide situational awareness to the mariner. Skilful use
of radar can allow navigating a vessel ‘blind’, i.e. in situations of extremely low optical
visibility, collision avoidance can be achieved using radar alone. Maintaining a safe distance
from hazards, such as using parallel-indexing [54], to keep a minimum distance from the
coastline to ensure adequate under-keel clearance, is also a prime use for Marine Radar.
A marine radar is not used as a primary means for electronic position-fixing. However,
determining a vessel’s position using radar can be achieved by techniques such as taking
range and bearing measurements from known radar-conspicuous objects, or parallelindexing. These techniques are carried out manually and are primarily used as a fail-safe
backup to conventional radio-navigation such as GNSS. To continuously fix a vessel’s position
using radar and plot these fixes on a navigational chart would constitute a great deal of
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manual effort and would not be practical on a typical commercial vessel. It may be observed,
however, that the particular pattern of radar-return obtained from a particular location can
be highly distinctive and unique. Experienced mariners would be able to recognise the Lizard
peninsula, for example, from its radar image alone.
The GLA, via GRAD, has investigated and developed techniques that allow a marine radar to
perform absolute positioning, that is determine the latitude and longitude of own vessel using
radar return information. There are two main methods of doing this; active and passive.
4.2.2 The Active Method
In the active method, a response is sought from the transmission of radar information from
a radar transponder, responding from a “paint” of the transponder from the ship’s radar
signal. Radar transponder beacons (RACONS) actively listen for incoming radar signals and
respond on the same frequency to any that are detected. These beacons are highly
conspicuous in a radar return and provide positive identification of a particular object. These
are used in emergency-distress beacons and to mark important buoys or navigation lights.
A technique has been proposed [55] [56] for automatic positioning using radar by equipping
racons with the capability to communicate their precise location to a radar system; such
modified racons are called eRacons. The technique also requires upgrading a ship’s marine
radar to a pulse coherent radar, which while allowing lower power radars, also allows
demodulation of the transmitted data. Automatic positioning using range-and-bearing data
is then possible using the return signal from the eRacon. Knowing the precise location of the
transponder and a single range and bearing measurement of its location, from the location of
the vessel, allows the computation of the vessel’s own position. Multi-lateration (and multiangulation) from multiple transponders allows greater precision in the position solution.
This technique is potentially very accurate, and is not dependent on any pre-surveying or
mapping campaign. However, there is a requirement to provide a sufficient number of such
eRacons to allow high-accuracy navigation throughout a wide area. Since the operational
range of such beacons is typically only 10 nautical miles or so, a new eRacon would have to
be provided every 10 Miles of coastline. With a per-unit cost of £30k, this is potentially very
costly, particularly considering that there will need to be 350 such e-Racons required to cover
the entire coastline of the UK. Realistically it is likely that e-Racons would be employed in
those areas deemed to require the highest performance positioning from point of view of
vessel density, for example port and harbour entrances. A trial involving the use of active
transponders was performed by the GLA in 2012 [55], using a pair of Tideland eRacons and a
prototype pulse coherent radar produced by Furuno.
4.2.3 The Passive Method
In the passive method no such active transponders are employed, rather the pattern of the
return from the natural and built environment is captured and used for positioning. The
pattern may be enhanced by using passive radar reflectors installed at precise locations
ashore. These passive reflectors are similar to the kind installed aboard leisure craft, and
shore infrastructure, in order to enhance their response on ship’s radar, leisure craft typically

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

73

being constructed of wood or fibreglass and not particularly reflective to radar. Passive radar
positioning has the main benefit of not requiring expensive shore-side infrastructure to be
installed, maintained and powered.
One of the most promising of the passive methods is RadarFix (Figure 23), developed by
Helmut Lanziner and Russell Technologies Inc., an SME based in Vancouver, Canada. Using
references to radar charts and specially designed passive radar reflectors as an aid, the system
was purportedly capable of providing positioning to an accuracy of 2 m.
The system was developed in 1988 and used successfully for 6 years from 1989 at Port aux
Basques, Newfoundland, on board the 492-foot Canadian ferry MV Atlantic Freighter. It was
later also installed aboard the ferries MV Caribou, MV Joseph and Clara Smallwood for use in
the Port Approach phase in foggy conditions. The system was also trialled by the Canadian
Coastguard in 1991.

Figure 23 - Screenshots of Radarfix target detection in operation.

Other work on passive radar positioning has been performed by various International
organisations.
4.2.3.1 Innovative Navigation GMBH and RADARpilot720
Innovative Navigation GmbH is a spinoff of the University of Stuttgart, where the company
founders were researchers in a working group for automatic guidance of vessels on inland
waterways.
Work on radar positioning has been ongoing at Stuttgart for a number of years, especially in
the period before GPS became the defacto standard for positioning and navigation aboard
ship. Much effort has been made to use radar as a device to measure the position of the
vessel on inland waterways. Several algorithms to match radar images to an electronic chart
have been developed [57].
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The first product of Innovative Navigation was RADARpilot720°. This inland navigation system
uses matching techniques as one measurement to determine position and heading of the
inland vessel. RADARpilot720° integrates GPS and a Rate of Turn Indicator together with an
(Inland) ECDIS and a radar image. RADARpilot720° is installed aboard approximately 1000
inland vessels in Europe.
4.2.3.2 Gebze Technical University, Turkey
In [58] (a paper written entirely in Turkish) the authors describe another radar positioning
method. The method described uses a simulated radar return modelled using an initial
estimate of the vessel’s position, and satellite imagery or Digital Terrain Elevation Data
(DTED).
The algorithm appears to operate in a number of steps – perhaps at first implementing very
crude radar-return modelling that is fast to calculate. The first search to match an assumed
position to a radar image appears to be by brute-force and uses the degree of correlation of
the pixel brightness between a simulated and the real radar image. The advantage with
correlation is the absolute level of brightness (strength of return) does not matter, nor does
the degree of noise (standard-deviation of pixel brightness) as these cancel out in the
calculation. A best fit location is found. The translated paper is not clear, but at this point it
may be that better-quality modelling is used to perform ray-tracing and calculate which parts
of the terrain are hidden from view of the radar (and hence appear dark in the image). A
reference to using a GPU (Graphical Processing Unit, or graphics-card) appears in this part of
the paper. Indeed the later radar-images show this ‘shadowing’ has been added. A number
of scenarios are tested, with the resulting position-accuracy given in both numbers-of-imagepixels and meters. The results are in-line with GLA investigations performed at the time.
4.2.3.3 University Linköping, Sweden, and Saab Dynamics
SLAM is an acronym for Simultaneous Location And Mapping and is a widely used technique
in the technology area of computer vision and image processing.
In [59] the authors suggest estimating the vessel movements using a sequence of radar
images from the vessel’s radar. Island landmarks in the radar scans are tracked between
multiple scans using visual features. This provides information, not only about the position of
the vessel, but also of its course and velocity. A navigation framework is presented that
requires no additional hardware than the already existing radar sensor. Experiments show
that visual radar features can be used to accurately estimate the vessel trajectory over an
extensive data set.
Rather than employing direct matching to radar charts, a system whose accuracy is
dependent on the quality of the original charts, this system employs the Scale-Invariant
Feature Transform (SIFT) to extract trackable features from the radar image which are
subsequently matched with features from later scans. This was demonstrated in a region
populated with archipelagos, the islands of the region making for prominent trackable
objects.
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This technique has the potential to act as an alternate source of electronic position-fixing
using radar, but suffers from the usual limitations of SLAM. Namely: dependence on a great
deal of processing-power to handle the location and mapping algorithms; the requirement to
have at least one position of known accuracy from which to start the position computation;
and the potential for unbounded propagation-of-errors that stems from long-term operation
without an accurate position reference. ‘Closing the loop’ when a SLAM algorithm returns to
a previously visited location is a notoriously difficult problem, and would constitute a
significant Integrity risk when used for positioning.
Some of the SLAM overhead can be removed if the mapping is done ahead of time by a
dedicated survey vessel. This is a process that could be performed but would take a great deal
of work to ensure the quality of the surveying. A large amount of map data would have to be
provided to users of this system to enable navigation in an area they haven’t yet visited. Radar
images can also be very different depending on the height of the emitter, height of tide, and
since vessel sizes (and radar antenna heights) vary greatly this would also have to be taken
into account. For these reasons, and despite its inconveniences, SLAM is likely the way to
proceed.
4.2.4 Work at the GLAs
GRAD has investigated a number of techniques for developing a radar absolute positioning
solution [60] [61].
•

Terrain Reference Radar Positioning - Compare the received images to the predicted
return derived from a terrain-database, such as DTED. DTED could also be used in a
hybrid process where the terrain database is augmented by adding radar-returns from
man-made structures. Return from non-terrain sources can be surveyed in advance
and combined with the radar image predicted from DTED. DTED may also be used to
identify expected radar shadows in actual radar returns.

•

Radar Dead Reckoning (RaDR) - Perform dead-reckoning (DR)-type positioning by
solving for changes in vessel position, comparing the current radar image to an earlier
one taken at a known location.

•

Surveyed Radar-Return Map - Create a map of observed radar-return covering the
entire run, and at each epoch fix a position by comparing the received image to the
map.

•

SLAM – Simultaneous Location and Mapping with RaDR.

•

Integrated-DR Technique – Kalman Filter Integration with other sensors such as
speed-log and gyro.

The above list of investigations is time ordered and the methods investigated have progressed
in performance level over time. Currently the best performing method is the radar SLAM
technique integrated with the ship’s dead reckoning system – based on the use of a Doppler
Correlation Velocity Log (DVL) to provide speed-over-ground and the gyrocompass to provide
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heading; the integration uses the radar SLAM technique to constrain the drift of the dead
reckoning system. Work is underway to improve the performance of this integrated system
by including a 6-axis IMU, which will compensate for errors in the DVL and gyrocompass.
4.2.5 Radar SLAM and Integrated Dead Reckoning
Radar SLAM involves a technique whereby a vessel builds up a radar image map, ideally based
on raw, unprocessed radar video images; it is a form of radar-aided dead reckoning.
The process used to generate the map is as follows:
1. When GNSS is available this can be used as a source of ground-truth. The radar returns
are captured and stored in a ‘master map’ of geo-referenced radar-conspicuous
targets, be they natural terrain, the built environment or artificial augmentations
(transponders, reflectors, eRacons).
2. The ship’s gyro is used to determine the “North-up” alignment of the radar. It is known
that this can wander considerably over time, and so an absolute heading reference is
used, such as a GNSS-compass or 6-axis strap-down IMU calibrated by the, GNSS
derived, known movement of the vessel. The quality of the ship’s gyro has been
shown to be a limiting factor in radar-SLAM performance.
3. Each pixel of the radar video image is mapped onto the georeferenced ‘master map’.
The GNSS latitude and longitude of each image determines how the pixels from each
image are aligned onto the map.
4. Positive returns are those that reinforce the ‘master map’; pixels in the ‘master map’
that are common to a new radar image are incremented in intensity (pixel values count
upward). Negative returns (clear areas shown in blue on the radar image) are
decremented from the ‘master map’ (pixel values count downward). In this way,
features which correlate (where there is agreement between the map and the
observations) are strengthened, features which do not (map and observations are
different) are weakened. New features which have not been observed before (e.g.
when travelling to a new, un-surveyed location) are added to the map, and old
features are slowly deleted. This “map ageing” feature is needed for the following
reasons:
o Areas of terrain and infrastructure in the area are latterly in radar shadow as
the mariner’s vessel moves;
o Radar returns from other vessels’ move, for example those that were in port,
or vessels that are in motion;
o Rain and sea-state based clutter is filtered out of the ‘master map’.
5. The result is that areas that consistently reflect radar end up being mapped to a large
positive number, an example ‘master map’ of the Harwich and Felixstowe peninsulas
is shown in Figure 24.
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6. If ever GNSS is lost, or degraded with the assertion of an integrity alarm, the absolute
position (and orientation) of the vessel is derived by matching incoming radar data to
the geo-referenced map, matching being achieved by a correlation process.
Observations are made concerning how much small changes in the assumed position
and orientation of the vessel affect the correlator output. A peak or maximum
correlation occurs at the “true” vessel location. The speed log and the gyro can be
used to provide either an estimated position to begin the correlator search, or can be
integrated with the solution post-correlation in a Kalman Filter, or similar.
7. The newly derived co-ordinates of the vessel can then be used to update the existing
radar ‘master map’ with the new radar data and the process repeats from point 3.
The process above continues, using the map for positioning and then adding the new data in
to update the ‘master map’; hence a process of Simultaneous Location And Mapping (SLAM).
Radar SLAM has some definite advantages over other techniques, such as processed image
matching:
•

No effort needs to be expended in radar surveying a port or stretch of coastline, and
there is thus no need to disseminate radar maps or charts for the purpose of radar
absolute positioning.

•

The technique is unaffected by changes in port infrastructure, such as the movement
of dockside cranes, tugboats and large vessels, and the associated change in radar
image.

•

The technique is independent of the size of the vessel, and thus the height of the
vessel’s radar antenna above sea-level. This is because each vessel constructs and uses
its own radar SLAM ‘master map’ independently.
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Figure 24 – Radar SLAM Map of the Harwich and Felixstowe peninsulas in the UK , overlaid onto
Google Earth.

4.2.6 Integration with Dead Reckoning
Additional Dead-Reckoning sensors, such as speed-log and gyro, can be integrated into the
solution. ‘Traditional’ log-and-gyro based DR shows very slow and steady error-growth over
time, potentially making it much more reliable over long-term GNSS-outages than an inertial
system based on Inertial Measurement Units (IMU), which provide better performance over
the short-term. The aim of integration of traditional DR with radar SLAM is to constrain the
error growth of a DR only solution.
Much of the error inherent in a speed log-and-gyro DR solution is due to systematic biases.
These biases are due to alignment errors in the gyro or bias errors in the speed measurement,
such as the effect of sound-velocity errors for the DVL.
Once the radar SLAM based image-correlation has been used to solve for the vessel’s
movement over, say, the last 15-seconds, the difference between this solution and the
traditional DR solution can be filtered and applied as a systematic bias-correction for the log
and gyro measurements – thus maintaining the accuracy of the DR solution.
In order to achieve this a Kalman Filter is used. The Kalman Filter models the change in vessel
position and velocity and takes updates either from the log and gyro data or takes a positioninput from Radar SLAM.
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In addition, successive Radar image-matching solutions are differenced to create an
additional observation of the vessel’s ‘true speed’ over ground; this is used to calibrate any
velocity bias in the speed-log data. The Kalman-Filter models six states of the vessel:
•
•
•

Vessel position in latitude and longitude (x and y);
Vessel velocity in latitude and longitude (vx and vy);
Speed log-and-gyro velocity biases in latitude and longitude (Δvx and Δvy).

The following pre-set values need to be provided to initialise the Kalman-Filter:
•
•
•

Dynamic changes in the vessel’s state, such as the navigator changing heading or
adjusting the engines is known as Process Noise and can be given a value, for example
0.5 ms-2;
A-priori accuracy of Radar SLAM as the ground-truth 10m (1σ), which is in-line with
the 20m (95%) for this approach that GRAD have seen;
A-priori knowledge of the accuracy of the speed-log, for example 0.1m/s (0.2 knots)
(1σ). This is as specified by IMO Resolution A824(19) [62], and the speed data is
typically output to 0.1 knots resolution.

The plots shown Figure 25 and Figure 26 show the results of post-processing radar JPEG
format image files, collected during a sea-trial in the Harwich harbour area, with the above
technique. Ongoing GRAD work is aiming to improve upon the accuracy performance of 16 m
(95%) by utilising raw radar video data, rather than the heavily processed bi-level JPEG images
employed here.
Other sources of error include:
1. The process is quite critically dependent on the heading-reference of the vessel.
Investigation of Radar SLAM and log-and-gyro DR has shown heading errors of several
degrees may persists for a time in the ship’s heading due to gyro wander.
2. The accuracy of seabed-sensing speed logs such as a DVL or CVL can also be critically
affected by the pitch/roll of the vessel.
Work at GRAD will investigate the integration of a 6-axis IMU to automatically compensate
for these errors. The aim is to produce an integrated, self-contained, shipborne navigation
system that is capable of supporting IMO’s port approach general navigation application
requirement of 10 m (95%), for a period exceeding the continuity requirement of 15 minutes.
Another way of obtaining heading information is to employ a GNSS-compass. This is a device
consisting of two GNSS antennae (actually receivers, one forward, one aft) for which the feed
from each are combined into precise phase-comparison solution of the orientation of the line
connecting the two antennae (ship’s heading and to a lesser degree, pitch). Use of a GNSScompass allows very precise calibration of gyro drift and also IMU biases prior to reversion to
radar SLAM / DR integration following GNSS degradation.
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The two GNSS antennae would also serve as a low-cost multi-path, jamming and spoofing
detector, thus solving two problems at once.

Figure 25 - Plot showing track of Kalman-Filtered log/gyro DR.

Figure 26 - Error vs. GPS ground-truth of Kalman-Filtered DR solution.
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4.2.7 Augmentation Using Fixed Shorebased Radar Targets
Radar can operate in much the same way as a traditional radio-navigation service by
measuring ranges (actually range and bearing) from fixed emitters at known reference-points.
The radar makes relative measurements – measuring the delay between emission and
reception of the signal to determine the time of flight of the radar signal to the target and
back.
These targets should provide strong, clear responses to the radar and the known, surveyed
location of the emitters can be used to determine the vessel’s position from the relative
measurements it makes. Several different kinds of emitters can be used:
•

Passive reflectors – targets with a large cross-sectional area, which stand out from the
background. These may be constructed from three welded metal plates and can be
cheap to install and maintain

•

Active transponders – beacons that detect the incoming radar pulse and send back a
return at the same frequency. Potentially these can deliver a stronger return signal at
longer range. These work as a “bent pipe” transceiver amplifying incoming signals so
do not need to be very complex devices, but they will require power at the site

•

eRacons – these are more sophisticated transponders able to modulate data onto the
return signal, relying on a suitably modified pulse coherent marine radar aboard ship
for demodulation. This data can positively-identify which beacon is responding and
potentially simplify the position-fixing process. eRacons may cost upwards of £30k
each, and require electrical power.

All three of the above options will require physical security. The precise locations of the
reflectors or transponders would be surveyed when they are installed and the locations can
be provided as an electronic almanac to the mariner’s Radar Absolute Positioning system.
These almanacs may be provided by e-Navigation services, automatically and in S200 format.
The positive identification of the various fixed targets in the operational area is required, and
while this is not a problem for eRacons, they are an expensive option. For those targets that
cannot broadcast their IDs there are several options that can be investigated:
1. The particular arrangement or pattern of either passive or active reflectors can be
used to determine the ID of the targets.
2. An estimated position (from the last known GNSS location, or a DR solution) can be
used to narrow down the ambiguity of which target corresponds to which reflector.
However, assessing whether this ambiguity is resolved correctly may be difficult.
3. The fixed targets can be tagged by synthetic AIS while GNSS is available in the area
and the tagged radar targets tracked by the radar itself ahead of any loss of GNSS and,
by consequence, the loss of AIS. The tracking mechanism itself would maintain the
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association with the ID of the fixed target; this will provide some hold over until
tracking of the fixed target is lost.
4.2.8 System Components
A radar absolute positioning system consists of the following components (shipborne) and
(shoreside):
Shipborne
1. Marine radar, preferably of the pulse coherent type (to ensure compatibility with any
eRacons that may be employed).
2. A 6-axis Inertial Measurement Unit.
3. An IMO Multi-System Receiver (MSR), with dual GNSS feed from two antennae.
4. A Doppler Velocity Log, providing speed over ground.
5. A gyro-compass.
6. Position solution and integration algorithms running on the data processor of the
MSR.
7. The capability of running e-Navigation services that support the system, for example
almanacs of shorebased radar reflector/transponders, and service status updates.
8. An AIS/VDES receiver for tracking AIS tagged marked shoreside transponders as
required.
Shoreside
1. Radar “reflecting” transponders where required, which might be
a. Passive reflectors;
b. Active “bent pipe” transponders;
c. eRacons.
2. e-Navigation service endpoints for transponder almanacs and service updates.
4.2.9 Development Unknowns
As at time of writing the following unknowns exist:
1. The performance of the system when employing raw radar video images.
2. The performance improvement when employing an IMU and GNSS compass to
precisely calibrate heading and the Doppler Velocity Log prior to GNSS outage.
3. The capability to mark shore-side transponders with synthetic AIS.
4. The efficacy of radar tracking of shore-side transponders and integrating this with the
absolute positioning technique.
5. The S-2XX series data structures for transponder almanacs.
4.2.10 Typical Coverage Area of the System
In most cases the SLAM process will be able to operate at ranges exceeding those set by the
mariner and displayed on the radar screen. Some range-settings may reduce the length of the
radar bins and even shorten the radar pulses to obtain better resolution at short distances
(e.g. 0.75 M, 1.5 M settings). Alternatively, at extreme ranges higher-power (24 M), longer

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

83

pulses may be sent, widening the receiver range-bins to aid visibility of long-range targets at
the expense of resolution.
The radar absolute positioning method discussed here may be dependent on the userselected range of the radar, but it should be applicable anywhere in a country’s 12 Mile
Territorial Water limit. The GLA have developed an initial radar absolute positioning coverage
performance software tool, some results of which will be presented later.
4.2.11 The Provision of Positioning, Navigation, Timing and/or Integrity Information
The system provides position and navigation as holdover for loss of GNSS. Whether the
system can provide integrity is yet to be assessed, but is likely to be based on provision of
shoreside transponders/reflectors or dual use of the system on both X-band and S-band
radars.
4.2.12 Operation and Maintenance
The GLA or MCA would be responsible for maintaining any network of shore-side
reflectors/transponders. Local port authorities could also be involved as stakeholders of the
system, and so run their own reflector infrastructure along similar lines to the way they
currently operate local AtoNs.
4.2.13 Operational or Developmental Status
The system is in development, although systems for inland waterways are available based on
matching radar returns to navigation charts [63].
4.2.13.1 If in development, when is it expected to be operational?
The GLA intend to implement a real-time demonstrator over the next two years. This could
form part of a testbed under any MarRINav Phase 2 activity.
4.2.14 Relevant International or National Standards
The IMO would define the regulatory process involved ahead of the widespread
implementation of radar absolute positioning [64]. The technique (without eRacons) is as
applicable to legacy non-coherent marine radar, as it is to pulse coherent type. With radars
of the latter type required to be installed aboard ship should it be determined that eRacons
should be employed.
The International Electrotechnical Commission (IEC) define performance requirements,
testing regimes and required test results for marine radar in [65].
4.2.15 Hardware Availability
Marine radar is well established. Provision of pulse coherent (or broadband) radar is only
required for radar absolute positioning should it be found that eRacons are the preferred
shore-side transponders. It is possible that radar absolute positioning software algorithms
could run directly on PC hardware currently hosting radar displays on the ship’s bridge.
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eRacons are being developed by Tideland [66]. A testbed of eRacons for radar absolute
positioning based solely on such active transponders is being developed by the Maritime and
Port Authority Singapore [67].
4.2.16 Estimated Maximum and Minimum Absolute Positioning Accuracy Performance
The accuracy of the method depends on the availability of distinct, static, conspicuous radar
targets within range. Some locations may present a flat, featureless terrain for radar, resulting
in a featureless radar return. This may limit accuracy performance of the SLAM method and
these regions may well be candidates for augmentation with reflectors or transponders; one
objective of operators of the shore-side infrastructure is to identify locations for these.
If the SLAM process is used to solve for both location and heading (e.g. to calibrate the gyrocompass) then position-heading correlation becomes an issue. For example, having radar
targets on only one side of the vessel provides much worse dilution of precision than having
targets either side; accuracy should be better in a valley, fjord or narrow channel.
For this reason it is recommended that a suitable IMU is integrated with the system and a
GNSS-compass is fitted to vessels. Note that the GNSS compass will also serve as a GNSS
position spoofing attack detector.
The accuracy of the method may be estimated by considering the rate-of-change of
conspicuity of the radar target environment with respect to a change in position of the vessel;
this describes how “distinct” nearby radar-images are, and the amount of ambiguity that
exists when trying to resolve the location of the vessel. Coastlines that are very feature-rich
and variable will show rapid changes in radar-conspicuity with changes in vessel-position, and
hence good accuracy performance can be expected. Island-chains and archipelagos are likely
to work well, flat smooth featureless beaches are likely to work poorly.
It is quite important to be able to model or estimate the likely accuracy of the radar SLAM
process since it allows a service provider to make decisions on where to place additional
radar-conspicuous targets. These targets may be expensive (eRacons) or may be
comparatively cheap (passive reflectors), but either way their installation should be guided
by the necessity to maintain adequate levels of accuracy performance, but also to control the
cost of supporting the system.
The radar-conspicuity of the terrain can be estimated by using a digital terrain elevation
database (DTED) and a software radar simulator (Figure 27). The method gives a good
indication of what aspects of the natural terrain are visible to the ship and which targets will
be used for navigation.
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Figure 27 – Radar recorded live from a vessel (left) and generated by a simulator using Digital
Terrain Elevation Data (DTED) (right).

The important consideration, however, is not the absolute static radar return, but how the
radar return images change as the vessel moves. It is the radar dead reckoned (referred to as
RaDR) solution, producing an estimated velocity, that is used to integrate with the Doppler
Log and gyro-compass through Kalman filtering, that produces the final navigation solution
for the vessel. If there is not enough information available from the changes in radar image
then RaDR will not be effective enough, limiting the system’s performance. The aim of
coverage prediction is to identify where in the coverage area there is insufficient information
in the changes of radar images. These areas could be candidate locations for augmentation
with shoreside infrastructure.
Figure 28 shows a plot of estimated relative RaDR information around the coast of the UK
and Ireland. Better accuracy (darker blue colours) usually corresponds to highly-featured
coastlines and mountainous terrain such as around Cornwall, Pembrokeshire, and amongst
the Scottish islands. Poorer performance is shown on the east coast of the UK: East Anglia,
Lincolnshire and the North-East near Newcastle, where the terrain is flat.
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Figure 28 – Example Radar SLAM accuracy coverage map.

As further examples we zoom in to various regions around the UK and explore these is more
detail.
4.2.16.1 Harwich, Kent and East Anglia
The terrain here (shown in Figure 29) is comparatively flat with few points with elevation
above 200 m above mean sea-level. The land slopes down gradually to the coastlines with a
lot of flat, low-lying terrain near the shore. Radar returns may not show conclusively where
the shore-line sits, and returns may be comparatively weak and easily lost in noise or clutter.
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Figure 29 – DTED Terrain for the region in question.

Figure 30 – Accuracy prediction for the Harwich region (bluer regions indicate better
performance).

The accuracy modelling (Figure 30) indicates this to be the case, with reasonable accuracy in
the approaches to the Thames and around the Kent coast, but with accuracy worsening
further North towards Lowestoft at about 52.5°N. East-Anglia may need significant radar
infrastructure for adequate accuracy performance for the coastal voyage phase of General
Navigation.
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4.2.16.2 The North-East and Newcastle
There is a region of poor performance here in between regions of good. The terrain elevation
for the region is shown in Figure 31. To the South of the terrain map is the North Yorkshire
Moors (54.4°N, 1°W) an area of high moorland that meets the sea in a series of dramatic cliffs.
By contrast, the coastline from Teesside to Newcastle (54.6°N to 55°N) is flatter and reaches
the sea at a gradual shallow angle. The terrain of the Northumberland coast from Bamburgh
(55.4°N) Northwards then becomes gradually higher in altitude and the coastline steeper.

Figure 31 – Terrain map for North-East England.
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Figure 32 – Accuracy performance for North East of England.

This is reflected in the simulated accuracy performance shown in Figure 32. Accuracy is good
further North (55.4°N – 55.6°N) but accuracy is poorer along the low-lying coast (~55°N)
around the Tyne. Accuracy is then good again off the Moors (54.4°N). Again note the accuracy
scale is not absolute, but relative. The port-approach to Newcastle may need additional radarinfrastructure such as eRacons.
4.2.16.3 Oban and the Scottish Islands
Performance in this region of the UK is expected to be extremely good. The variety of
coastlines and steep terrain (Figure 33) makes radar-positioning look very accurate (Figure
34).
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Figure 33 – Terrain elevation plot of the Scottish islands.

Accuracy performance is expected to be good throughout this region, at least until the vessel
sails out of radar range of the islands. We might suggest that Oban and the approaches
through the island should not need additional radar-conspicuous infrastructure for
reasonable Radar-SLAM performance.

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

91

Figure 34 – Expected Accuracy of Radar SLAM in and around the Scottish Islands.

Of course the above plots (Figure 29 to Figure 34) do not take into account the built
environment around the major ports in each region. Further work on radar coverage
prediction will be performed and Use Cases should be produced that identify specific ports
and their approaches for better assessment of augmentation of port approaches to those
ports.
4.2.17 Integrity
A major issue with the radar SLAM technique is the possibility of the existence of ambiguities
in the radar images employed. Proving the integrity of an ambiguity-resolution problem is
notoriously difficult. For example, when a GNSS receiver uses phase-measurement for
positioning (e.g. Real Time Kinematic) and needs to resolve an ambiguous integer number of
wavelengths of the carrier-frequency to derive a solution. It can be possible to narrow down
the search well enough to resolve the ambiguity, but proving the integrity of the resolution
itself can be very difficult. The same is true of radar positioning – if some ambiguity exists
regarding which targets correlate to which mapped features then resolving this may be a
complex problem.
The value of the correlation-peak is a good indicator of quality of solution, because an image
that matches the mapped terrain well will produce a sharp correlation-peak. However, this
indicator does not mean very much in absolute terms, and setting a fault-detection threshold
will not be simple.
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However, it may be possible to derive some integrity by implementing radar absolute
positioning on BOTH X-band and S-band radars. The X-band radar, being higher frequency
provides a more detailed radar image than S-band, however it is subject to increased noise
and clutter. S-band provides images with less clutter and noise, but does not provide as
detailed a radar image. It should be possible to employ X-band as the main radar absolute
positioning radar, with S-band providing integrity, and even a position solution should X-band
fail. The issue is in understanding which radar is providing poor information – in a two channel
system it is impossible to determine which channel is incorrect! Integrating the radar solution
with other ship’s systems, such as an IMU and/or speed log and gyro dead-reckoning system
would allow the provision of integrity. Note that S-band radars are no longer required by the
IMO to trigger racons.
eRacons can provide a positive ID, which resolves the ambiguity of which radar target
corresponds to which physical target, but it cannot protect the navigation-solution from
noise, clutter or false-returns (for example if another vessel’s radar triggers the Racon). One
way to minimise the probability of false racon triggers is to ensure that manufacturers employ
a wider set of radar frequencies that are allowable in the band.
4.2.18 Timing Systems
No external sources of precise time are required for radar absolute positioning. Pulse
coherence is achieved within the marine radar using high precision oscillators.
4.2.19 Options for Integration with Other RPNT Systems
The Radar Absolute Positioning technique presented here requires integration with ship’s
Doppler Velocity Log for provision of speed-over-ground, and gyro-compass for heading
information. An IMU would be used for correcting bias errors due to ship’s roll, and a GNSScompass would be used to calibrate heading continuously while GNSS remains available. This
ensures the most precise calibration of the gyro prior to loss or degradation of GNSS.
A single range and bearing from a fixed shore-side transponder may be obtained as a
“terrestrial” (pseudo)range. This range measurement could be integrated with pseudoranges
from GNSS in a tightly coupled approach, this being particularly useful where GNSS shadowing
occurs around coastal infrastructure. The IMO multi-system receiver would provide for such
integration.
4.2.20 Data Communication Requirements for System Control, Monitoring and Timing
AIS (or VDES) would be employed for the synthetic marking of certain fixed transponders and
passive reflectors. Other data communications would be required for the provision of
transponder almanac and status information to the ship.
Shoreside data communication systems would be employed for status monitoring, security
monitoring and control of onshore infrastructure.
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4.2.21 The Role of e-Navigation Services to support the user (and operator) of the System
The aim would be for radar absolute positioning to e-Navigation services with a resilient
PNT solution.
We would expect e-Navigation services to be available to:
1. Distribute almanacs of shoreside transponders.
2. Provide support to operators of remote transponders, for example energy and status
monitoring and security
4.2.22 Associated Costs
Costs for the system including initial capital outlay and ongoing operation and maintenance
costs. Table 3 outlines these costs for consideration within the London Economics led Work
Package 5 on Cost Benefit Analysis.
Item

Capital
/Development
Cost

Ops. and
Maintenance Cost
(per year)

Marine X-Band radar

£300000

TBD

eRacon

£30,000

TBD

Passive reflector

£1500

TBD

Active transponder

£300

TBD

IMU

£18,000

TBD

GNSS-compass

Integrated in
IMU above

TBD

£349,800

TBD

Total

Notes and Examples
Shipowner cost. Replacement
Pulse Coherent radar required
only if eRacons required to be
supported.
Purchase, installation and
physical security.
Purchase, installation and
physical security.
Purchase, installation and
physical security.
Shipowner cost.
Shipowner cost. Doubles as a
spoofing detector with software
algorithms to be developed.

Table 3 – Capital and ongoing costs for Radar Absolute Positioning.

4.2.23 Coverage Modelling/Performance Assessment Capability
GLA’s GRAD has developed its own coverage modelling software, based on in-house IPR, and
measured data.
4.2.24 High level SWOT Analysis
•

Strengths
o Self-contained solution aboard ship;
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o Use of existing, non-pulse coherent, maritime radar if no eRacons are
required;
o Good accuracy performance potentially meeting port approach requirement;
o Processing algorithms could run on existing radar computing/processing
hardware.
•

Weaknesses
o May require external shoreside infrastructure at certain locations, but low
cost options can be sought;
o No integrity service without dual redundancy via both X-band and S-band;
o Need to upgrade existing Racons to eRacons if required;
o Technical development required to completed;
o A real-time system is yet to be demonstrated;
o Potential for high cost to shipowner.

•

Opportunities
o Ability to provide alternative PNT and information through GLA owned and
operated assets;
o New technology development with interest from maritime authorities and
manufacturers;
o Potential to provide a new use for maritime radar and GLA shoreside assets.

•

Threats
o Technology challenges;
o Other navigation systems could be more suitable;
o Potential high cost to ship owner;
o Regulatory and standards process could be slow;
o Ease of integration with other equipment (gyro-compass and speed log)
aboard ship.

4.2.25 IALA R.129 Classification: backup, contingency or redundant
The voyage phases most suitable to be served by the system are coastal and port approach,
given an initial assessment of the accuracy performance. The navigation requirement here is
10 m (95%); it is thought that the improvements to the algorithm and input data being
investigated by the GLA GRAD department could allow the system to meet this requirement.
The classification will likely depend on where in the required coastal region the vessel is
located before the occurrence of a GNSS outage requiring mitigation. The higher the
conspicuity of radar targets within range of the radar during this period, then the more
detailed will be the SLAM master map produced. The port approach phase will likely provide
higher opportunity to gather the master map than the coastal voyage phase; under which
assumption the system could provide a backup for port approach, while a contingency for
coast phase.
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Satelles: Satellite Time and Location (STL)

4.3.1 Introduction
STL uses a series of short data messages transmitted at 1620 MHz from a payload on the
Iridium constellation of Low Earth Orbit (LEO) satellites [68]. This data is received by the user’s
receiver and used to determine a position solution computed using information about the
Doppler shift of the signals. While the actual approach used by STL is commercially sensitive,
it is believed to follow an approach similar to that employed by the old Transit system [69],
whereby a series of ranging estimates are made as the satellite moves across the sky.
Generally at mid-latitudes only one satellite is in view at a time (more are visible to the user
as they move towards the poles) and successive position estimates are taken as the satellite
moves across the sky. These estimates are then combined to provide an estimate of the
vessel’s position. The movement of the vessel during the process can directly contribute to
the error in the position, unless it is tracked and considered in the position estimation process.
It is anticipated, therefore, that STL would be used in combination with other sensors, such
as an inertial measurement unit, to correct for movement of the vessel between position
estimates. STL, used in combination with GNSS, could also help resolve multipath issues [70].
Satelles’ has an exclusive commercial license to use the Boeing Time and Location technology,
which uses data and frequencies previously used to support paging applications on Iridium
satellites. STL’s advertising information is provided in Figure 35.

Figure 35 – STL advertising information [68].
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4.3.2 System Components
For STL to work the navigation system will consist of:
1.
2.
3.
4.
5.
6.
7.

Iridium satellites
STL Receivers
STL Ground Control Station
STL Uplink Station
STL Maintenance Centre
Data Communication Backbone
Supporting e-Navigation services

The expected architecture of the system is shown in Figure 36.

Figure 36: General architecture for STL. Note only the yellow labels are considered part of the STL
service, the rest of the architecture is part of the Iridium constellation architecture.

It is noted that the service is likely to be made available on a user subscription basis. In this
approach the user has no financial or management accountability for the running or
maintenance of the system. The user would simply purchase a subscription to the service to
suit their requirements.
Iridium would be responsible for the financial and management overhead of running and
maintaining the satellite constellation. This cost would be shared amongst the many different
applications supported by the constellation, noting that its main purpose is as a
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communications provider and that Iridium has recently been approved as a component of the
maritime Global Maritime Distress and Safety System (GMDSS) [71].
We consider each of the components in turn.
4.3.2.1 Iridium Satellites
Iridium is a constellation of 66 low earth orbit satellites spread across 6 polar orbiting planes.
The constellation is owned and operated by Iridium Communications Inc., a United States
company. As such, the constellation primarily supports Iridium’s global voice and data
communications services, although it also supports other services, including the aviation
tracking service ADS-B and, more recently, it was identified as a means of supporting the
Global Maritime Distress and Safety System (GMDSS) [71], [72].
The Iridium constellation has recently been replenished with the Iridium NEXT generation
satellites (66 operational with 6 in-orbit spares) [73]. The satellites are configured in 6 polar
orbiting planes at an altitude of 800-850km [70]. The communication service is reported as
achieving a 99.9% availability over the 12 month period from 1st Nov 2015 – 31st Oct 2016
[72]. The Iridium constellation has a satellite orbital period of approximately 100 minutes,
meaning that a satellite crosses the sky from horizon to horizon in approximately 30 minutes
[74].
4.3.2.2 STL Receivers
While Orolia’s VersaPNT Assured PNT Solution receiver [75] offers the potential for STL
integration, it is not clear whether this integration is readily available, or whether this receiver
would be available to the civilian population. Given the novelty of the STL approach, it is
believed that receiver development remains in the prototype stage. GRAD is working with
Orolia to test and demonstrate the performance of STL; through this interaction it is known
that the receiver technology remains in development with maritime trials anticipated to take
place in autumn 2019 [76].
The STL receiver is likely to be combined with an inertial unit, or other sensors, with STL/other
sensors being used to constrain the drift of the inertial device. As noted previously, the
movement of the vessel needs to be tracked in order to get the best accuracy from the
system, so it is unlikely that an STL component would be usable on its own. Given the
unknown capability of the receiver unit at this stage it may be more appropriate to refer to it
as the “STL User Equipment”, as it is expected to contain more functionality than a simple
receiver.
In order for an STL position to be used on a SOLAS vessel, the approach would need to be
shown to meet an IMO receiver performance specification. It is unclear whether the multisystem receiver performance standard would be sufficiently broad to capture this, or whether
a new IMO document would be required. Subsequent IEC test specifications would be needed
to enable international type approval and would expect to take 2 years from the start of the
process.
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4.3.2.3 STL Ground control, STL uplink stations, STL Maintenance and Data Communications
Backbone
It is anticipated that the existing Iridium Ground Control and Uplink locations would be used
to support the STL service. Due to understandable commercial sensitivities, this information
is not in the public domain. Likewise, it is anticipated that any maintenance would be
conducted by Iridium as part of its network management process. Similarly, any data
communications requirements between the Iridium Ground Control and Uplink Stations are
expected to be managed as part of the Iridium operations, and not a separate process for STL.
4.2.3.4 Supporting e-Navigation Services
At this stage, given the timing and positioning functionality of the STL approach, and the lack
of any data channel, it is envisaged that STL would not support any e-Navigation Services as
such, but provide an independent PNT solution that would be used within many, if not all,
e-Navigation services.
4.3.3 Development Unknowns
There are many unknowns currently regarding the development of STL and what service it
will provide. These include:
• Availability of the solution;
• Accuracy performance and whether the vessel’s speed affects performance;
• What integrity is included, if any;
• What level of continuity is considered;
• Whether there is any risk of interference affecting performance given Iridium/STL
frequency allocation not being primary in some national frequency allocations;
• Whether there is any dependency on GNSS timing, either within the Iridium
constellation or any supporting infrastructure;
• What is the proposed business model for STL use? One assumes a subscription
service, but this has not yet been confirmed;
• Will STL provide more than one frequency for the user?
• Will individual Doppler and ranging data be made available from the user
equipment for integration with other sensors?
• Is the STL frequency within the sweep range of common jammers?
It is anticipated that the results of the maritime trials due to be conducted later this year could
help provide information on these open points.
4.3.4 Typical Coverage Area of the System
Iridium provides global coverage and therefore it is expected that STL would also be global.
4.3.5 The Provision of Positioning, Navigation, Timing and/or Integrity Information
It is anticipated that the system will provide positioning and timing information. Currently
there is little information available on whether the solution will provide an integrity element.
According to several sources, the expected positioning accuracy could be in the region of
30-50 m [74] or 1-10 km [77].
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4.3.6 The Operation and Maintenance of STL
It is anticipated that Iridium would be responsible for the operation and maintenance of the
satellite constellation. It is expected that the mariner would use STL via a subscription service.
4.3.7 Operational or Developmental Status
The system is very much in development and at the prototype stage.
4.3.7.1 If in development, when is it expected to be operational?
There is no clear date for when STL can be expected to be fully operational. Following
demonstration of the concept, international standards would need to be developed to permit
its use on SOLAS vessels, which could take approximately 5 years. Although it is noted that
as a commercial service there is a risk that the IMO would not approve its use without
alternatives being available.
4.3.8 Relevant International or National Standards
None at this stage specifically for STL.
4.3.9 Receiver Hardware Availability
It is unclear whether there is a usable receiver available at this time. Orolia advertises a
receiver as having the ability to integrate STL signals [75], although it is not clear whether this
functionality has been enabled and whether it is available to the civilian user.
4.3.10 Estimated Maximum and Minimum Absolute Positioning Accuracy Performance
According to several sources, the expected positioning accuracy could be in the region of
30-50 m [74] or 1-10 km [77]. It is not clear whether these accuracies relate to static or
dynamic measurements and therefore more information is required. It is anticipated that the
forthcoming GLA trials will help establish the expected accuracy levels.
4.3.11 Integrity
Integrity information is not currently available from the system. Given the limited number of
STL satellites in view at any one time, it is unlikely that there will be an STL integrity
component. It is anticipated that STL would be used as part of a mix of solutions, certainly
with an IMU or dead reckoning system, rather than as a solution on its own.
4.3.12 Time Synchronisation System
It is understood that STL currently has a tie to GPS for UTC time synchronisation with a fall
back to an atomic clock should GPS timing become unreliable [78].
4.3.13 Options for Integration with other RPNT Systems
It is anticipated that the STL receiver/user equipment will seek to integrate STL range and
Doppler estimates with other sensor information. The exact format of what information will
be made available, where the integration takes place and what level of adaptation is available
are all unknown at this stage.
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4.3.14 Data Communication Requirements for System Control, Monitoring and Timing
It is anticipated that all system control and timing requirements will be managed by
Iridium/STL.
4.3.15 The Role of e-Navigation Services that support the user (and operator) of the System
It remains unclear whether e-Navigation services would be provided over the STL link given
there is no data channel. Rather it is anticipated that the STL PNT, combined with other
sensors on the vessel, could be used to underpin the PNT information within e-Navigation
Services. e-Navigation services could be employed to provide STL status information.
4.3.16 Associated Costs
Costs for using the system are currently unknown. It is anticipated that STL would be offered
on a subscription service, although this has not been confirmed or an exact cost provided. A
very rough estimate of costs is £10k a year subscription including hardware provided free of
charge. Subscription costs would likely decrease with increased user uptake of the service.
4.3.17 Coverage Modelling/Performance Assessment Capability
It is unclear what level of modelling options exist currently. GRAD is considering what
modelling it could provide within the scope of the MarRINav project. GPredict software is
also available [79] and has been shown to demonstrate Iridium satellite footprint plots, as
shown in Figure 37. This figure is captured from a GRAD laptop running GPredict.

Figure 37: GPredict software showing coverage of the Iridium network.
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4.3.18 High Level SWOT Analysis
•

Strengths
o GNSS Independent PNT (unconfirmed);
o Dissimilar frequencies used;
o Global service.

•

Weaknesses
o Very early development;
o Technology unproven at this stage;
o Potential for Iridium to offer its own version from its satellites, potentially
negating STL.

•

Opportunities
o New technology development with interest from many other maritime
authorities from around the world.

•

Threats
o Frequency assignments are secondary in some locations, by which STL could
legitimately be subject to interference;
o Commercial sensitivities could limit access to the overall system availability,
accuracy, continuity and integrity performance levels;
o Commercial sensitivities could see Iridium provide a similar service that
surpasses STL;
o An investigation into possible vulnerability to intentional interference (similar
to GNSS) is required, since although the STL signal level is 30dB higher than
GPS, its bandwidth of 25 kHz is fixed and narrower than GPS (e.g. 24MHz at
L1). This means that similar power jammers spread over each frequency band
would have approximately the same signal to interference ratio for the two
systems.

4.3.19 IALA R.129 Classification: backup, contingency or redundant
Without any firm data on the level of performance one could expect, it is not possible to state
the classification with any real confidence. However, if one accepts the service will be global
and estimate a position solution of <100 m accuracy the system may be considered to be a
backup according to the IALA classification and most appropriate for Ocean and Coastal
Voyage Phase. The timeliness of position solution updates may not be suitable for the Port
Approach voyage phase.

4.4

VHF Data Exchange System (VDES) R-Mode

4.4.1 Introduction
Ranging mode (R-Mode) refers to the addition of a ranging capability to existing or new
marine data transmissions. Ranging systems work by measuring the time of flight, or time of
arrival, of radio signals to estimate the distance between the user and multiple known base
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stations. If sufficient stations are available, the user’s position can be calculated by
multilateration [4]. As a side product, the user’s clock offset with respect to the system clock
is also determined. Measurements from different ranging systems can be combined to form
a single resilient Position, Velocity and Time (PVT) solution, as envisaged in IMO Resolution
MSC.401(95) on the Performance Standards for Multi-system Shipborne Radionavigation
Receivers (MSR) and the associated Guidelines for Shipborne PNT data processing,
MSC.1/Circ.1575 [3].
Two concepts for R-Mode are currently being studied by the international maritime
community, based on the medium-frequency signals of the IALA Marine Beacon DGPS system
(see Section 3.5) , and the use of base station networks of the Automatic Identification System
(AIS) and its planned successor, the VHF Data Exchange System (VDES). The focus of this
section is on the AIS/VDES variant of R-Mode.
An initial feasibility study of AIS R-Mode was carried out by the European Union-funded
ACCSEAS project [80]–[82]. ACCSEAS explored four potential approaches to AIS R-Mode,
based around different ranging waveforms:
1. Ranging off standard AIS transmissions.
2. Use of additional VHF channels in conjunction with pulsed, continuous wave or ‘twotone modulation’ ranging signals.
3. Adding ranging signals on the AIS channels.
4. Use of spread-spectrum signals.
All options assumed that the R-Mode stations would be accurately synchronised to a common
time base to support passive pseudoranging. A theoretical performance analysis was carried
out and a recommendation was made to take the first approach (i.e. ranging off standard AIS
transmissions) forward for further analysis.
AIS R-Mode has also been studied by a group of researchers at the Dalian Maritime University
(DMU), China. The DMU researchers augmented the preferred ACCSEAS architecture with a
real-time propagation correction subsystem, as described in reference [83]. A prototype RMode system was developed termed ‘AIS Autonomous Positioning System’ (AAPS), and sea
trials were conducted in the Xinghai Bay area, Dalian, China. DMU reported that, in areas of
good transmitter-receiver geometry (characterised by Geometrical Dilution of Precision of
less than 1.5), 2DRMS positioning accuracy of 100 m was achieved without using propagation
corrections and 10 m with corrections applied. The DMU papers [84], [85] provide additional
detail on the signal processing algorithms used in the AAPS.
An alternative ranging algorithm for AIS R-Mode was presented in reference [86]. A prototype
ranging system was developed and field trials were conducted in the same area as had been
used in the AAPS trials. Tests were carried out over ranges of approximately 7 km to 9 km. It
was reported that the ranging precision for the 9 km baseline was 61 m (one sigma) when
using one-slot AIS transmissions and 28 m (one sigma) with five-slot transmissions. It is not
clear from the paper whether any propagation corrections were applied.
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R-Mode Baltic is an ongoing European Union-funded project, which builds on the results of
the ACCSEAS study and aims to set up an R-Mode testbed in the Baltic Sea by 2020. The
project considers both Marine Beacon DGPS and AIS R-Mode, with a view of investigating the
possibility of also using VDES for ranging. An overview of the project, its objectives and initial
findings can be found in reference [87]. R-Mode Baltic has so far considered eight options for
implementing AIS/VDES R-Mode, as summarized below:
1. Use of a single AIS channel, the standard AIS GMSK modulation and a data sequence
optimized for ranging precision; the use of Gold codes is being considered in order to
enable the simultaneous use of one AIS channel by multiple base stations.
2. Use of a single AIS channel in conjunction with two additional continuous wave
ranging signals.
3. Simultaneous use of two AIS channels, the GMSK modulation and an optimized data
sequence.
4. Simultaneous use of two AIS channels in conjunction with two additional continuous
wave ranging signals in each channel.
5. The same waveforms as in 3. or 4. above but using the two AIS channels sequentially.
6. Any of the options 1. to 5. above in conjunction with the use of additional VDES
channels.
7. Use of standard (random) data VDES transmissions.
8. Use of VDES transmissions in conjunction with an alternating symbol pattern designed
to enhance the ranging performance.
Trials of the above techniques are currently being prepared.
The possibility of using active (two-way) ranging in AIS/VDES R-Mode, as opposed to passive
pseudoranging, was highlighted in a report by the University College London [1] and studied
further by the GLA [88]. In most coastal areas, positioning accuracy using pseudoranging will
be significantly degraded due to poor solution geometry as most (if not all) usable base
stations will be located to one side of the vessel (unless additional base stations are deployed
on offshore platforms). In active ranging, measurements are carried out in both directions
between a ship and the base station. The measurements have equal-size and opposite timing
biases, so the range can be obtained by taking their average. Consequently, no
synchronization of the base station clocks is required and a position may be determined using
one fewer station than required by pseudoranging. Additionally, for pseudoranging, the base
stations must surround the user to obtain good geometry, whereas for two-way ranging, they
need only subtend 90°.
However, active ranging would lead to an unacceptable increase in the AIS/VDES data link
loading and would mean that only a limited number of ships could use the system
simultaneously [88]. IMO Resolution A.1046(27) [89] states that ‘systems should be capable
of being used by an unlimited number of ships’ (one of the requirements discovered during
Work Package 1 of this project) and this may rule out active ranging. However, the availability
of two-way ranging functionality cannot be discounted, particularly if it is possible to derive
knowledge about the loading of the VDES data channel at the time the ranging functionality
is required.
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If ships were equipped with high-stability clocks using, for example, an Oven-Controlled
Crystal Oscillator (OCXO) or Chip-Scale Atomic Clock (CSAC), passive ranging could be used
most of the time with relatively infrequent active ranging measurements to maintain clock
calibration; this would reduce the data link loading considerably. Note, however, that all
AIS/VDES base stations would have to support active ranging to enable the on-board clock to
be calibrated.

Figure 38 – Map of UK and Irish AIS base stations
(Yellow – Maritime & Coastguard Agency; green – Irish Coast Guard/Commissioners of Irish Lights;
turquoise – Northern Lighthouse Board; red – Trinity House).

For pseudorange-based positioning, the shipborne receiver will need to observe signals from
at least four R-Mode-enabled stations, sufficiently distributed in azimuth around the location
of the ship (note that two range measurements in two dimensions produce two circular lines
of position that intersect in two places; a third range measurement is required to resolve the
geometric ambiguity, and another measurement is needed to determine the pseudorange
bias due to the unknown shipborne clock offset); five signals would be required for RAIMbased integrity. The required number of stations can be reduced by one if the geometric
ambiguity is resolved using prior information. For example, the previous position solution and
knowledge of the maximum distance travelable between position updates can be used to
constrain the current position solution. As mentioned previously, the required number of
stations can further be reduced if the shipborne clock offset is eliminated (either by using
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active ranging, or through a combination of active and passive ranging and high-stability onboard clock).
VHF signal propagation is largely determined by the physical properties of the troposphere
and, as a consequence, the signal propagation delay is expected to vary with changing
weather conditions. It is yet to be identified whether these variations are of a magnitude that
will necessitate the use of real-time propagation corrections. It is also unclear at this stage
whether any corrections will need to be applied to account for the effects of terrain and other
obstructions between the transmitter and receiver.
As can be seen from the discussion above, there currently is not a single agreed approach to
AIS/VDES R-Mode. It is likely that several system design iterations will need to be developed
and trialled in order to verify the feasibility of the concept and identify the optimal approach.
However, for the purpose of this description it will be assumed that first generation VDES RMode systems will:
•
•
•
•

Operate by measuring the time of arrival of VDES (noting that VDES includes AIS)
transmissions accurately synchronized to a common time base;
Use standard VDES waveforms and channel bandwidths;
Use either ordinary (random) data transmissions or dedicated R-Mode data sequences
optimized for ranging precision;
Not require real-time propagation corrections.

4.4.2 System Components
The top-level components of a VDES-based R-Mode system and interfaces with external
systems and environment are shown in Figure 39. A basic VDES R-Mode system may comprise
the following components:
1.
2.
3.
4.

Base Station(s);
Shipborne Station(s);
Far-field Monitoring Station(s); and
Monitoring and Control Station.

We consider each of the components in turn.
4.4.2.1 Base Station(s)
The approach for VDES R-Mode is to reuse as much of the existing AIS / future VDES shoreside infrastructure as possible. It is anticipated that it will be possible to reuse pre-existing
base station antenna systems. However, it is recognised that existing AIS base station
hardware was not designed to provide the level of timing accuracy required for R-Mode and
will generally not be suitable for the purpose. For this reason, it is preferable to implement
R-Mode as part of VDES. The VDES specification is currently in development and any changes
required in order to support R-Mode could be incorporated in the next revision of the
specification (expected to be published by ITU-R in Q1 2020). Additionally, VDES will provide
a greater transmission bandwidth and therefore greater achievable ranging accuracy than the
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AIS. The following paragraphs describe the anticipated basic functions and external interfaces
of a VDES R-Mode base station (refer also to Figure 39).
VDES R-mode Base Stations (BS’) will send accurately timed VHF transmissions and supporting
R-Mode data over the BS Radio Frequency (RF) Interface.
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Figure 39: Top-level system components, external interfaces and
system environment.

Reference time and frequency signals will be supplied to each BS via the BS Clock
Synchronization Interface. It is anticipated that the reference signals will be derived from an
atomic clock installed at each station, or an equivalent source.
Configuration will either be performed locally via the BS Configuration Interface or from a
remote location via the BS Remote Configuration Interface. The configuration interfaces will
be used to set up the R-mode transmission and other BS operational parameters, configure
security and apply software updates.
BS monitoring and control data will likely be conveyed to/from a central location via a preexisting IP-based wide area network (see the BS Remote Monitoring and Control Interface).
In addition, the BS should have a local integrity monitoring capability and be capable of
autonomous operation, ensuring that a loss of network connectivity does not result in a loss
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of R-Mode signal availability. If an integrity failure is detected, the BS will either switch over
to a hot-standby unit (if available) or set its broadcast health status to ‘do not use’.
The BS’ will need to be able to authenticate commands received from the Monitoring &
Control Station (MCS) and the MCS will need to authenticate data from all BS’ within the
system. Similarly, the Shipborne Stations and Far-field Monitoring Stations will need to be
able to authenticate the received BS’ VHF transmissions. For this purpose, a Public Key
Infrastructure (PKI) will likely need to be established (this may, for example, take the form of
the Maritime Identity Registry of the Maritime Connectivity Platform [90]). To facilitate the
generation, revocation and distribution of cryptographic keys and certificates within the
system, the BS’ may implement a PKI interface. Alternatively, the keys / certificates could be
generated externally and distributed to the BS’ manually, for example via the BS Configuration
Interface. Note that the communication between the BS’ and the MCS could also be secured
using a Virtual Private Network (VPN), thereby moving the authentication function from the
BS’ to the WAN Gateways. However, a PKI would still be required in order to support the
authentication of the VHF transmissions by ships.
4.4.2.2 Shipborne Station(s)
It is clear that new shipborne equipment will be required to make use of VDES R-Mode
functionality. This is not yet commercially available, although it is expected that the R-Mode
Baltic project will develop prototype units [87]. Such new receivers would need to go through
IMO type approval before being considered suitable for use in navigating SOLAS vessels.
A Shipborne Station (SS) will measure the timing (and possibly other) parameters of the RMode transmissions received via the SS RF Interface. The measured observables, along with
other supporting R-Mode data, will be output to the Multi-system Shipborne Radionavigation
Receiver (MSR) [2] which will enable the ship’s position, speed over ground and other
navigation parameters to be determined.
The SS may accept clock synchronization signals from the MSR. This will make it possible for
all ranging systems that may feed the MSR (such as VDES / MF R-Mode, eLoran and GNSS) to
work off a common clock, thus minimizing the number of measurements required to
determine a position fix.
It is anticipated that the SS receiver will be implemented as a module inside the MSR, although
a different approach may be considered. It is not clear at this stage whether the SS will share
an antenna system with other AIS/VDES equipment on-board, or whether a dedicated VDES
R-Mode antenna will be required.
The MSR will be able to control the operation of the SS receiver via the SS Control Interface.
The SS will request public keys and associated information required for the authentication of
VDES R-Mode transmissions via the SS PKI Interface. This will require that the MSR has access
to a maritime PKI, such as the Maritime Identity Registry mentioned earlier.
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4.4.2.3 Far-field Monitoring Station(s)
A network of Far-field Monitoring Stations (FMS’) will be required to monitor the
performance of the R-Mode service within the coverage area. FMS data will be fed to the MCS
(Monitoring and Control Station) for central processing, analysis and subsequent action. The
data is likely to be conveyed via a pre-existing IP-based wide area network (see the FMS
Remote Monitoring and Control Interface).
Configuration will either be performed locally via the FMS Configuration Interface or from a
remote location via the FMS Remote Configuration Interface. The configuration interfaces will
be used to set up the operational parameters of the FMS, configure security and apply
software updates.
The FMS’ will need to be able to authenticate commands received from the MCS (Monitoring
and Control Station) and the MCS will need to authenticate data from all FMS’ within the
system. Similarly, the FMS’ will need to be able to authenticate the received BS’ VHF
transmissions. To facilitate the authentication function, the FMS’ may implement a PKI
Interface, as discussed in the ‘Base Station(s)’ section.
4.4.2.4 Monitoring and Control Station
It is anticipated that the VDES R-Mode MCS will be located within a pre-existing Monitoring
and Control Centre (MCC). The MCS will collect and process monitoring data from the BS’ and
FMS’ and issue control commands to the remote stations via the Remote Monitoring and
Control Interface. It will also receive operator inputs and present monitoring results to the
system operator via the System Monitoring and Control Interface.
Configuration will be performed via the System Configuration Interface, which will be used to
set up the operational parameters of the MCS, configure security and apply software updates.
The System Configuration Interface will also provide configuration access to the BS’ and FMS’
via the Remote Configuration Interface.
The MCS will need to be able to authenticate monitoring data from all BS’ and FMS’ within
the system and will also need to authenticate itself to the remote stations. To facilitate the
authentication function, the MCS may implement a PKI Interface, as discussed in the ‘Base
Station(s)’ section.
The MCS may also implement an e-Navigation Service Interface. A VDES R-mode e-Navigation
service could be established to provide, for example, system configuration information and
other related data, as discussed further below.
4.4.3 Development Unknowns
Key unknowns include the following:
•

Multipath characteristics of the maritime VHF channel and their impact on the
achievable ranging accuracy; VDES channel sounding measurements conducted by
the GLA and Japan Radio Company indicate RMS delay spread in excess of 10 μs
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(3 km equivalent in range) in certain environments [91], [92]; multipath
propagation is therefore expected to have a significant impact on the achievable
accuracy.
Impact of terrain on the signal propagation delay – is there a need for propagation
correction “maps”? Can VHF signals be used for ranging in non-line of sight
conditions?
Impact of changing environmental / tropospheric conditions on the variability of
the signal propagation delay – is there a need for real-time propagation
corrections? AIS R-Mode experiments conducted in China suggest diurnal
variability in signal propagation delay of up to 2.5 μs (over a 9 km baseline) [85];
however, these results have not yet been replicated elsewhere.

Questions also remain on the R-Mode waveform definition (the possibility of simultaneously
using multiple frequency channels; the data sequence to be used; minimum duty cycle to
meet performance targets, etc.), the viability of using active ranging and/or high-stability
shipborne clocks; and the base station synchronisation method to be used.
4.4.4 Typical Coverage Area of the System
VDES transmissions can be received at distances of up to around 30-40 NM from the shore
(depending mainly on antenna heights and waveforms used). The ranging error will grow with
increasing distance from the R-Mode base station but initial modelling suggests that VDES
signals can provide sufficient ranging accuracy to meet the requirements for a backup
positioning system up to the 30-40 NM range limit [93]. It is, however, important to also
consider the number of VDES stations in view and their geometry with respect to the user.
The following examples assume that all existing AIS base stations in the UK and Ireland
currently operated by the GLA, MCA and the Irish Coastguard (a total of 119 stations) will be
upgraded to VDES.
As explained previously, for pseudorange-based positioning, the shipborne receiver needs to
observe signals from at least four R-mode stations. Figure 40 (left) shows the geographical
area of simultaneous availability of at least four stations, based on the current UK/Irish AIS
base station network. As can be seen from the figure, the density of the current network is
insufficient to support pseudorange-based positioning, except on the west coast of Scotland
and along the Northern Ireland coast.
Figure 40 (right) shows the area of simultaneous availability of at least three stations
(sufficient when the shipborne station has prior knowledge of position, has high-stability clock
synchronised with the system clock or uses active ranging). This approach would provide a
substantial improvement in coverage; however, there would still be an insufficient number
of stations along a significant part of the coast of England and Wales and on the north-east of
Scotland.
Finally, Figure 41 provides the estimated coverage area based on the simultaneous availability
of at least two stations (sufficient when prior knowledge of position is available and highstability shipborne clock or active ranging or a combination of both are used). This approach
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would provide good positioning coverage along most of the UK/Irish coast, potentially
enabling a contiguous coverage with a small number of “gap-filler” stations.
Use of signals from neighbouring countries may extend the coverage region to the south and
east, but will do nothing to assist performance to the north and west. A further improvement
in coverage could be achieved by installing VDES base stations on windfarms and other offshore platforms, and by exploiting signals from other ranging systems, such as eLoran.

Figure 40: Simultaneous availability of at least four (left) / three (right) stations, based on the
current UK/Irish AIS base station network.
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Figure 41: Simultaneous availability of at least two stations, based on the current UK/Irish AIS
base station network.

4.4.5 The Provision of Positioning, Navigation, Timing and/or Integrity Information
VDES is primarily a communication system which can be used to provide a range of
e-Navigation services including, potentially, augmentation services offering improved
accuracy and integrity to GNSS [94]. By adding R-Mode functionality, a position estimate and
timing source is provided. Both aspects can support navigation. System integrity would be
expected to be provided by monitoring stations and health messages, while user integrity
would be provided through the use of suitable RAIM algorithms.
4.4.6 The Operation and Maintenance of VDES R-Mode
VDES is being developed as an extension to the AIS. AIS base station networks in the UK and
Ireland are currently operated primarily by the MCA and the Irish Coast Guard; the GLA also
operate a smaller number of AIS stations, mainly for the purpose of AIS AtoN provision
(including virtual) and AtoN monitoring.
It is not clear at this stage which of the organisations mentioned would be responsible for the
operation and maintenance of a VDES R-Mode system but it is anticipated that the GLA would
have a key role in establishing such a system.
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4.4.7 Operational or Developmental Status
VDES R-Mode is in the development stage. The concept of AIS (and by extension VDES)
R-Mode has been around for a number of years; however, the technical development in that
time has been limited to a few interested parties. There is considerable work required to
develop it into an operational system, noting that international standardisation will likely take
at least 3 years (based on the current IALA-anticipated VDES R-Mode development roadmap
[95]).
Current technical development is taking place within the R-Mode Baltic project, for which the
GLA sit on the project’s advisory board. Work is also on-going among the IALA ENAV and ENG
committees, to which GLA GRAD regularly contributes.
4.4.7.1 If in development, when is it expected to be operational?
There is no current estimate for when VDES R-Mode will be operational, apart from the IALA
roadmap mentioned above. The current work is exploring options for a combined system and
it remains questionable whether the VDES variant of R-Mode would ever be operational on
its own, given the technical challenges associated with relatively short base station range and
hence unfavourable station geometry for pseudoranging.
4.4.8 Relevant International or National Standards
As a new system, VDES R-Mode is currently not the subject of any standards. IALA is working
on coordinating the development of R-Mode systems in an effort to support knowledge
sharing and expedite its development. IALA aims to include R-Mode capability in its next
revision of the draft VDES specification (expected to be published at the end of 2019).
The IMO multi-system receiver performance standard, MSC.401(95) [2], considers terrestrial
systems such as R-Mode, and it should enable the standardisation process to continue
without the need for a new IMO receiver performance standard. It should be noted, however,
that the associated IEC test specification for this IMO performance standard is not yet
available and will take at least 2 years to complete.
4.4.9 Receiver Hardware Availability
Commercial receivers for VDES R-Mode do not currently exist. Prototype AIS R-Mode
receivers were developed in China, as reported in the introductory section. Experimental
VDES R-Mode equipment is also being developed by the GLA and new receiver technology
will be developed within the R-Mode Baltic project.
4.4.10 Estimated Maximum and Minimum Absolute Positioning Accuracy Performance
GRAD has modelled the performance of VDES R-Mode within GLA’s waters for several
potential system architectures differing in the minimum number of base stations required to
obtain a position solution. From the GLA’s model, [70], [75] the expected performance can be
estimated to be better than 20 m (95%) across most of the coverage area for all architectural
options considered. As an example, Figure 42 shows the estimated accuracy coverage for a
system architecture that requires at least two base stations in view. This plot is built upon a
number of assumptions that are summarized in reference [88]; however, it should be noted
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that it does not include the effects of multipath propagation and R-Mode transmission
synchronization error and jitter.
4.4.11 Integrity
It is expected that system-level integrity will be provided by base station health information
and possibly other integrity support data embedded in R-Mode transmissions.
User-level integrity will likely be provided by RAIM-type algorithms operating within the MSR
(Multi-system Shipborne Radionavigation Receiver); however, such provision will require the
use of one additional (not necessarily VDES R-Mode) station in the position solution, as
explained earlier.

Figure 42: Estimated VDES R-Mode coverage area and achievable accuracy for a system
architecture that requires at least two stations in view; station locations are based on the current
UK/Irish AIS base station network, assuming all stations have been upgraded to VDES; does not
include effects of multipath propagation and transmission synchronization error / jitter.

4.4.12 Time Synchronisation System
The timing approach will be linked to the designation of VDES R-mode as either (i) redundant
system (provides the same functionality as GNSS, allowing a seamless transition with no
change in procedures); (ii) backup system (ensures continuation of the navigation application,
but not necessarily with the full functionality of GNSS); or (iii) contingency system (allows safe
completion of a manoeuvre, but may not be adequate for long-term use) [96]. A fourth
category could be defined for systems that can mitigate the impact of a GNSS disruption at
the user’s location but may be susceptible to GNSS disruption at the site(s) of the system’s
infrastructure. Systems falling within this latter category will be referred to here as (iv)
mitigation systems.
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Implementing VDES R-mode as a redundant or backup pseudoranging system will require the
use of a GNSS-independent clock synchronization method, such as two-way satellite time and
frequency transfer, or synchronisation using a signal from an eLoran transmitter. Alternative
schemes involving the measurement of the timing offsets of VDES transmissions received at
far-field monitoring stations could also be devised but are considered out of the scope of this
description.
The R-Mode Baltic project has taken the view that R-Mode should be considered as a
contingency system with a holdover capability of at least 2 hours. This could be achieved by
using GNSS-disciplined atomic clocks for base station synchronization. It is expected that
commercially available Rubidium clocks would provide a 3-6 hour holdover, while the use of
Caesium clocks would extend the holdover period to 12-24 hours [97]. Note, however, that
neither of these “solutions” fulfil the UK Government’s target of mitigating a 5-day GNSS
outage [22], [98].
If VDES was implemented as a mitigation system then base station synchronization could be
provided by high-accuracy GNSS timing receivers, possibly hardened against jamming and
spoofing through the use of Controlled Reception Pattern Antennae (CRPA) and
cryptographically authenticated / encrypted services, such as the Galileo Public Regulated
Service (PRS); although post-Brexit the PRS will no longer be available to the UK.
4.4.13 Options for Integration with other RPNT Systems
VDES R-Mode can potentially be integrated at the pseudorange/range or position solution
level with other systems. If pseudorange-level integration is used it would be desirable to
align the system clocks and use a common shipborne clock for all systems being integrated in
order to minimize the number of unknowns that need to be solved for (and hence the number
of ranging signals required to produce the integrated solution).
4.4.14 Data Communication Requirements for System Control, Monitoring and Timing
The current UK/Irish AIS systems are monitored / controlled separately by the respective
responsible organisations. It is expected that VDES R-Mode monitoring and control would be
amalgamated with the current GLA AIS monitoring and control systems, however this has not
been confirmed and has not yet been considered in detail. If this approach is taken then
communications would likely be by ADSL connection or mobile networks to one or more
monitoring sites. The latter would provide redundancy for disaster recovery and allow each
GLA to manage their own base station assets.
The amount of data needed to be conveyed is not known at this point, but it is anticipated
that reporting on VDES R-Mode performance would not lead to a significant increase in the
data throughput and latency requirements.
The impact of a GNSS outage on any communications networks used for system monitoring
and control should be analysed and appropriate mitigation measures taken to ensure system
robustness.
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VDES R-Mode base stations should be designed to be capable of autonomous operation in
case of a communications network failure.
4.4.15 The Role of e-Navigation Services that Support the User (and Operator) of the System
We would expect e-Navigation services to be available to:
1. Distribute information on the system configuration (including station almanacs) and
predicted coverage and performance.
2. Distribute real-time system status / base station health information.
3. Distribute “static” propagation correction data required to mitigate the impact of
terrain (if this proves to be necessary).
4. Distribute real-time propagation correction data required to mitigate the impact of
temporal variability in signal propagation delay (if this proves to be necessary).
5. Automatically collect observed performance / signal quality data from vessels and
return to a central database for analysis and eventual optimization of the R-Mode
service.
6. Enable the mariner to report service outages or reduced performance, possibly
automatically.
It should be noted that any information of a real-time nature could also be disseminated to
the users directly through VDES transmissions.
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4.4.16 Associated Costs
Costs for the system include initial capital outlay and ongoing operation and maintenance
costs. The table below outlines these costs for consideration within the London Economicsled Work Package 5 on Cost Benefit Analysis.

Conversion of an AIS
station site to VDES

£50,000

Operation and
Maintenance
Cost
(per year)
TBD

Far-field Monitoring
Station (FMS), per
FMS
Monitoring and
Control Station
(MCS)
Maintenance Centre

TBD

TBD

TBD

TBD

Setup and labour.

-

TBD

-

TBD

TDB

TBD

TBD

TBD

Assuming that a preexisting Maintenance
Centre will be used.
Assuming that pre-existing
communications
equipment / networks will
be used.
Depends on the form this
will take.

Capital
/Development
Cost

Item

Data
Communications
Backbone
UTC Time and
Frequency Transfer
e-Navigation Services

Notes
Parts only, not including
labour. Includes new
monitoring software.

Table 4 – Capital and ongoing costs for VDES R-Mode.

4.4.17 Coverage Modelling/Performance Assessment Capability
GLA GRAD has developed its own coverage modelling software, based on a radio propagation
model provided by ITU-R, a high-resolution terrain elevation model, measured vessel top-side
RF noise levels and in-house IPR. The software has been used to produce the coverage and
performance plots included with this description, and will be used during WP4 when
considering architecture analysis.
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4.4.18 High level SWOT Analysis
•

Strengths
o Potential use of existing GLA infrastructure;
o Use of existing radio spectrum (noting that the VDES frequencies are currently
allocated for communication and may need an additional radionavigation
allocation);
o Little diurnal or seasonal performance variation expected (contrary to MF Rmode, although this remains to be verified experimentally);
o High perceived political support within the IALA community.

•

Weaknesses
o Relatively short station range – a high number of stations would be required
to provide a contiguous coverage of the UK/Irish coast;
o A system based on UK/Irish only stations could demonstrate poor geometry
(thus accuracy performance); geometry could be improved by installing VDES
R-Mode base stations on off-shore platforms or by using active ranging and/or
high-stability shipborne clocks;
o Standard VDES waveforms are optimised for communication, not for ranging;
the waveforms have a relatively narrow bandwidth, potentially leading to poor
multipath resolvability (thus ranging accuracy);
o Technologically immature.

•

Opportunities
o Potential to provide alternative PNT information through GLA-owned and
operated assets;
o New technology development with the interest from many other maritime
authorities from around the world;
o Possibility to include an R-Mode functionality in the VDES specification at an
early stage of VDES development.

•

Threats
o Questionable whether the required levels of ranging performance can be
achieved in real-world environments;
o Time to market – need for new base station and shipborne equipment
development could prolong the time to market.

4.4.19 IALA R.129 Classification: backup, contingency or redundant
It remains unclear which category will be applicable for VDES R-Mode at this stage. The level
of performance will be driven by the ability of the system to retain synchronisation, which
itself will be a function of system redundancy and the type/number of clocks provided.
The R-Mode Baltic project is considering R-Mode as a contingency system with a 2-hour
holdover on loss of GNSS, offering levels of performance corresponding to a backup system
(as specified in IALA Recommendation R-129 [96]).
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The IALA ARM Committee has stated that R-Mode (of any variety) should be considered as a
backup to GNSS (as defined in IALA R-129).
The IALA ENAV Committee is currently considering VDES R-Mode as a contingency system, in
line with the requirements specified by R-Mode Baltic, with a design goal of being capable of
operating as a backup.

4.5

MF R-mode

4.5.1 Introduction
By synchronising the transmissions of existing IALA marine differential-GPS (DGPS)
radiobeacons (Figure 43, Figure 44 and Figure 45) to a precise source of UTC, it is theoretically
possible to create a ranging-mode (R-Mode) to provide a positioning solution that is
independent of GNSS.

Figure 43 – Map of IALA DGPS radiobeacon location around the world [99].

Figure 44 – Map of UK and Irish DGPS radiobeacons. Picture courtesy Northern Lighthouse Board.
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Figure 45 – One of the UK’s DGPS Radiobeacon at Flamborough Head. Picture Courtesy
www.ndblist.info; Photographer Bob Coomer.

Several R-Mode feasibility studies [48] [49] [100] [101] were performed under the auspices
of the ACCSEAS e-Navigation project [102]. These studies considered different approaches to
add a ranging signal to existing marine radiobeacon and AIS infrastructure. The approach
taken for marine radiobeacon R-Mode refrained from altering the Minimum Shift Keying
(MSK) transmission used to convey the differential corrections in order to protect legacy
users. Rather the approach adds two continuous wave (CW) transmissions, one either side of
the MSK broadcast frequency, as can be seen in Figure 46. These CW signals will henceforth
be referred to as the R-Mode signals.
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Figure 46: Frequency spectrum plot of an R-Mode transmission with the legacy MSK channel and
two new, R-Mode, continuous wave transmissions.

The two R-Mode signals are used to determine the pseudorange between the receiver and
the transmitting station. Within Europe, and other parts of the world, marine radio beacon
transmissions have a channel frequency separation of 500 Hz. The R-Mode signals are set at
±225Hz offset from the central carrier frequency of each channel; this ensures that there is
no overlap with the central frequency.
In other regions of the world (including the USA and Canada) DGPS signals are configured with
a 1 kHz channel spacing. For these areas, the R-Mode signals could be more frequency diverse
leading to better tracking capabilities
The mariner’s receiver will need to observe ranging signals from at least three R-Mode
enabled DGPS radiobeacons, sufficiently distributed in azimuth around the location of the
mariner’s vessel; four for RAIM based integrity. If the mariner’s receiver is provided with a
timing input from an atomic clock, then two stations will be sufficient; three for RAIM
(Receiver Autonomous Integrity Monitoring) based integrity.
Marine radiobeacon systems experience greater interference at night-time due to skywave
signal interference from distant stations. For R-Mode this could lead to difficulty in tracking
the wanted groundwave signal and resolving signal phase ambiguity (counting the number of
integer wavelengths, or signal cycles, between the transmitter and receiver); making
performance poorer at night or even impossible. The use of another radionavigation system
could provide a method of identifying the correct cycle by correlation of candidate cycles with
an additional (and separate) Line of Position (LOP) [103], that is not necessarily produced by
the same navigation system.
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4.5.2 System Components
The conceptual architecture for MF R-Mode is shown in Figure 47.

Figure 47 – MF R-Mode conceptual architecture.

An IALA radiobeacon based MF R-Mode system would consist of:
1.
2.
3.
4.
5.
6.
7.
8.

Transmitters
Receivers
Integrity Monitors
Differential Correction Reference Stations
Operators’ Monitoring and Control Centre
Operator’s Maintenance Centre
Data communication backbone
Supporting e-Navigation services

We consider each of the components in turn.
4.5.2.1 Transmitters
The approach for R-Mode MF is to reuse much of the existing marine radiobeacon
transmission hardware as possible, Figure 48.
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Figure 48: Block diagram of the GLA DGPS radiobeacon hardware [Courtesy Babcock FDS].

To enable R-Mode CW transmissions, it would be necessary to replace the MSK modulators
with units that accept additional CW signals. It is anticipated that the current transmitter and
antenna hardware would not need to be updated. A suitable timing input would be required
in the form of an atomic clock, or equivalent, which would then need to be fed into various
parts of the system to ensure a common timing source is used by the different components,
so that the data bit transitions are all aligned.
4.5.2.2 Receivers
Existing marine radiobeacon DGPS receivers should not be affected by the new CW signals;
this has been confirmed by a theoretical study and through empirical evidence. New receivers
will be required to make use of R-Mode MF functionality and it is anticipated that such
receivers will be developed to comply with the IMO multi-system receiver performance
standard. If the MSR approach is not followed, any new receivers would need to go through
IMO approval. These are not yet commercially available although it is expected that the Baltic
Sea project [97] will develop prototype units.
Such new receivers would need to go through IMO and type approval before being considered
suitable for use in navigating SOLAS vessels.
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4.5.2.3 Integrity Monitors
A system of integrity monitors will be required to monitor the performance of the R-Mode
service within the coverage areas. Data will be fed to the Monitoring and Control Centre for
central processing, analysis and subsequent action.
4.5.2.4 Differential Correction Reference Stations
It is yet to be identified whether a set of differential reference stations will be required for
R-Mode, or whether the above identified Integrity Monitors could also provide colocation for
these – thus becoming Reference and Integrity Monitoring Stations (RIMS).
Differential corrections will be needed if it is found that the variations in groundwave
propagation delay from each transmitter results in position solutions that vary widely from
the positioning requirements (e.g. 10 m (95%) for Port Approach). It will certainly be the case
that a set of static propagation delay data will be required along similar lines to the ASF data
required for eLoran.
If RIMS are required, it is expected that they would be located near to ports or other areas of
restricted manoeuvrability.
4.5.2.5 Monitoring and Control Centre
A Monitoring and Control Centre will need to be established within the coverage area of the
MF R-Mode service, if one does not exist for the current DGPS service. This will monitor the
integrity and performance of the R-Mode signals, by the use of remote integrity monitoring
sites, sending data to one or more control centres for analysis. The control centres will issue
system health alerts using e-Navigation services and RTCM Message 16 broadcasts (plain text
message) on the DGPS service itself [104]. The Control Centre will make adjustments to the
timing of the signals, or monitor an autonomous timing control system. Communications
between the monitoring and control centre and associated transmitter sites will need to be
sufficiently robust and secure.
If the UK’s system will form part of a European wide network of MF R-Mode stations, then
there will be a requirement to co-ordinate with other nations’ monitoring and control centres
in ensuring signal availability during planned maintenance or other service outage.
4.5.2.6 Maintenance Centre
Where signals will be used from multiple nations, an international agreement will need to be
established regarding the availability of service provision with associated service level
agreements signed. A maintenance regime will need to be established in order to provide
funding and manpower resources for maintenance activities. It is anticipated that each
national administration would need to manage and fund its own maintenance activities, in a
similar manner to that which occurs today with radiobeacon DGPS.
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4.5.2.7 Data Communications Backbone
Data will need to be communicated to and from the various R-Mode stations, control centres,
integrity monitors and differential reference stations for timing and station control, health
and status information. Message content will need to be defined. The data backbone will be
based on TCP/IP communications utilising Virtual Private Network (VPN) tunnelling for
cybersecurity.
Each actor in any data communication activity will be provided with a Maritime Resource
Name (MRN) to aide authentication with Public Key encryption through Public Key
Infrastructure (PKI).
4.5.2.8 Supporting e-Navigation Services
See Section 3.4.15.
4.5.3 Development Unknowns
Questions remain on the ability to resolve cycle ambiguity, especially with the limited
frequency separation available across Europe. The impact of skywave signals is expected to
affect this since the composite signal is more difficult to track. Current trials have been
based on a receiver at stationary locations so this issue has not been shown to be a problem
to date.
Most of the current development on R-Mode is taking place within a European funded
project called R-Mode Baltic [55] [67] [70]. This project aims to develop and demonstrate an
R-Mode backup system across part of the Baltic Sea. The project started in 2018 and is due
to run for three years, during which time the project consortium aims to develop R‐Mode
transmitter and receiver prototypes that will be used to establish an R-Mode testbed by
2020.
Interference issues on the CW are yet to be considered in earnest. Likewise the Signal to
Noise (SNR) level at which the CW can be tracked remains undetermined. It is anticipated
that there will be a need to decode the MSK data to understand from which station the CW
is originating.
The current approach to system timing is to use an atomic clock, series of atomic clocks, or
to source time from a 3rd party; for example the National Physical Laboratory (NPL) for the
UK. It is anticipated that the level of redundancy considered will be a reflection of the
overall back up strategy (whether the system is a backup, contingency or redundant) and
the costs associated with that.
4.5.4 Typical Coverage Area of the System
Marine radiobeacon transmissions propagate to distances on the order of 300-500 km during
the day, and further by night. The system will likely be used at locations close to the station
because the errors grow with distance. For MF R-Mode, it is anticipated that the errors would
also grow with distance, but it would be necessary to use the stations at a greater range than
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one normally would, primarily due to the geometry of the distribution of transmitters around
the user and the resulting effects on Dilution of Precision (DOP).
If one considers the example where at least three stations are needed to provide a position
estimate, the 14 stations currently in-situ around the British Isles offer a mix of different
geometries and ranges. The range and geometry will both affect the resulting position. A
GLA GRAD study has shown that stations may need to be used with baseline lengths of 300
km (Figure 49).
Use of signals from neighbouring countries may extend the coverage region to the south and
east, potentially offering better accuracies, but this will do little to assist performance to the
north and west.

Figure 49: Modelled number of overlapping R-Mode signals provided by GLA DGPS sites with
baseline lengths limited to 300km. Three stations are needed to be received in the absence of an
atomic clock aboard ship, two otherwise.

4.5.5 The Provision of Positioning, Navigation, Timing and/or Integrity Information
The GLA differential-GPS system provides a means of augmentation, offering system-level
integrity to GPS. By adding R-Mode functionality, a positioning estimate and timing source is
provided. Both aspects can support navigation.
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4.5.6 The Operation and Maintenance of MF R-Mode
It is anticipated that as the functionality would be developed in hardware currently owned
and operated by the GLA that this new system would also be owned and operated by the GLA.
Therefore, maintenance would fall upon the GLA engineering and field operations teams.
4.5.7 Operational or Developmental Status
MF R-Mode is in the development stage. The concept of MF R-Mode has been around for a
number of years, however the technical development in that time has been limited to a few
interested parties. There is considerable work required to develop it into an operational
system, noting that international standardisation would likely take approximately 5 years.
Current technical development is taking place within the R-Mode Baltic Sea project, for which
the GLA sit on the project’s advisory board. Regular updates are also provided to the IALA
ENG committee.
4.5.7.1 If in development, when is it expected to be operational?
There is no current estimate for when R-Mode MF will be operational. The current work is
exploring options for a combined system and it remains questionable whether the MF variant
of R-Mode would ever be operational on its own, given the remaining technical challenges
associated with skywave signal tracking and interference.
4.5.8 Relevant International or National Standards
As a new system, it is currently not the subject of any standards. IALA is working on
coordinating the development of R-Mode systems in an effort to support knowledge sharing
and expedite its development.
The addition of two new CW signals was queried with the UK radio regulator Ofcom, which
confirmed that the current radio licenses are sufficient.
The IMO multi-system receiver performance standard (MSC.401) considers terrestrial
systems such as R-Mode, and it should enable the standardisation process to continue
without the need for a new IMO receiver performance standard. It should be noted however,
that the associated IEC test specification for this IMO performance standard has yet to be
completed and will take 2 years, if not longer for a new system.
4.5.9 Receiver Hardware Availability
Commercial receivers for R-Mode do not currently exist. Prototype receivers are available,
the first of which was developed from the ACCSEAS project and development by WSV
(Germany’s Federal Waterways and Shipping Administration) has since continued. The
receiver is capable of tracking two or three R-Mode stations albeit with a stationary receiver.
New receiver technology will be developed within the R-Mode Baltic Sea project.

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

127

4.5.10 Estimated Maximum and Minimum Absolute Positioning Accuracy Performance
GRAD has modelled the performance of MF R-Mode [71] [72] within GLA waters based on
real-life data gathered from on-going trials in Europe [108]. From the GLA model the
expected performance can be estimated to be in the region of 10 m (95%) by day to 100 m
(95%) at night (Figure 50). These plots are built upon a number of assumptions that are clearly
outlined in the report [108] , however it should be noted that they assume the cycle ambiguity
problem has been resolved, something that has not yet been solved for the real system.

Figure 50: Estimated MF R-Mode coverage area and accuracy considering the GLA DGPS stations
only (excluding signal strength floor, SNR limit and interference from other stations in the band) –
modelled to a maximum error of 100 m (95%).

4.5.11 Integrity
At this stage system-level integrity for R-Mode has not been considered and is not currently
provided. It is expected that user-level integrity would be provided by RAIM type algorithms
operating within the users’ receivers, however such provision will require the use of one
additional transmitter in the position solution, above the numbers outlined in the caption of
Figure 49. In addition, estimates of User Range Error (URE) will be required in order to
establish the Horizontal Protection Level (HPL) and thresholds for integrity alarm generation.
4.5.12 Time Synchronisation System
Given the infancy of the system, it is not clear at this stage which approach will be taken in
the final solution. The timing approach is likely to be linked to the designation of the system
as either a backup, contingency or a redundant system.
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The R-Mode Baltic sea project has taken the view that MF R-Mode will have a holdover of up
to 2 hours, so bridging the gap between back-up and contingency; although there has been
no official analysis, or policy statement, regarding where the limits of hold-over capabilities
lie in regard to this designation.
It is widely expected that the provision of atomic clocks to each transmitting site would be
considered too expensive on a system-wide basis and therefore a form of time transfer may
be required in order to limit the number of units purchased and maintained. This is yet to be
considered in earnest or trialled.
4.5.13 Options for Integration with other RPNT Systems
R-Mode can potentially be integrated at the pseudorange (tightly coupled) or position
solution (loosely coupled) level with other systems. There would be a need to align the clocks
through differential corrections, time transfer, or common clock, but these issues are not
insurmountable.
4.5.14 Data Communication Requirements for System Control, Monitoring and Timing
The current UK DPGS system is monitored by each GLA, reporting on exception and with
regular updates. It is expected that system control would be amalgamated with the current
DGPS system monitoring and control system, however this has not been confirmed and has
not yet been considered in detail. If this approach is taken then communications would be
either by broadband Internet connection or 4G or 5G to one or more central monitoring sites.
This would provide redundancy for disaster recovery and the ability for each GLA to manage
their own transmitter assets.
Network communications are controlled by a GPS timeserver that would need to be
updated/replaced with a non-GNSS option.
The amount of data needed to be conveyed is not known at this point, but it is anticipated
that reporting on MF R-Mode performance would not lead to a significant increase in data
throughput or latency, although it would likely require new monitoring and control systems.
4.5.15 The Role of e-Navigation Services to Support the User (and Operator) of the System
The aim would be for MF R-Mode to support e-Navigation services with a resilient PNT
solution. However, MF R-Mode also has the potential to provide a communication channel
from the GLA to the mariner via the standard RTCM message structure. New receivers
developed for R-Mode could make better use of the plain text message than existing marine
DGNSS receivers do.
We would anticipate e-Navigation services to be available to:
1. Distribute transmitter almanacs.
2. Distribute differential reference station almanacs.
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3. Distribute and update groundwave propagation delay data (equivalent to eLoran
Additional Secondary Factors) required to obtain maximum accuracy performance
from the system.
4. Collect updated groundwave propagation delay data from vessels and return to a
central database for post-processing and eventual update of existing databases.
5. Enable the user or provider to subscribe to status and health information concerning
each transmitter and reference station.
6. Enable the mariner to report service outages or reduced performance automatically.
4.5.16 Associated Costs
Costs for the system including initial capital outlay and ongoing operation and maintenance
costs. Table 5 outlines these costs for consideration within the London Economics led Work
Package 5 on Cost Benefit Analysis.
Cost of installing a completely new transmitter, reference station and integrity monitor site,
including the associated ground works, is expected to be significantly more expensive with
estimates in the region of £500k (assuming a green field site with power and communications
available).
4.5.17 Coverage Modelling/Performance Assessment Capability
GLA’s GRAD has developed its own coverage modelling software, based on in-house IPR, and
measured data, as demonstrated in [108] and in the sub-sections above.
4.5.18 High level SWOT Analysis
•

Strengths
o Use of existing GLA infrastructure;
o Use of existing radio spectrum;
o Long baseline lengths;
o Good accuracy performance meeting port approach requirement for the
majority of the UK coast during daytime.

•

Weaknesses
o A system based on UK only transmitters could demonstrate poor geometry
(thus accuracy performance) in parts of the UK coast ;
o No integrity service yet defined;
o May need to maintain legacy user services depending on the outcome of the
MarRINav WP2 Beacon vs EGNOS study;
o Technical development required to address skywave and ambiguity resolution
issues (the latter may not be possible with the separation of the two CW at
these frequencies);
o Given the age of the GLA DGPS network, adding new functionality may not be
appropriate as it could affect the legacy user, add additional costs for
maintenance and support from the provider and could lead to new software
development.
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•

Opportunities
o Ability to provide alternative PNT and information through GLA owned and
operated assets;
o New technology development with the interest from many other maritime
authorities from around the world ;
o Potential to provide a new use of the maritime spectrum if marine radiobeacon
DGNSS services were discontinued, given the opportunity for a new signal
structure with better skywave properties.

•

Threats
o It is questionable whether the technology challenges can be overcome;
o Other navigation systems designed to mitigate for skywave effects could be
more suitable;
o Time to market – need for new receivers and technology development could
limit or hinder the time to market.

4.5.19 IALA R.129 Classification: Backup, Contingency or Redundant
It remains unclear which category [96] will be most suitable for R-Mode MF at this stage. The
Baltic Sea project is considering a 2-hour holdover on loss of GNSS, offering a level of
performance more akin to a contingency system. The level of performance will be driven by
the ability of the system to retain synchronisation, which itself will be a function of system
redundancy and the type/number of clocks provided.

131

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

Item
Conversion of each
DGPS beacon site

Differential reference
station

Capital
/Development
Cost
£50,000

Ops. and Maintenance
Cost (per year)

£2k per year – assume
antenna is overhauled
every 3-5 years at an
additional cost of €10k
£5k power and comms to
each site pa.
£150k each site £5k (each site)

Control Centre

£5k

£2k per year.

Maintenance Centre

£5k

£2k per station, per year
on average

Data Communications
Backbone

£1k pa each
transmitter
site.

£2k parts pa over
network

UTC Time Transfer
from NPL

£150k

£100k annual
subscription

Notes
Parts only, not including
labour. Includes new
monitoring software

Assume nothing exists
and that a new site is
required. Reference
station could be quite
small, not yet confirmed.
Maintenance fee could
include rental of space as
well as communications
costs.
Assume control centre is
available from existing
DGPS service. Costs for
new hardware and and
labour
Assume building
infrastructure is available
from DGPS service. Costs
include R-Mode
maintenance equipment
and labour
Running costs and
hardware – redundancy.
Assume business
broadband lines with
redundancy options, so
two for each transmitter.
Hardware for space time
transfer – assume one
update every two weeks.
Assume one time transfer
unit per area. Alternative
methods of time transfer
are available.

Table 5 – Capital and ongoing costs for MF R-Mode.
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4.6 Locata
4.6.1 Introduction
Locata™ is a terrestrial positioning technology that utilises a network of small, ground-based
transmitters (LocataNet) providing a robust radio-based positioning signal within a specific
area. To provide nano-second level synchronisation Locata uses a patented synchronisation
method called TimeLoc™ that allows internal synchronisation without the need for precise
oscillators such as atomic clocks. This enables the Locata network to provide accurate position
solutions utilising one-way ranging signals. The technology was developed by Locata Corp,
based in Australia.
The Locata concept was designed to overcome the limitations of GNSS, as well as other
pseudolite-based positioning systems, to provide high accuracy and reliable signals, in all
environments at an affordable cost.
Locata transmitters, known as LocataLites, transmit multiple GPS-like code and phase signals,
in the 2.4 GHz licence-free ISM (industrial, Scientific and Medical) band. The system provides
single-point positioning, meaning that a decimetre to centimetre-level positional fix can be
obtained without the need for a reference (base) station. Locata can operate on its own, but
it can also integrate with external systems including GNSS or IMU.
The information provided in this document is primarily drawn from published information,
research papers and articles as well as the author’s experience with the system. Note that
most of the research papers are based on the second-generation system. Upgraded hardware
exists (G4), with improved calculation and observation capacity. This makes it challenging to
estimate system accuracy, so approximate values are provided. The Nottingham Geospatial
Institute (NGI) has experience with the system, and a test Locata network was installed within
the roof laboratory of its building (Figure 51).

Figure 51 Example of a Locata network at the Nottingham Geospatial Institute (NGI) roof based
laboratory [109].
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Any terrestrial radio-based positioning technology faces hazards in the form of multipath,
imprecise clocks, the near-far field effect and tropospheric delay, among others. Locata deals
with these problems through a combination of hardware and signal based solutions. TimeHopping/Direct Sequence Code Division Multiple Access (TH/DSCDMA), a 10% pulsing scheme
(whereby transmission from each receiver is not continuous, taking turns within 1 s to use the
allocated 100 µs timeslots, use of an extended bandwidth and a spreading waveforms with
20dB Processing gain are all employed to maintain high signal quality. Four spatially, and
frequency separated signals from each Locata transponder offer very effective multipath and
noise mitigation methods.
4.6.2 System Components
A LocataNet consists of a Terrestrial Segment (TS) and a navigation User Segment (US).
The TS consists of the LocataNet, a network of LocataLite transceivers located within or
around a defined service area, which provides the positioning signal. The LocataNet is made
up of a master unit (that provides time) and multiple slaves. Recent changes allow to
nominate backup master that takes over if the main master is unable to operate, increasing
the resilience of the system.
The US consists of any number of fixed or moving Locata user receivers (rovers) operating
within the service coverage area [110].
The system uses precise network time, provided by TimeLoc™ , to calculate position in a
GNSS-like fashion using code and carrier phase. Slave LocataLites can maintain time by
synchronising with the master receiver directly, or if there is no line of sight, through other
receivers using a process called “cascade synchronisation”.
4.6.2.1 Signal and Navigation Message
To counter multipath and noise problems, Locata transmits on two frequencies and through
two spatially separated antennae, creating a cluster of four signals. For our analysis we
designate these 𝑇𝑇𝑥𝑥𝐴𝐴−𝐷𝐷 . As shown in Figure 52 the transmitter antenna array consists of two
transmitting (Tx1 and Tx2) and one receiving (Rx) antenna, the Rx antenna is required for the
TimeLoc coupling, ensuring signal synchronisation throughout the network.
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Figure 52 Locata transceiver antenna array [109].

This combination provides a cluster of four signals per LocataLite two on one carrier and two
on a second carrier. Both frequencies are contained in two 20.46MHz bands within the 2.4
GHz licence-free ISM band. Signals are binary phase shift key (BPSK) modulated by the
modulo-2 sum of the C/A-code and the NAV data (bit train). All transmitted signal elements,
carrier, code and data, are commonly derived from a temperature-compensated crystal
oscillator (TCXO).
The ICD [110] lists five frequencies available to the system with the latest hardware:
•
•
•
•
•

S02 = 2411.211 MHz (previously known as S1)
S05 = 2414.280 MHz
S52 = 2462.361 MHz
S55 = 2465.430 MHz (previously known as S6)
S62 = 2472.591 MHz

The system can only transmit on two of these signals; traditionally S02 and S55 are used, in
line with legacy hardware.
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The time division pulsing scheme was introduced to combat the near-far effect. This problem
exists due to the relatively short distance from transmitters to the rover - the received signal
at the rover can be so strong that it suppresses any other transmission.
The ISM band utilised by Locata is densely populated by a plethora of other multiple
transmitting devices, utilising Bluetooth, wireless communication protocol IEEE 802.11 (WiFi)
and similar, introducing in-band noise.
Locata deals with it by:
•
•

using strong signals with the maximum allowed transmission power of 23 dBm that still
comply with FCC 15.247 (units can generate up to 40 dBm);
Time-Hopping/Direct Sequence Code Division Multiple Access (TH/DS-CDMA) pulsing
scheme where each device is identified by its time of transmission and a unique PRN,
which also address other noise and the near-far field effect.

Each LocataLite broadcasts its position as a part of its navigation data, allowing the system to
be independently scaled. Apart from this, the Locata signal is almost identical to the GPS L1
C/A structure.
Locata utilises a 10% pulsing scheme. Each LocataLite transmits within an assigned 100 µs
long timeslot, with other LocataLites taking turns to transmit in their own designated 100 us
timeslot. There are 10 timeslots in a TDMA frame, and therefore 200 timeslots or 20 TDMA
frames in a 20 ms period. The navigation message has a resulting data rate of 50 bps.
Before firmware version v.6.0 a sliding sequence was used, with the same slot assignment in
each TDMA frame, which limited the number of units that were able to transmit
“simultaneously” to ten. With the new firmware, up to 50 transceivers can operate in the
same network.
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Figure 53 The relationship between data, code and modified TH/DS-CDMA scheme timeslot
timing, after [110].

The sequence of TDMA frames repeats once every 200 TDMA frames, creating a 0.2 s long
Super Frame as shown in Figure 53. Each 5th Super Frame is synchronous with a Locata
second (boundary to boundary). This allows for synchronisation of up to 50 units, though
current hardware only supports networks of up to 30 units.
4.6.2.2 Antennae
Locata utilises commonly available antennae (see Figure 54).
•
•
•

AeroAntenna AT2400-2, 5dBi patch antenna (70/70 3dBi beam);
LCom HG2412P, 12dBi directional antenna (70/70 3dBi beam);
LCom HG2403U, 3dBi omnidirectional antenna.
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Figure 54 Locata Antennae, left to right, AT2400-2, HG240U and HG2412.

The omnidirectional HG240U antenna tends to be used by Locata rovers with the others
used by transmitters.
4.6.2.3 Transmitter and Rover Hardware
The figure below show second generation Locata hardware. The transceiver size is
134×241×28 mm and weighs 1.4kg. The rover is half of this size and weight as it does not
contain transmission hardware.

Figure 55 Locata hardware.
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4.6.2.4 Time Synchronisation System
TimeLoc is the backbone of the Locata system, providing consistent time within the
LocataNet. One transmitter acts as the network master while the remainder, known as slaves,
synchronise to the Master TxA signal using TimeLoc. This is done either directly, or indirectly
by hopping, in a two-stage process. The initial, pseudo-range estimate for slave 𝑖𝑖 in epoch 𝑡𝑡𝑘𝑘
is calculated from:
𝑀𝑀
𝑇𝑇𝑇𝑇𝑇𝑇
𝑀𝑀
𝑇𝑇𝐿𝐿𝑀𝑀
𝑖𝑖 (𝑡𝑡𝑘𝑘 ) = (𝑃𝑃 (𝑡𝑡𝑘𝑘 ) − 𝑃𝑃𝑖𝑖 (𝑡𝑡𝑘𝑘 )) − (𝜌𝜌𝑖𝑖 (𝑡𝑡𝑘𝑘 ) + 𝜌𝜌𝑅𝑅𝑅𝑅 (𝑡𝑡𝑘𝑘 ))

where the first segment is the measured clock offset and the second is the combination of
𝑇𝑇𝑇𝑇𝑇𝑇
the master-slave spatial separation 𝜌𝜌𝑖𝑖𝑀𝑀 (𝑡𝑡𝑘𝑘 ) and slave’s coupling distance 𝜌𝜌𝑅𝑅𝑅𝑅
(𝑡𝑡𝑘𝑘 ). Both are
known from their navigation message. Pseudo-range is sensitive to multipath, residual
troposphere-induced link delays and signal cross correlations, which make the verification of
TimeLoc accuracy during the network establishment essential [110]. For the same reason, a
good inter-visibility between master and slave is required. Should this be obstructed,
synchronisation can be obtained via another TimeLoc’ed slave via the TimeLoc hopping
scheme.
Initial estimates from the above equation allows the precise time carrier phase difference to
be obtained from the following equation:
𝑇𝑇𝐿𝐿𝑀𝑀
𝑖𝑖 (𝑡𝑡𝑘𝑘 ) =

𝑡𝑡𝛷𝛷𝑀𝑀 (𝑡𝑡𝑘𝑘 ) − 𝛷𝛷𝑖𝑖 (𝑡𝑡𝑘𝑘 )
𝑇𝑇𝑇𝑇𝑇𝑇
− (𝜌𝜌𝑖𝑖𝑀𝑀 (𝑡𝑡𝑘𝑘 ) + 𝜌𝜌𝑅𝑅𝑅𝑅
(𝑡𝑡𝑘𝑘 )
𝑐𝑐

This equation requires a cycle ambiguity search.

The whole procedure for TimeLoc (direct or hopped) is described in following steps:
1.
2.
3.
4.
5.
6.

The master, set up at a known location, synchronises to the external time source by
coupling its transceiver A (TxA) with its receiver (Rx). If Locata proprietary time is used
this step is ignored.
The master unit starts transmitting the reference signal via TxA with normal transmission
power.
The slave, set up at a known location, acquires the reference signal from the master,
decodes the co-ordinates of the reference signal’s antenna TxA, and starts broadcasting
from its TxA using low transmission power.
The slave acquires its own signal, and by coupling its TxA with its Rx, adjusts the pseudorange offset between itself and the reference signal.
The slave can then solve the ambiguity resolution, and adjusts the carrier phase offset
between itself and the reference signal.
TimeLoc is obtained and continuously monitored. When link accuracy exceeds a
threshold its signal will be flagged as unhealthy and transmission power lowered until
TimeLoc is re-gained. TimeLoc is resistant to small movements of the transceivers (due
to wind-load for example). There is also an internal check - a transceiver will obtain
TimeLoc from each other visible unit for verification purposes.
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TimeLoc synchronises the signal between antenna phase centres (APC) of the Master’s TxA
and the slave’s TxA and Rx antenna, which leads to a group delay between RxA and RxB−D in
each individual emitter. Slave units use the same TDMA pulsing scheme at all times, but
before obtaining TimeLoc (see Step 5), it is unable to determine the millisecond boundaries;
therefore, it broadcasts its own pulsing signal out of the slot (with respect to the Master).
This is not a problem since:
•
•

Interference caused by its own signals will only occur 10% of the time, under the new
TDMA scheme. Locata tracking can tolerate such interference.
Interference caused by the master signal is insignificant, as the slave’s own signal is 30
dBm stronger than the received master signal due to free space signal loss.

Unlike the transceivers, the rover is unable to estimate the carrier phase difference with the
Master, as it has neither a Tx antenna nor precise coordinates. Furthermore, its TimeLoc
procedure is based on pseudo-range observations, and it requires signals from at least two
other transceivers to obtain network time synchronisation. Residual clock offset is estimated
as part of the navigation solution, in the same way as done for GNSS position solutions.
Table 6 summarise LocataNet accuracy, as reported in [110]. Practical trials show
synchronisation on 2.5 × 10−9 𝑠𝑠 (nsec) with external frequency stability at 1ppb and internal
stability at 0.07 ppb [111].
LocataNet Characteristics
Maximum phase noise
Typical cycle ambiguity
Mean slave synchronisation offset
Synchronisation uncertainty to external
source
Tracking noise relative to the PPS source
Tracking bias

Accuracy expected
0.03 cycle = 11 × 10−12 𝑠𝑠 (psec) rms
6 cycles = 2 × 10−9 𝑠𝑠 (nsec)
3 × 10−11 𝑠𝑠
1 × 10−7 𝑠𝑠
10 × 10−9 𝑠𝑠 (nsec) rms.
<1 nsec, compensated during
configuration

Table 6 – Summary of Locata’s accuracy performance.
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4.6.3 Typical Coverage Area of the System
The Locata signal is a space-wave and is affected by tropospheric delay, which can be
mitigated by mathematical models.

Figure 56 - Visibility limit to terrestrial system range [1].

With a nominal power of 23dBm Locata offers a range up to 14km, but as Figure 56
demonstrates, this value will be limited by obstruction and noise:
•

•

Top part of the figure shows that without obstructions 23dBm offer 14km range (assuming
minimum decoding power at -100 dBm [110]) and 40dBm offer range exceeding 20km
Locata, which require 32 m elevation of the antenna above the ground and hence is
mostly useful for aviation applications.
To take account for the possible obstructions the lower graph in Figure 56 compares the
same free space model at 23dBm (in magenta) with ECC-33 model 2. The model
demonstrates a very extreme scenario and the range is likely between two lines.

To obtain 14 km range, antennae need to be positioned above the ground at a height of
least 14 m. The range of 10 km requires antenna height of 8 m.

ECC-33 MODEL is based on Hata- Okumura model and tuned to the European type ‘medium city’ model and to more
closely represent a wireless system. More details in E. C. Committee, “within the European Conference of Postal and
Telecommunications Administration (CEPT),“The Analysis of the Coexistence of FWA Cells in the 3.4-3.8 GHz Band,”" tech.
rep., ECC Report 33 (May 2003)2003.

2
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Figure 57 - Noise and obstruction effect on the range.

Taking the above into consideration, a network of 5-7 transceivers can cover an entire port
and harbour area. Additional units can be used to remove any visibility problems and to
improve geometry. As a comparison, with extended power of 40 dBm, units at a test area in
White Sands in the US covers an area of 2000 km2. This power extension was essential for
aviation applications, as commercial aircraft are flying at altitudes that exceed 10 km.
The methodology for placement of the LocataLites is outlined next:
•
•
•
•

Define the target area and identify possible locations for the transceivers. Optimise
position based on the HDOP/VDOP requirements.
Locate transmitting antennae at least 8 m above ground level to provide good range and
limit any inter-visibility problems.
Verify the accuracy and check for any problematic spots. Check for the fading-multipath
which will eliminate transceiver signal. Move antennae accordingly.
If required, fill in with additional transceivers to improve coverage and accuracy.

4.6.4 Estimated Maximum and Minimum Absolute Positioning Accuracy Performance
Locata offers two modes of position:
•
•

Code pseudorange, providing meter level accuracy;
Carrier phase fix, able to provide cm level accuracy.
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The system achieves position fixes in a GNSS-like fashion, using code or an integrated carrier
phase (ICP). Successful 3D trilateration requires visibility of at least four LocataLites to solve
for position, height and receiver clock offset.
For a carrier phase fix, an integrated carrier phase (ICP) needs to be observed, and an
unknown number of full cycles counted between the transmitter and the receiver accounted
for in the process of an ambiguity resolution (AR). As Locata network is static AR require either
a-prior knowledge about the position (so-called Known Point Initialisation (KPI)) or the
geometry change introduced by the rover. A research paper has also demonstrated other
means of initialising Locata, including geometry-based initialisation with IMU [112] or
combined LAMBDA estimation with GNSS [109].
With good geometry and visibility conditions, Locata is capable of providing cm to dm
(decimetre) level horizontal accuracy (dm level 3D accuracy). Exact accuracy is very
dependent on the geometry and other accuracy factors listed below.
Limitations to accuracy include:
•
•
•
•
•
•
•
•
•

Unmodelled tropospheric delay.
Time synchronisation residuals due to troposphere-induced TimeLoc link delays, and/or
signal cross-correlations.
In-band interference from other devices utilising wireless communication protocol IEEE
802.11 (WiFi) or the same channel.
Carrier phase fix is affected by the accuracy of the ambiguity resolution (AR), as most of
the time, those are estimated as a float. The undetected cycle slips can be a problem.
The difficulty in determining antenna phase centre offset (PCA) and quality of antenna
position determination - those effects tend to be on cm level and calibrated during
installation.
Locata has anti-multipath properties but limited visibility to transceivers and heavy
multipath environment can still introduce it.
So-called fading multipath can prevent the rover from receiving any signal from a
particular transceiver. Those effects tend to be calibrated during installation.
The geography and infrastructure of the harbour and portside can introduce geometry
restrictions which will affect HDOP and accuracy.
The height difference, especially with long baselines, is challenging. Altitude position is
less accurate than horizontal, and in some scenarios, only the horizontal position can be
provided.

Most of these problems can be eliminated through careful network design and testing. The
Locata network performs best in its centre where DOP is most optimised. Accuracy falls off
towards the edge of the network. Signal filtering based on Received Signal Strength Indicator
(RSSI) and reported SNR can also improve accuracy. It is also recommended to monitor Locata
transceivers to detect any problems in inter-visibility between slaves and the master.
Figure 58 shows an example of VDOP analysis on the NGI roof laboratory
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Figure 58 - NGBI roof lab Locata VDOP analysis, after [109].

The current implementation of Locata in the Ports of Auckland, New Zealand, that support its
land-side application, is using its proprietary beam forming VRay antenna to combat
multipath.
The beamforming VRay antenna is designed for indoor and outdoor industrial applications.
This antenna can virtually remove all multipath signals and provide almost instant ambiguity
resolution on the fly. It is dedicated to the multipath and indoor environment and can offer
cm position accuracy. The main limitation is the size and cost of the antenna.

Figure 59 - VRay Antenna, after [113].

4.6.5 The Provision of Positioning, Navigation, Timing
The Locata system provides Positioning, Navigation and Timing information as long as the
master is aligned with UTC time. Otherwise Locata time will be internally consistent but will
drift away from UTC.

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

144

To maintain control and timing, a Locata transceiver needs visibility to a master or visibility
to another unit which already has the visibility to the master. Areas around the transmitting
antennae should be free of obstructions.
•
•
•
•
•
•

Locata can provide an accuracy position in the GNSS denied environment.
With good geometry and visibility conditions, Locata is capable of delivering cm to dm
level planar accuracy (dm level 3D accuracy). Exact accuracy is dependent on the
geometry.
Locata can provide precise time within its network, which can be synchronised to the
external time source.
Locata output and characteristics resemble GNSS making it easy to integrate with other
PNT systems.
In 2012 Locata was deployed in the Sydney Bay area demonstrating good maritime
performance.
Locata is currently implemented at the Ports of Auckland, supporting the land-side
operations of the autonomous container robots. Multipath resistant beamforming VRay
antenna is used.

4.6.6 The Operation and Maintenance of Locata
The Locata system is easy to deploy and can be designed to meet specific accuracy (DOP),
reliability, redundancy and service integrity requirements. Current Interface Control
Document (ICD) architecture allows up to 50 LocataLites within the near field, which can
provide full port coverage with redundant units. If more units are needed, a separate adjacent
network can be created, as was developed in Ports of Auckland. The system is flexible and
can be extended, while operational, without affecting existing service. The Locata network is
easy to maintain. Transceivers are able to operate for extended periods of time without
maintenance and can be monitored remotely.
The Locata network is generally resilient - its signal levels are higher than those of GPS, making
it more difficult to jam and the whole network can be monitored from a single location. The
weak element is the master unit - removing this node will take down the whole network. This
can be mitigated by introducing an alternative master (which has to be connected to UTC
time as well) that will take over.
4.6.7 Operational or Developmental Status
Initial proof of concept was created in 2002 based on the Marconi Corp. Allstar GPS receiver
(Mitel GP2000 chipset) IntegriNautics IN200 and Spirent components at the University of New
South Wales (UNSW), Australia. The system was transmitting in the L1 band [114]. The
prototype, based on flexible Xilinx Field Programmable Gate Array (FPGA) board, has moved
to the 2.4 GHz licence-free ISM band.
The system has been fully operational since 2011 but the production of the components is
not on the industrial scale as FPGA is still used.
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Locata have a number of existing commercial deployments and partnerships:
•
•
•

The open-cast Boddington gold mine in Western Australia. This is run in cooperation with
Leica Geosystem using their JPS (Jigsaw Positioning System). Locata can provide
independent solution or a loosely coupled integrated solution with GNSS.
The US Air Force White Sands Testing Grounds, where it is used for flight tests in a GPS
denied environment. Locata is utilised standalone and is reporting accuracy on 6-10 cm
horizontal and dm level in altitude.
In 2013 Locata was selected for indoor testing at US based Insurance Institute for Highway
Safety’s (IIHS) Vehicle Research Center near Washington, D.C. 3

4.6.7.1 Operation in the Ports of Auckland
Locata is being used on the landside of the ports to monitor the movement of containers.
Locata is mounted on autonomous straddle carriers that transfer containers from the
quayside cranes (that load/unload cargo vessels) and the container storage areas.
The straddle carrier is equipped with Locata and multipath resistant Orb60 antennas. These
antennae can also provide heading even when static. Locata transceivers are located on
dedicated pylons, to avoid antenna wind load. The network was designed for Safety of Life
application: the rover has to operate, at a given accuracy, even if the optimal Locata
transceiver (based on DOP contribution) ceases operation. This has resulted in an increased
number of transceivers in the network. The network also deploys an alternative master unit,
that takes over if the master fails.
The operation consists of 67 rovers and 55 Locata transceivers, which require the deployment
of two independent Locata networks (each limited to 30 units, each with a master and an
alternative master) and further increase network resilience.
4.6.7.2 System Evolution
Most research papers describes the so called second generation system. The latest hardware
is known as G4, the dimension and size remain roughly the same but the FPGA board is much
faster and offers:
•
•
•
•

3

Better code/carrier tracking and the ability to track up to 64 signals (16 transceivers),
which should also translate to higher accuracy ranging.
25Hz measurement rate (older hardware was supporting up to 10Hz).
Additional Ethernet connectivity providing remote firmware upgrades and remote
monitoring of equipment.
Hardware supports the upgraded pseudo-random TDMA sequence, increasing the
maximum number of units in the network from 10 to 30.

https://www.gpsworld.com/Locata-positioning-to-underpin-crash-avoidance-research/
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Currently Locata units are made to order by Locata itself. Locata is open to licence agreements
with 3rd party manufacturers, but with the expected level of orders this route is not
recommended.
4.6.8 Relevant International or National Standards
Radio spectrum is within the IMS band and therefore its use is regulated with associated
transmission power limits and spectrum constraints.
Locata has published and Interface Control Document (ICD) [110].
No maritime standards are in development at this stage.
4.6.9 Integrity
Locata is a local service, only available in dedicated service areas. The system may be used to
improve the performance of a ship’s navigational data in terms of accuracy, integrity,
continuity and availability even in demanding operations when, for example, higher accuracy
and integrity levels are required during coastal and port navigation.
The Locata system provides integrity on the system level. TimeLoc is actively monitored by
each unit (against all other units in view) and the unit will turn transmission off if a threshold
is beached. Two masters can exist in the network – if the primary master is malfunctioning
the secondary one will take over. The system also has provision for additional remote
monitoring for each unit.
User-level integrity information can be estimated using Receiver Autonomous Integrity
Monitoring (RAIM) algorithms. Use of such algorithms has been demonstrated for maritime
applications [5].
4.6.10 Options for Integration with other RPNT Systems
Locata performs well combined with other sensors. Published examples include GPS and IMU
[5]. Locata can integrate with any other RPNT system as long as the Locata network’s master
unit is using the same time definition (system time) as the other system(s).
The Locata interface is very similar to that of GNSS. Examples of the commercial integration
include:
•
•

Leica Geosystem JPS (Jigsaw Positioning System) is utilising a combination of Locata and
GNSS with a loosely-coupled integration architecture.
UK based OxTS (Oxford Technical Services), IMS provider has added loosely coupled
Locata+IMU solution to their technology offering. The solution requires an external Locata
receiver.

Locata requires a dedicated receiver, which might create a challenge if every vessel needs to
comply. On the other hand, the land-side operations of Locata create a self-contained system
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which is much easier to manage and operate. It also leaves responsibility for Locata with the
port authorities.
4.6.11 Data Communication Requirements for System Control, Monitoring and Timing
To maintain full capacity, as a redundant system, including system control, time and
monitoring, the Locata system requires:
•
•

The master unit to be connected to the UTC time source - GNSS timing receiver, precise
oscillator or similar.
Every unit to have visibility (direct or non-direct) to the working master unit, or the
alternative master unit, to provide PNT.

The system can be monitored using a rover unit and can be shut down remotely by turning
off the master, which will cease transmission from the whole network. The network can resynchronise within 30 seconds [115].
The system offers additional remote monitoring via a network protocol, in G4 hardware - a
LAN port is provided, but other communication modes are also possible. This allows for more
complete control and monitoring of each unit as well as remote firmware updates.
4.6.12 The Role of e-Navigation Services that Support the User (and operator) of the System
We would expect e-Navigation services to be available to:
1. Distribute information on the system configuration (including station almanacs) and
predicted coverage and performance.
2. Distribute real-time system status / base station health information.
3. Distribute real-time propagation correction data required to mitigate the impact of
temporal variability in signal propagation delay (if this proves to be necessary).
4. Automatically collect observed performance / signal quality data from vessels and
return to a central database for analysis and eventual optimization.
5. Enable the mariner to report service outages or reduced performance, possibly
automatically.
4.6.13 Associated Costs
The main cost is the equipment and installation. The Locata system requires monitoring,
which could be performed as part of an ensemble monitoring system at the port, or central
control centre for all RPNT systems.
4.6.14 Coverage Modelling/Performance Assessment Capability
Coverage software may be developed based on standard DOP calculation techniques and an
indication of the expected URE (User Range Error), or expected Signal to Noise Ratio.
Trilateration based positioning algorithms are standard techniques and may be transposed
from other coverage software.
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4.6.15 High level SWOT Analysis
•

Strengths
o
o
o
o

•

Weaknesses
o Accuracy is geometry-based, based on the placement of the transceivers;
o Height accuracy is less precise than horizontal.

•

Opportunities
o The system can provide an independent solution, and a typical port layout
should offer good geometry;
o Deployment is easy, and the maintenance cost is low;
o Due to TimeLoc, Locata cannot be easily spoofed with generic hardware.

•

Threats
o Currently, there is only one hardware provider;
o System signal and navigation message are not secure; this can be discussed
with the manufacturer; however
o Utilised frequency can be used by anyone without restrictions.

The system can easily synchronise with GNSS or other systems;
The system can maintain and propagate time;
It takes more power to jam Locata than GNSS;
Locata can use a multipath resistant beamforming antenna (VRay ) for rover
and/or transceivers.

4.6.16 IALA R.129 Classification: backup, contingency or redundant
In case of GNSS failure, the Locata network can serve as a redundant system as long as its
master is connected to non-GNSS precise time oscillator. The level of time performance will
depend on the type/number of clocks provided. Positional accuracy is not affected.
If external clocks are not present (or cannot be relied on), the Locata system can only provide
position, and it should be treated as the contingency system. Sudden loss of clock will not
affect position accuracy but will affect UTC time synchronisation.
4.6.17 Associated Costs
Assuming that Locata is used by the vessels entering/leaving the harbour, the network can
start with 7 units. More units might be required depending on the visibility conditions and the
accuracy needs.
The control centre would consist of a single computer with access to internet and LAN cable
connection to each LocataLite transceiver in the port LocataNet.
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Item

Capital
/Development
Cost
£30k

Ops. and
Maintenance
Cost (per year)
TBD

Notes

Rover

£10k

TBD

Control Centre

TBD

TBD

Additional £10k per Orb60
antenna if required for multipath
mitigation.
Assume a control centre is located
in each port area.

LocataLite

Table 7 – Capital and ongoing costs for Locata.

In case of the logistics operations on the landside, given the multipath and obstruction heavy
environment, rovers will need to be deployed with the Orb60 antenna (additional £10k per
unit). The density of the network might also need to be increased and some transceivers
might deploy Orb60 antenna to increase accuracy.

4.7

ePelorus: Visual Position Fixing

Pelorus systems work by providing bearings from fixed positions, normally on the vessel
bridge wings, to specific targets visible to the mariner and identified on the nautical chart. By
taking a number of bearings in quick succession, several intersecting lines can be drawn on
the chart, providing an Estimated Position (EP). There are limitations to this approach,
particularly in the age of electronic navigation, including:
•
•
•
•

Lack of automation – the time taken to measure the bearings can limit the accuracy;
Visibility – performance is limited by the mariner’s ability to see unique targets;
Paperless bridges – many vessel bridges are moving away from paper, limiting the
mariner’s ability to take bearings and plot them;
e-Navigation – more bridge systems require an electronic latitude and longitude.
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Figure 60 – The pelorus aboard HMS Belfast in London. Source: [116]

In an attempt to resolve most of these limitations, the GLA has been working on the
development of an enhanced Pelorus (ePelorus), registered to the GLA as “BinoNav”®.
Prototype BinoNav® systems have been developed and installed on all GLA vessels for trial.
They enable the navigator to take visual bearings to known targets, from anywhere on the
bridge using a handheld device – they are no longer confined to the bridge wings solely for
targeting port or starboard objects. Measured bearings are automatically registered and
drawn on an electronic chart. Multiple bearings can then be made with ease, each of which
is displayed on the chart and the intersecting “cocked-hat” position calculated automatically.
This information can then be used to feed other bridge systems and confirm the vessel’s
position.
4.7.1 The Importance of Visual Position Fixing
On 14 December 2002, in early morning thick fog, on its way from Zeebrugge to Southampton,
the MV Tricolor, with a load of almost 3,000 BMW, Volvo and Saab cars, collided with a
Bahamian-flagged container ship named Kariba, about 20 miles north of the French coast in
the Dover Strait Traffic Separation Scheme. Albeit damaged above the water line, the Kariba
could continue, while the MV Tricolor remained on her side in 30 metres of water in a busy
area of navigation (see Figure 61). No lives were lost and the crew were rescued by the Kariba
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and a tugboat. Nevertheless, approximately 2,862 cars and 77 units of cargo, consisting
mainly tractors and crane parts, could not be salvaged.
The shipping lane, being the busiest in the World, was marked by buoys and guarded by the
French police vessel Glaive and HMS Anglesey, thereby warning other vessels of the MV
Tricolor’s presence. Despite the marking and patrolling, only two days later a cargo ship,
Nicola, followed by another vessel, Vicky (carrying 70,000 tonnes of highly flammable gas oil)
collided with the wreck of the Tricolor, after failing to heed several French naval warnings. In
between the two further collisions, more buoyage and patrol vessels were deployed. On the
22 January, a third accident happened when a salvage tug knocked a safety valve off the
Tricolor, resulting in a massive oil spill.
Besides the heavy economic losses, including the estimated operation cost of around £25m,
the incident caused massive marine pollution and environmental contamination by spilling
large quantities of oil. The Royal Society for the Protection of Birds estimated more than
1,000 birds were found dead or damaged by oil spilled from Tricolor.

Figure 61 - Wreck of MV Tricolor.

The incident was blamed on declining professional standards among seafarers, which was
leading to scores of near misses in the area every day. Indeed, Andrew Linnington, of the
National Union of Marine Aviation and Shipping Transport Officers (NUMAST), is quoted as
saying that ship owners had been cutting costs by reducing use of deep sea pilots to guide
vessels through the world's most crowded shipping lanes. Ships were increasingly crewed by
one trained officer and a few poorly paid sailors from parts of the developing world. "We
know of at least four cases in the past year of ships going the wrong way in shipping lanes
against the flow of traffic," Mr Linnington said. "Complaints are made to the states where the
ships are registered but they are often small countries used as flags of convenience and don't
have the resources to take action” [117].
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It is clear from the incident and the ensuing investigation that navigators were not looking
out of the window, despite various radio navigation warnings and other methods, including
the deployment of Emergency Wreck Marks4 and virtual aids to navigation provided through
AIS.

Figure 62 – An Emergency Wreck Mark. Source: [118].

A very good way of mitigating the failure of any navigation system is by using reversionary
methods of navigation, such as looking out of the window!
4.7.2 The ePelorus In Use
A pelorus is a device that is completely independent of any other system or Electronic Position
Fixing System (EPFS); this is important for providing resiliency. A standard pelorus (see Figure
63) is used to take relative bearings with respect to ship’s heading with respect to charted
objects.

The Emergency Wreck Mark is primarily used to mark new wrecks that pose a hazard to navigation until the danger has
been permanently marked by the appropriate buoys and promulgated in the Notice to Mariners or has been cleared for safe
navigation. They may also be used to mark other new dangers besides wrecks including newly discovered rocks or reefs that
pose a danger to surface navigation. They are placed as close as possible to the hazard and often more than 1 mark is used
being placed in a pattern around whatever the hazard.

4
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Figure 63 – A pelorus.

Once converted to bearings with respect to True North the navigator then draws a line on the
relevant nautical chart bisecting the charted object. It is clear now that the vessel lies
somewhere on this Line Of Position (LOP) from the charted object. This process of taking
bearings and drawing lines is then repeated for a minimum of three iterations.
This process then creates a “Cocked Hat” at the intersection of the lines as shown in Figure
64). The vessel should lie somewhere within this cocked hat, which represents the Estimate
Position (EP).

Figure 64 – A “Cocked Hat” (green circle) produced at the intersection at three bearing lines.
Source: [119]
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Figure 65 – Screenshot of an electronic chart with bearing lines plotted.

This process is somewhat laborious and time consuming, but it does have the advantage of
getting the navigator to look at real features outside the vessel! Not just a “red line” on an
electronic chart that they follow without question.
Electronic Chart Display and Information Systems (ECDIS) are excellent when used correctly,
and have driven innovation in the shipping industry; however, they do have disadvantages
such as, if you are using a pelorus, you cannot very easily draw on a screen. It is possible
generate an electronic bearing line (EBL) on an ECDIS, but it is a very long convoluted way of
providing a position (Figure 65) not derived from an Electronic Position Fixing System (EPFS)
such as a GNSS fix.
Any system that needs to generate an EBL on an ECDIS needs to do it electronically; moreover,
it needs to do this without having to rely on GNSS for position or time to avoid the issues of
GNSS vulnerability: it should be completely independent. It should also be able to carry out
optical to electronic integration to ensure that the mariner is looking out of the window.
4.7.3 Cost
The cost of the ePelorus is expected to be in the region of £3000.
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The Use and Impact of Dead Reckoning

5.1

Introduction
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Traditionally, Dead Reckoning (DR) was the method mariners used to calculate their position
while at sea. A vessel would start at a known location, and by measuring the speed through
the water (via a rope line thrown over the side marked by a series of knots along its length)
and the direction travelled (via a magnetic compass), it was possible to calculate
approximately where the ship was.
This method was quite inaccurate, and not useful for long voyages. Other methods of fixing
an absolute position (e.g. with visual bearings to land, or star-sights when out of sight of land)
would be used periodically to provide a more accurate position. DR could then “bridge the
gaps” between successive star-sights.
Today the process is still in use on modern ships. Heading is often provided by the ship’s
spinning-mass gyrocompass, and sensors in the ship’s hull provide the vessel speed.
Depending on the sensors used, and how sophisticated the data processing is, electronic DR
can be quite accurate. All forms of DR suffer “random walk” errors which build up over time.
GNSS position fixing is used today in place of star-sights to provide an absolute position
reference to keep these errors in check.
It is believed that suitably sophisticated DR sensors (and data processing) can reliably
maintain high levels of navigation accuracy for extended periods of time. This can enable very
good continuity of navigation even if the primary navigation source (GNSS) becomes unavailable for any reason.
Electronic position fixing on a vessel demands high levels of accuracy, and continuity of
service. Accuracy better than 10m (95%) is required, and the navigation system must be able
to guarantee that this level of performance continues for a period of 15-minutes with better
than 99.97% probability.
The intention within MarRINav is to integrate any candidate Resilient PNT system with
traditional Dead Reckoning to take advantage of the holdover and error smoothing
capabilities of the combined system.
Several different methods if DR are possible, depending on the type of sensors employed and
the data-processing performed.
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Speed Sensors

There are a number of methods of measuring the speed of the vessel.
5.2.1 Mechanical Logs
A mechanical rotor or propeller attached to the hull of the vessel is free to spin and rotates
as the water pressure pushes it round. Such logs have always traditionally been used to
determine a vessel’s speed through the water, they are not commonly encountered today as
mechanical fouling and wearing of moving parts makes this type of equipment inaccurate and
prone to failure.

Figure 67 – ‘Walker’ type mechanical speed-log. The device is towed on a line behind the vessel,
the fins cause the shaft to rotate and speed is read from the number of rotations.

Mechanical pressure-logs, similar to those used in aviation were also commonly used, but
again these suffered from fouling if the pressure tubes become blocked, and mechanical
failure from wear on the moving parts.
5.2.2 Electromagnetic (EM) Log
Since seawater is electrically conductive a magnetic field moving through the medium will
establish electrical currents within the water. This electromagnetic induction is used by an
EM log to determine how fast the vessel’s sensor is moving through the water.
This device is more reliable than either mechanical or pressure instruments, and most modern
vessels are equipped with electromagnetic water-speed logs.
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Figure 68 – The original Patent for an electromagnetic speed-log

Both mechanical and EM speed sensors measure speed through the water and the flow of the
tides means that the ship’s motion over the seabed is different when compared to what is
measured.
A tidal-flow correction is needed, resulting in a more accurate Estimated Position (EP) [120]
[121]. Other corrections, such as the leeway due to wind (when the vessel ‘crabs’ sideways
slightly as it travels) can be applied to improve accuracy of positioning.
5.2.3 Doppler Velocity Log
A seabed scanning sonar instrument is often used to determine the depth of water under the
keel. The round-trip time of a pulse of ultra-sound sent into the water is used to determine
how far away the reflecting seabed is.
The information recorded from the return pulse can also be used to determine how fast the
seabed is moving relative to the vessel. The Doppler Effect shifts the frequency of the
returned pulse, and by comparing the return frequencies of beams sent fore and aft of the
vessel (typically four narrow beams in a ‘Janus configuration’ are used) the speed of the vessel
over ground can be found. This type of sensor does not need a tidal-stream correction
applied, and so the resulting DR solution can be very accurate.
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This type of log can suffer errors if the speed of sound in the water is unknown, or is variable.
Differing levels of salinity in the water (such as in river estuaries, where fresh water flows out
over deeper layers of saltwater) can cause diffraction of the emitted beams which alters the
geometry of the calculation used to determine vessel speed from signal Doppler, and is thus
a source of error.

Figure 69 – 4-element Sonar Doppler log

Other seabed-sensing logs are also available, including those which make use of the
correlation of returns to several sensors in the hull of the vessel to determine movement.
So-called Correlation Velocity Log (CVL) sensors can overcome the diffraction problem which
limits the accuracy of Doppler Velocity Log (DVL) sensors.

5.3

Heading Sensors

Likewise there are a number of methods of measuring the heading of the vessel.
5.3.1 Magnetic Compass
The Earth’s intrinsic magnetic field attracts the magnetised needle of a compass, and if the
needle is free to turn, it will align with the direction of the field. This technique has been used
for centuries to determine the direction of magnetic North.
The accuracy of a compass depends on how well it is calibrated due to local Ferro-magnetic
interference between the magnetic field and iron in the ship’s hull. The effect of the ship’s
infrastructure surrounding the magnetic compass is called “magnetic deviation”. This effect
is measured when the compass is installed, and a chart of deviation with azimuth around the
compass is produced in order for the Officer of the Watch to make corrections.
The accuracy of the compass also depends on the location of the magnetic poles, which
change over time, and local distortions of the Earth’s magnetic field.
The difference between the direction to the True North Pole and the Magnetic North Pole at
any location on the Earth’s surface is called the variation (or declination). This value has to
be added or subtracted from the compass reading before a bearing is plotted on a nautical
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chart, which are all referenced to True North. Declination changes over time and in certain
places in the world it can be very large (Figure 70).

Figure 70 – Magnetic variation – the difference between True and Magnetic North in 2015.

5.3.2 The Gyrocompass
A gyroscope is a spinning mass, isolated from the outside world by a free-turning gimbal. Once
spinning it will continue to rotate along the same axis no matter how the outside frame is
rotated. By aligning a heavy gyroscope, spinning at great speed, with the direction of Polaris,
the North Star, the direction to true north anywhere on Earth can be determined from the
angle the spin axis makes along the local horizontal plane.
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Figure 71 – Components of a gyroscope, which make it usable as a compass

This kind of compass points to True, not Magnetic, North and it does not depend on any
external influence (e.g. magnetic field) to function. The only limitation of a gyrocompass is
the force of friction, which will continually slow the spinning mass and will introduce errors
into the direction of spin through the bearings in the gimbal. A gyrocompass needs to be
continually “driven” electrically to maintain speed, and the correct alignment of the axis. Over
time the compass will drift from True North, unless an external calibration is provided.
Providing a gyrocompass with an accurate measure of Latitude and ship’s speed enables
automatic correction of drift, and can allow it to maintain good accuracy to True North over
time.
5.3.3 The Inertial Measurement Unit
There is an inherent property of the universe that the laws of physics are the same no matter
where you are, or how fast you travel. Neither position nor velocity have any absolute
meaning and as such cannot be sensed directly, they are referred to as Inertial Frames and
all inertial frames are effectively equivalent.
An Inertial Measurement Unit (IMU) is an electronic device for measuring changes in the
inertial frame – these changes are acceleration and rotation. These have absolute meaning
because they alter the laws of physics; think of the centrifugal force which appears when a
frame of reference is rotated.
IMUs can take many forms, but typically comprise three each of:
•
•

Accelerometers
Gyroscopes

Given a starting position, orientation, and velocity, an IMU can measure how these states
change over time. Orientation is given as the mathematical integration of rotation angles
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measured from the gyroscopes. Velocity is the integration of acceleration (which depends on
orientation) and finally position is the integration of velocity.
The accuracy of an IMU position depends on how well the starting point is known, and any
errors in the measurements, which build up over time.
Both accelerometers and gyroscopes incur the following errors:
•
•
•
•

Scale factor – a percentage of the measurement is error due to inaccuracies in the
construction and calibration of the device.
Bias – when zero acceleration or rotation is applied, the IMU measurements are never
exactly zero. This causes errors to build up over time.
Noise – measurements depend on random electrical fluctuations in the machine, and
this introduces a random background noise.
Gravity – is a constant acceleration force felt by the IMU which needs to be discounted
when calculating a change in position. Orientation errors cause an acceleration force
to remain after “cancelling” out the effects of gravity; this drives so-called Schuler
Oscillations, which cause the solution to move rapidly away from its true position.

Depending on the quality (proportional to cost) of the sensors, these errors can be quite large.
Vessels are not required to equip IMUs, but the quality of the data they produce can equal or
exceed that generated by other velocity sensors such as the gyrocompass or speed log. We
have studied IMU technology as a promising addition to the suite of sensors vessels are
required to carry.

5.4

Hold Over Capability

None of the DR techniques thus far described can maintain accurate navigation solution
indefinitely, and they each incur an error that increases over time.
Dead Reckoning will not be a valid method for providing electronic position fixing information
for the purposes of plotting the vessel’s position on a nautical chart or for PNT input into
electronic shipboard systems, or shoreside services, as a primary system.
The core primary navigation system will be multi-frequency, multi-constellation GNSS. The
Resilient PNT system of systems architecture proposed by MarRINav will likely consist of a
number of wide-area and local-area terrestrial radionavigation systems and radar positioning
as outlined in Section 3 .
The purpose of DR is to be integrated with the various RPNT systems proposed, in order to
smooth the overall combined position solution and to assist in providing some degree of
holdover during integrity alarms or other outages of primary source GNSS and other systems.
The ability to retain high accuracy positioning for extended periods of time determines the
ability of the DR process to bridge longer gaps in service. This enables it to provide resilience
of navigation against more severe threats to GNSS such as jamming or spoofing. The key
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performance consideration for a DR process is the amount of time an acceptable level of
accuracy (say, 10 m (95%) can be maintained.
5.4.1 Error Drift
We can characterise the hold-over capability of DR by the time taken for the 95% error to
exceed 10 m. Depending on the accuracy of the sensors, and their inherent stability over time
this can be estimated in advance to provide a “time out” facility that raises an alarm, after
which DR should not be trusted by the navigator.
5.4.2 Velocity Errors
Mechanical or EM speed logs measure speed through the water, not speed over the ground.
Without accounting for the bulk movement of water (tides) this results in an inaccurate
velocity measurement. Tidal streams can reach 10 knots in some places. At one knot error is
incurred at a rate of about 0.5m/s and so 10 m accuracy is exceeded within a few seconds.
Tidal atlases or calibration of tidal flow by measuring the true velocity of the vessel could
remove the majority of this error. A residual tidal flow correction inaccurate (for example) by
0.1 knots could potentially extend the holdover to a couple of minutes.
Seabed sensing logs typically quote accuracies of +/- 1cm/s plus 0.1% of the speed. At 10
knots this is a velocity error of less than 2cm/s and theoretically provides a holdover of almost
10 minutes. In practice it has been observed that DVL and CVL sensors do not typically achieve
these levels of accuracy due to imprecise calibration of the speed of sound in water, and
errors incurred due to pitch / roll of the vessel.
An IMU cannot sense velocity directly, but measures the acceleration forces, determining
velocity through integration. Typical Micro-ElectroMechanical Systems (MEMS)
accelerometers today can achieve an accuracy better than 1mg (one milli-g or a thousandth
the force of gravity, equal to about 0.01m/s/s). Hold over capability would be less than about
a minute without calibration of this bias.
The biggest problem for IMU systems is the ability to account for gravity. The IMU senses
gravity as a continual downward pull, and would assume the vessel was being accelerated
downwards at great speed unless this force was cancelled. The inertial navigation solution
needs to know the orientation of the IMU to be able to work out where the force of gravity is
coming from to be able to cancel its effects. An orientation error of a small fraction of a degree
results in gravity not being cancelled properly and a residual acceleration being felt by the
IMU.
A big problem for an inertial or DR solution is its ability to know the orientation of the vessel,
to be able to convert vessel-speed into velocity over the ground.
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5.4.3 Orientation (Angle) Errors
A magnetic compass might be read with an accuracy of 0.1 degrees, but variations in the
Earth’s magnetic field are typically a few degrees in the North Atlantic, and might be much
larger in some parts of the world.
Also, Ferro-magnetic interaction with the metal structure of the vessel can cause inherent
errors in the compass unless it is accurately calibrated. A one-degree error in a calibrated,
variation-corrected magnetic compass heading is not uncommon. At 10 knots a typical vessel
could incur 10cm/s velocity error due to heading and would be more than 10m from its true
position in less than a couple of minutes, even if it knew its speed perfectly.
A spinning-mass gyrocompass does not require adjustment for the Earth’s magnetic field, or
any interaction with the vessel. However, it will drift and requires time to re-calibrate and
settle back to true North. It has been observed that errors of several degrees may persist
while the gyro is re-calibrating.
The IMU cannot directly observe the orientation of the vessel, but measures changes over
time. Inherent biases in the gyro and noise in the measurements cause a gradual drift in
orientation from truth over time. Depending on the quality of the hardware, this drift will be
rapid, or more gradual. Low cost MEMS-based gyros can drift by a degree in only a few
seconds and very quickly run off-course. Better stability is obtained from fibre-optic, or ringlaser gyros but these can be very expensive.
One big advantage an IMU provides is the ability to measure vessel rotation in all three axes.
It is believed that large pitch and roll angles in bad weather can severely impact the
performance of hull-mounted speed sensors such as a DVL or CVL. Being able to measure the
pitch and roll of the vessel can greatly improve the accuracy of these sensors.

5.5

DR Integration Process

The speed measurement (either EM-log, Doppler, or IMU) determines the movement of the
vessel in its own co-ordinate frame. This is relative to the directions forward and athwart ships
(sideways). To convert this into a geodetic, Earth referenced velocity, requires knowledge of
the orientation of the vessel.
A speed sensor plus a heading sensor is needed to achieve DR. Hence vessels are required by
SOLAS to equip one of each.
Inherent to the process of integration of a suite of sensors into the vessel’s DR navigation
function is the need for calibration. No matter what method of DR is enacted, it does not
remain accurate indefinitely and requires continual calibration from an absolute reference,
this is assumed to be GNSS.
Since the DR solution drifts and calibration is required, it makes sense not to feed back the
data to the primary GNSS or else risk “poisoning the well” and infecting the GNSS solution
with un-calibrated speed or heading errors. Maintaining high levels of integrity demands that
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the calibration be a one-way process. This necessarily precludes the use of tightly or deeply
coupled integration architecture in which the GNSS receiver is aided by other sensors.
A loosely coupled either / or architecture is considered sensible for marine navigation:
•

When the DR sensors and GNSS are both available, the process will take GNSS position
and velocity as the truth and this is used to calibrate the other sensors. Position,
velocity and heading from disparate sensors can then be loosely integrated into a
combined navigation output for display to the mariner, and for use in further downstream services and functions within the vessel (such as the ECDIS or track control).

•

When GNSS is unavailable, the navigation function will switch to DR-mode, and the
calibration process ceases. Accuracy is maintained by the free-running holdover
capability of the sensors. When this holdover period elapses an alarm must be
sounded, indicating that the solution can no longer be trusted. In addition it may be
sensible to cease providing the navigation data to other ship’s systems after this point.

The complement of sensors equipped by the vessel are not fixed, and the ideal setup to
achieve the best positioning and navigation performance should be considered unknown at
this point. An ideal setup, based on initial findings would be:
•
•
•
•

Multi-antenna GNSS receiver, with three antennae acting as a 3-axis GNSS compass
and as a jamming / spoofing detector.
Mid-price IMU based on MEMS accelerometers and fibre-optic or cheap (survey
grade) ring-laser gyros.
Spinning-mass gyrocompass (required by SOLAS).
Seabed sensing speed log such as CVL or DVL, with backup EM log (required by SOLAS).

A sensor-hierarchy can be established with each sensor acting to calibrate the others lower
down the list. For example:
•
•
•
•
•

When available, GNSS derived position, velocity and 3-axis orientation is taken as the
ground-truth.
GNSS orientation is used to establish true north, and GNSS latitude is used to
dynamically maintain calibration of the spinning-mass gyro.
IMU gyro and accelerometer bias calibration is based on GNSS observations and
historic GNSS track (for lateral acceleration calibration).
DVL / CVL orientation corrections are applied based on IMU orientation. Scale-factor
corrections are applied based on GNSS ground-truth velocity.
EM speed log tidal corrections would be based on DVL / CVL unless GNSS ground truth
is available.
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Figure 72 – Example of multiple-filter architecture for calibration of multiple sensors.

The important consideration is that calibration does not “feed back”. The EM log should not
be used to correct the DVL / CVL since it the EM log can be corrupted by tides, the IMU should
not be used to correct the GNSS orientation / Doppler estimates since the IMU is subject to
sensor bias and drift.
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This section outlines the considerations for the robust data communications that will be
required for inclusion within the UK R&I Architecture for Resilient PNT in the maritime sector.
In order to provide a concise and clear description, we initially outline the provision of robust
communications from the perspective of the International Standards Organisation - Open
Systems Interconnect (ISO-OSI) Seven layer model [122], and its security architecture [123].
For the most part the communication systems we propose will implement The Internet’s
TCP/IP protocol stack. We must though take into account any communication systems that
do not readily fit into this, or even fully implement the OSI stack, for example VDES.

6.2

The ISO-OSI Model

The model is shown in Figure 73. The model comprises seven functional layers, which provide
the basis for communication among computers over networks.

Figure 73 – The ISO-OSI Seven Layer Model.
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Layer

Layer 7: Application

Function

Protocols or Standards

HTTP, FTP, TFTP, DNS, SMTP,
SFTP, SNMP, Rlogin, BootP, MIME
MPEG, JPEG, TIFF

Layer 4: Transport

Provides services such as e-mail, file transfer,
web interfaces and file servers
Provides encryption, code conversion, and
data formatting
Negotiates and establishes a connection with
another computer
Supports end-to-end delivery of data

Layer 3: Network

Performs packet routing across networks

IP, OSPF, ICMP, RIP, ARP, RARP

Layer 2: Data Link

Provides error checking, and transfer of
message frames
Interfaces with transmission medium and
sends data over the network

Ethernet, Token Ring, 802.11

Layer 6: Presentation
Layer 5: Session

Layer 1: Physical

SQL, ASP, DNA, SCP, NFS, RPC
TCP, UDP, SPX

EIA RS232, RS449, IEEE 802

Table 8 – ISO OSI Seven Layer Model functions and protocols. Source [123].

In such a layered protocol architecture the protocols are arranged in a stack of layers in which
data is passed from the highest layer to the lower layers. The process is reversed at the
receiving end of the link, and the data is passed from the bottom of the stack to the top. Each
layer in the stack receives a service from the layer below and provides a service to the layer
above.
The protocols and standards supported in each of the layers perform specific functions and
attach information to the data in the form of a header as it passes through a particular layer
– this is referred to as encapsulation. While OSI is used to describe the various functions being
performed in a network, the TCP/IP protocol stack is what is actually used in implementing
the Internet protocols.
We next consider each of the layers in turn and identify techniques employed to provide
robustness at each layer.
6.2.1 The Application Layer
The Application layer is the interface to the user and provides services that deal with the
communication portion of an application. From a user’s perspective it is their respective
applications that do the communicating (the horizontal connecting arrows in Figure 73 show
the logical communication between layers). It identifies the desired recipient of the
communication and ensures that the recipient is available for a transmission session.
The application layer employs user oriented protocols such as DNS (Dynamic Name Service)
for naming an IP address, file transfer such as FTP and Secure FTP and HTTP and the secure
version HTTPS.
From a maritime perspective it is the ECDIS, or other e-Navigation display, that sits in the
Application layer. For a control centre monitoring and controlling a Resilient PNT system it is
the network connected Human Machine Interface applications that reside in this layer.
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From a robustness and security perspective applications may include a number of functions
such as encryption and the authentication of users including, for example, the provision of
passwords, certificates and access control through fingerprint recognition.
The MCP’s Maritime Identity Registry provides services in the Application Layer for user
identification and authentication, in addition to certification.
One of the prime threats at the Application layer is the poor or non-existent security design
of the basic function of an application [124]. There is a need to securely handle sensitive
information by placing it in non-publicly accessible files or encoding it in hidden areas. For
example, the TFTP protocol is extensively used for booting of diskless workstations and
network device management, but it does not require any username or password
authentication to use its file access ability. Access to maritime applications and resources will
need to be restricted and intruder detection systems (IDS) can observe data traffic. Indeed
there are numerous cybersecurity codes of practice being produced by various members of
the maritime community [125] [126] [127] [128].
Some Application Layer Vulnerabilities include:
•
•
•

Open design issues allow free use of application resources by intended parties.
Backdoors and application designs flaws bypass standard security controls.
Program logic flaws may be accidentally or purposely used to crash programs or cause
undesired behaviour.

Applications will need to be fully tested and reviewed, in addition some firewall systems can
regulate traffic by application, preventing unauthorised use of the network.
6.2.2 The Presentation Layer
The presentation Layer “presents” information to the Application Layer. Information is put
into a unified form so that computers that represent data differently can still communicate
with each other. The presentation layer performs encryption, decryption, compression and
decompression functions, as well as translating codes such as EBCDIC (Extended Binary Coded
Decimal Interchange Code) or ASCII (American Standard Code for Information Interchange).
MPEG and JPEG are standards associated with the Presentation layer.
Presentation Layer vulnerabilities include:
•
•
•

Poor handling of unexpected input can lead to application crash or surrender of
control to execute arbitrary instructions.
Unintentional or ill-advised use of externally supplied input in control contexts may
allow remote manipulation or information leakage.
Cryptographic flaws may be exploited to circumvent privacy protection.
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Controls can be implemented such as the careful specification and checking of received input
into applications or library functions. In addition, careful and continuous review of
cryptography solutions ensure current security versus known and emerging threats.
6.2.3 The Session Layer
The Session Layer sets up lines of communication with other computers, manages the
dialogue among computers, synchronises the communications between the transmitting and
receiving entities, formats the message data, and manages the communication session in
general. In general networks, such as The Internet, are packet switched networks, however
the Session Layer allows applications to behave as though they are going over a circuit
switched network. In summary the Session Layer establishes the connection, transfers the
data and then closes the connection; it is concerned with the organisation of data
communications into logical flows.
Session layer protocols include SQL (Structured Query Language), a standardised language for
obtaining information from a database – a mainstay technology of e-Navigation.
Session Layer vulnerabilities include:
•
•
•
•

Weak or non-existent authentication mechanisms.
Passing of session credentials such as User ID and passwords in the clear, allowing
intercept and unauthorised use.
Session identification may be subject to spoofing and hijack.
Leakage of information based on failed authentication attempts.

Controls may include the use of encrypted password exchange and storage; accounts having
specific expirations for credentials and authorisation; protection of the session identification
information via random cryptographic means and limiting the number of failed sessions using
timing mechanisms.
6.2.4 The Transport Layer
The Transport Layer maintains the control and integrity of a communications session. It
delineates the addressing of devices on the network, describes how to make internode
connections, and manages the networking of messages. The Transport Layer interfaces and
prepares the application data to be sent across the network and packages it for transport.
The Transport Layer also reassembles data from the higher-layer applications and establishes
the logical connection between the sending and receiving hosts on the network.
The Internet’s Transmission Control Protocol (TCP) is a connection oriented protocol used in
communication between hosts in packet-switched computer networks or interconnected
networks. It guarantees the delivery of packets and that the packets will be delivered in the
same order that they were sent. It implements flow control, quality of service and other data
stream controls to meet transmission needs.
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Transport Layer vulnerabilities include:
•
•
•

Mishandling of undefined, poorly defined, or illegal conditions.
Differences in transport protocol implementations allow fingerprinting and other
enumeration of host information.
Overloading of transport layer mechanisms such as port numbers limit the ability to
effectively filter and qualify traffic.

Controls may include strictly limiting the access to port numbers, with firewalls configured
appropriately, strict stateful inspection of packets at the firewall preventing out of state
packets, illegal flags and other fake packet profiles from entering the system; stronger
transmission and session ID mechanisms to prevent the attack and takeover of
communications.
The robustness of the TCP transport layer is ever evolving, and its use is to be preferred over
the alternative UDP (User Datagram Protocol), which is less robust and often referred to as a
“send and pray” protocol.
6.2.5 The Network Layer
The Network Layer sets up logical paths or virtual circuits for transmitting data packets from
a source network to a destination network. It performs switching and routing, forwarding,
addressing, error detection and node traffic control. The Internet’s Internet Protocol (IP)
provides best effort for connecting computers to form a computer network, it does not
guarantee packet delivery (that’s the job of the Transport Layer). A computer on the network
is assigned an IP address and the transmitted data packets contain the IP addresses of the
sending and receiving computers on the network in addition to other control data. The data
packets traverse networks though the use of intermediate routers that check the IP address
of the destination device and forward packets to other routers until the destination computer
is found; the routers determine the optimum path for data packets to reach their destination.
Network layer vulnerabilities include:
•
•
•

Route spoofing – propagation of false network topology.
IP address spoofing – false source addressing on malicious packets.
Identity and resource ID vulnerability – reliance on identity to vulnerable resources
and peers.

Controls for these vulnerabilities include using strict anti-spoofing and route filters at network
edges; implementing firewalls with strong filter and anti-spoof policy; employing Address
Resolution Protocol (ARP) broadcast monitoring software; minimising the use of broadcast
mode.
The main control for the Network Layer is the firewall, which can be configured to allow only
the desired traffic through. IPSEC (IP Security) should be employed for encryption and
authentication, including the implementation of Virtual Private Networks (VPN). Routers
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should have strict policies regarding their exchange of routes and the use of reliable means
of communication with peers.
6.2.6 The Data Link Layer
This layer is concerned with the logical elements of the transmission between two directly
connected stations (node to node). The Data Link Layer encodes the data packets to be sent
as bits for transmission by the Physical Layer.
Conversely the data packets are decoded in the Data Link Layer at the receiving computer.
This layer also performs flow control, protocol management, and Physical Layer error
checking. The layer also implements “bridging”. Data Link Layer protocols include ARP
(Address Resolution Protocol) that maps IP addresses to the globally unique hardware Media
Access Control (MAC) address assigned to the network interface device by the manufacturer.
Wireless protocols such as 802.11 exist at the Data Link layer level.
Link Layer vulnerabilities include:
•
•
•
•
•

MAC address spoofing, where a station claims the identity of another – compare this
with MMSI (Maritime Mobile Service Identity) 5 numbering for identity in VDES/AIS
communications.
Virtual Local Area Network (VLAN) circumvention.
Spanning tree error may be accidentally or purposefully introduced, causing Data Link
Layer to transmit packets in infinite loops.
In wireless media situations Data Link Layer protocols may allow free connections to
the network by unauthorised entities.
Switches may force the flood of traffic to all VLAN ports, allowing interception of data
by any device connected to a VLAN.

Control for these vulnerabilities include the use of MAC address filtering – identifying stations
by address and cross referencing physical port or logical access. Avoiding the use of VLANs to
enforce secure designs and using firewalls instead. Wireless applications must be carefully
evaluated for unauthorised access exposure. Built-in encryption, authentication and MAC
address filtering may be applied in order to secure networks.
6.2.7 The Physical Layer
The Physical Layer transmits data bits through the network in the form of light pulses,
electrical signals or electromagnetic waves. It includes the necessary software and hardware
to accomplish this, including appropriate cards and cabling, such as twisted pair or coaxial
cables. Standard physical layer interfaces include for example Ethernet, FDDI, Token Ring and
RS-232.

A Maritime Mobile Service Identity (MMSI) is a series of nine digits which are sent in digital form over a radio frequency
channel in order to uniquely identify ship stations, ship earth stations, coast stations, coast earth stations, and group calls.

5

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

173

The primary vulnerability of the Physical Layer is physics itself. For example, solar weather is
a potential source of interference to satellite communications, which manifests itself at the
Physical Layer, also continuous wave interference to IALA Differential GPS data broadcasts.
In computer networks, error coding, and mechanisms that guarantee packet delivery within
layers higher up the stack are designed to compensate for such Physical Layer vulnerabilities.
Physical Layer vulnerabilities include:
•
•
•
•
•
•
•

Loss of power
Loss of environmental control
Physical theft of data and hardware
Physical damage or destruction to the functional environment
Disconnection of physical links
Undetectable interception of data
Key stroke and other input logging

Controls for such vulnerabilities include:
•
•
•
•
•
•
•

6.3

Locked perimeters and enclosures
Electronic look mechanisms for logging and detailed authorizations
Video and audio surveillance
PIN and password secured locks
Biometric authentication systems
Data storage cryptography
Electromagnetic shielding

Data Communications Systems

For MarRINav’s proposed architectures data communications infrastructure can be divided
into:
1. The land-side system which serves as the data backbone, or Operational Data
Network, for the control and monitoring of shore based RPNT infrastructure,
consisting of transmitters, reference stations, integrity monitoring stations, control
centres etc.
2. The sea-side system that will provide supporting data for Resilient PNT, in the form of
e-Navigation services and direct communication from the various radionavigation
systems employed
We may also distinguish between data communication systems that provide high data
bandwidth for human-to-machine, or human-to-human interaction, and those systems that
are designed for Machine-to-Machine (M2M) interaction; for example systems that are
suitable for Internet of Things connectivity or remote status monitoring and control. A GLA
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report on a review of data communications technologies that are available for the remote
monitoring of marine aids to navigation is a useful resource [129] regarding the technology
available for solutions to the provision of, often free of charge, radio and microwave links for
data communications access to remote sites distant from land. Although not expanded upon
further here, its contents may be referred to during WP4 work on coverage prediction and
the possibility for the control of remote R-Mode transponders that are placed on platforms
at sea to improve coastal RPNT coverage.
For the most part, this section of this WP3 report considers commercially operated data
communications services including ADSL, 4G, satellite communications services, and evolving
services such as VDES and LTE-Maritime.
6.3.1 Land-Side Data Communications
Land-side data communications infrastructure is needed for the management and monitoring
of the shore-side infrastructure associated with proposed resilient PNT systems. Particular
functions for which communication with remote sites might be needed could include starting
and stopping system components, monitoring and control, querying status, configuration and
updating software, and transferring RPNT data messages.
It is assumed that the transport and network protocols employed for landside
communications will be TCP/IP, taking advantage of the ubiquity of Internet access and the
in-built security features.
6.3.1.1 Terrestrial Fixed Networks – ADSL and Fibre Broadband Links
‘Broadband’ ADSL (Asymmetric Digital Subscriber Line) and fibre optic ‘superfast broadband’

(considering fibre to the cabinet or direct to the property) links are suited to RPNT
infrastructure (eLoran transmitters, DGPS Beacons, VDES transponders, etc.) sites that benefit
from a landline telephone link. They offer data rates in the order of Mbits/s extending to
several tens of Mbits/s in the case of fibre (noting that uplink data rates are typically a fraction
of the advertised downlink data rates). Broadband business usage tariffs typically start at
~£28 per month for a downlink data rate in the order of several Mbit/s with an unlimited
usage cap.
Ofcom provide an online service to indicate current UK broadband availability [130] and, in a
May 2019 report, claimed 95% of UK properties can currently access a broadband connection
with download data rates of at least 30 Mbit/s and above [131], while Ultrafast broadband
(>300Mbit/s) is now available to just over half of UK properties. The UK Government has
recently announced a goal to increase broadband availability by expanding the fibre network.
The provision of fast services to certain remote sites however is known to be challenging.
The relatively high data rates available using broadband ADSL and fibre suggest the ability to
support more extensive remote maintenance operations (such as remote software updates)
and video monitoring in addition to telemetry and control systems.
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A significant concern regarding the use of ADSL and fibre broadband is that an ‘always on’ IP
path is established, linking the public internet to AtoN systems. This is likely to provide a
vulnerable point of entry for cyber-attack. In addition to random untargeted cyber-attack,
AtoNs may present attractive targets to cyber-criminals operating ransomware attacks.
Therefore robust security procedures need be established to protect against a dedicated,
professional cyber-attack [132]. Establishing an ADSL or fibre broadband service should
therefore involve support from the appropriate Information Technology department to
ensure communications are secured in line with current best practice, noting that this will
involve establishing a Virtual Private Network (VPN).
Procedures must be established to ensure that security is regularly reviewed and audited as
per established guidelines to ensure maintenance personal do not inadvertently misconfigure
systems and introduce security risks.
Although the net cost per Mbit for ADSL and fibre broadband is likely to be much lower than
using direct dial modems, the costs of establishing and maintaining appropriate cybersecurity
measures must also be factored into cost-benefit calculations.
An alternative method to connect to a remote site would be by leased line, a private
bidirectional circuit between two or more locations provided according to a commercial
contract. However, this is more feasible and less expensive closer to urban centres. It would
possibly not be a viable option at the most remote sites at greater distances from existing
infrastructure, where physical installation may be a major undertaking.
6.3.1.2 Terrestrial Mobile Networks – 4G and 5G
Where available, mobile cellular links are a popular choice for data communications where a
landline is impractical. Such cellular links are often used to provide general internet access,
therefore the security concerns described earlier should be addressed.
4G services are enhanced voice and data services where nearly all connections should deliver
a speed of at least 2Mbit/s; this is fast enough to browse the internet and watch glitch-free
mobile video. Outdoor access to decent quality data services through all four major 4G
operators now covers 67% of the UK. However, coverage varies between operators. So called
‘not-spots’ in total now amount to 8% of the UK, where no operator’s service is available.
Past experience using cellular links has indicated difficulties have sometimes been
encountered in obtaining a static IP address from cellular service providers. Therefore where
a cellular link is needed, care should be taken to use a service provider which offers static
addresses. Where a static IP address cannot be obtained this may be mitigated against by
using a third party ‘Dynamic DNS’ service such as those offered by ‘dyn.com’ and ‘noip.com’.
These services introduce a potential point of failure and are a least preferred option.
A mobile connection could provide redundancy for failover if the fixed land-line failed due to
physical damage or network configuration faults. For 4/5G this will be readily achievable
closer to urban centres, but may be more difficult at the most remote sites.
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It is proposed that connections to more than one mobile network bearer be used, to provide
further redundancy. Dual SIM Virtual Private Network (VPN) routers that could be used to
enable these connections are readily available.
6.3.1.3 Satellite Systems
Satellite services are the only option for providing over the horizon communications links to
remote sites without recourse to either MF/HF radio or chaining VHF/UHF links [129]. Satellite
links typically have the highest cost per Mbit of data transfer [133].
Satellite services may be divided into those using geostationary orbits (GEO) and those using
satellites in a low earth orbit (LEO). GEO systems make use of satellites which appear to
remain in a fixed position above the Earth’s surface, whereas LEO systems make use of a
cluster of satellites in lower orbits which rise and set throughout the day. LEO systems are
typically designed so that at least one satellite is above the horizon and available for use at
any one time.
GEO systems historically suffered from needing larger fixed antennae and higher transmit
powers due to their need to contact satellites in a higher orbit, although in recent years these
needs have become less apparent as technologies have progressed.
Several GEO satellite constellations are available offering ‘broadband’ internet access aimed
at domestic and business users in rural areas. These services are all aimed at providing general
purpose internet access as opposed to private direct dial M2M links between a user and
remote system.
Data rates available from satellite broadband connections are broadly in line with those
available from basic ADSL services described above; typically on the order of Mbit/s to the
low tens of Mbit/s (noting that uplink data rates are typically a fraction of the advertised
downlink data rates). Again, such relatively high data rates suggest the ability to support more
extensive remote maintenance operations and video monitoring in addition to simple
telemetry and control systems. However the provision of an ‘always on’ internet connection
is likely to provide a vulnerable point of entry for cyber-attack.
All broadband GEO satellite constellations require a fixed dish antenna at the so called
Satellite Earth Station (SES). Dish antennae may be vulnerable to high wind loads experienced
by some fixed AtoN, or offshore infrastructure employed for deploying RPNT infrastructure.
In identifying a satellite broadband service provider, care should be taken to ensure coverage
is guaranteed over the required service area, noting that some service providers optimise
coverage over particular areas of land mass. Few land-service providers offer coverage out to
sea, and conversely those that supply ship based satellite broadband service generally frown
upon the use of their systems on land!
Typical costs for a 30 Mbit/s download, 2 Mbit/s upload service (capped at 10 GB) are £30 per
month plus a ~ £500 set up cost.
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Satellite systems can be employed for their own merit, or, if it is felt that even more resilience
is needed, then a satcomms internet link to the site could be provided in addition to other
communications systems such as ADSL or 4G.
A satcomms SES at an RPNT Control Centre would allow circumvention of terrestrial network
infrastructure to provide resilience to any disruption of that service. Satellite communications
internet links are readily available from Inmarsat and VSAT providers for connection in areas
with little or no infrastructure and maritime applications.
Inmarsat is a long established GEO satellite communications provider and offers several voice
and data communications options, including broadband internet services.
Satellite service providers such as Tooway [134] provide high speed satellite broadband
service to regions without access to fast ADSL or Fibre broadband. The service is provided via
the Eutelsat owned KA-SAT High throughput Ka-band satellite in geostationary orbit at 9°E.
The service provides 50 mbps download and 10 Mbps upload. Note that this is a single
geostationary communications satellite and therefore a single point of failure. It should be
noted that satellite communication systems can be vulnerable to space weather (solar events
from the Sun) in the same way as GNSS.
LEO constellations typically offer lower data rates than available from GEO constellations. No
LEO constellations require fixed or directional antennas. Iridium™ is a long established LEO
satellite communications provider, offering voice services since 2001.
Iridium has recently replaced its constellation with 75 Iridium NEXT satellites. Iridium has a
new product called Certus (as well as a legacy product called OpenPort) that delivers high
L-Band based mobile broadband speeds anywhere on the planet, including the poles. Data
speeds start at 352kbps, and can be upgraded to 704 kbps, supporting voice, IP data and
GMDSS.

6.4

Sea-Side Data Communications

Good summaries of maritime data communications systems can be found in [135] and [136].
We now briefly consider communication systems that can serve sea-going vessels, the
primary candidates to support e-Navigation and Resilient PNT include:
•
•
•
•
•
•

Maritime satellite systems
VDES
DGPS
eLoran’s Loran Data Channel
LTE-Maritime
Digital High Frequency
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6.4.1 Maritime Satellite Systems
Much of that said for land based satellite communications can also be noted for sea-based
systems. Inmarsat’s flagship broadband offering is FleetBroadband, the service providing UK
coverage via the Alphasat GEO satellite at speeds of up to 432 kbps. However, there are VSAT
solutions that can provide up to 50Mbps download and 5 Mbps upload. We note that Iridium
Certus could be employed aboard ship as a low cost backup to Ku-band and Ka-band VSAT
(Very Small Aperture Terminal) solutions.
Trinity House make regular use of Iridium Dialup for communicating with AtoN (particularly
Type 1 buoys) outside the range of cellular services and terrestrial radio communications.
Anecdotal evidence has indicated occasional difficulties configuring/testing Iridium
communications on buoys when a vessel is alongside the buoy. This is due to the vessel
superstructure blocking the signal path as the Iridium satellite moves into an unfavourable
position. This problem is likely to be prevalent with all LEO services and, although a nuisance,
is not thought to cause significant difficulties.
The type and number of maritime satellite broadband providers is varied. It is clear that not
all vessels will be fitted with the same system, with the same capabilities.
6.4.2 VHF Data Exchange System
The VHF Data Exchange System (VDES) [137] [135] [138] is a technological concept being
developed by IALA and the ITU, supported by IMO, in order to protect AIS from future
overload, whilst providing data exchange capability for e-Navigation, also supporting the
modernisation of the Global Maritime Distress and Safety System (GMDSS). The maritime
community is working towards international standardisation of VDES, with the technical
specification [139] already produced, and spectrum for the satellite VDES component to be
secured at the World Radiocommunication Conference in October 2019.
VDES consists of four subsystems, each dedicated to different functions as illustrated in Figure
74 and described below. VDES is a development of the Automatic Identification System (AIS),
which is considered an integral part of the system. AIS has the highest priority within VDES
and all other sub-systems are organised such that AIS is not adversely affected. Two 25 kHz
simplex VHF channels are dedicated for existing and new IALA and IMO-defined Application
Specific Messages (ASMs). ASM gives a high reliability of message delivery and message
acknowledgement support, including a satellite up-link. ASMs may be either addressed or
broadcast.
The terrestrial VHF Data Exchange (VDE-TER) subsystem comprises a 100 kHz duplex VHF
channel which is available for data exchange which requires higher capacity than the ASM.
This may open the door to applications based on the Internet Protocol, and serve as a gateway
to the Maritime Connectivity Platform (MCP). Ships will be able to fully utilise the potential
of the duplex channel when communicating with shore stations. When outside the range of
coastal stations, they will be able to use the upper part of the duplex pair for simplex
communication with other ships within terrestrial VHF range. The VDES concept also includes
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a satellite component (VDE-SAT) to enable bidirectional communication at high seas and
other remote areas outside the coverage of shore stations.
Figure 74 shows the allocation of the different components to frequency channels within the
VHF maritime mobile band. Spectrum for the terrestrial components of VDES was allocated
at the World Radiocommunication Conference (WRC) in 2015. Spectrum allocation for the
satellite component has not been successful, however, ITU set an agenda item for WRC-19
allowing for further consideration of the satellite aspects.

Figure 74 – VDES subsystems and allocation to frequency channels in the VHF maritime mobile
band.

VDE-TER is expected to support data rates of 307 bps from 15 to 65 NM from land, with VDESSAT providing wider area coverage.
6.4.3 Radiobeacon Differential GPS Broadcast
The IALA DGPS Radiobeacon network is a GNSS augmentation system whereby GNSS radionavigation signals are monitored at a known position and the corrections so determined are
transmitted to users in the coverage area. Broadcast is within the frequency range 283.5 kHz
to 315 kHz, and so the signal propagates by groundwave. In Europe the band is divided into
500 Hz channels and channels are assigned to individual beacons in order to minimize mutual
interference across the service area. Bit rates for transmission may be 50 bps, 100 bps and
200 bps depending on required operational range and the transmitter radiated power of each
beacon. The system’s technical characteristics are explained fully in [140].
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The system broadcasts various messages each designed to disseminate particular information
[104]. Of particular interest for general communications is Message Type 16. This is a special
ASCII message that can be displayed on a printer or screen or used to promulgate messages
for electronic systems. Each Type 16 message can be up to 90 characters long.
6.4.4 eLoran Data Channel (LDC)
The Loran Data Channel (LDC) is a low bit rate (typically 30 bps) channel intended to
promulgate differential-Loran correction data, status flags and UTC time. There are two
modulation methods that can be employed: the so called ‘tri-state’ [48] [25] method, and ‘9th
Pulse’ communication [26]. The 9-pulse method allows expansion of channel and bandwidth
capacity by adding a 10th or even an 11th pulse, or possibly more depending on the Group
Repetition Interval (GRI) selected for the transmission.
MarRINav envisages that at least one of these channels would be employed to send internal
service messages between eLoran transmitters, for example to maintain synchronisation of
each transmitter to UTC or eLoran system time.
6.4.5 LTE Maritime
Providing reliable and high-speed data services for maritime users is a challenging issue.
Depending on the satellite broadband system installed on a vessel the mariner can expect 5
to 50 Mbps using bulky equipment and expensive airtime plans.
An ongoing area of research in the Republic of Korea as part of their e-Navigation work is LTEMaritime: 4G and 5G services for the mariner. The objective of LTE-Maritime is to develop a
maritime communication infrastructure supporting data rates in the order of megabits per
second within the communication coverage of 100 km [141] [142]. The aim of the work is to
take advantage of the 10 to 100 times improvement in the number of connected devices and
their data rates that 5G will afford compared to current 4G systems. Results so far indicate
the ability to provide 10 Mbps even at distances of 100 km from a Base Station.
LTE-Maritime is seen by some as being a rival to VDE-TER (with its 307 kps data rate) and
therefore the development of both systems needs to be monitored closely.
6.4.6 Digital High Frequency (HF)
Various uses are made of the MF/HF radio spectrum by the maritime community for
communication of voice and data, in ship-ship, shore-ship and ship-shore modes of operation.
MF/HF transmissions support both general, Maritime Safety Information (MSI) and distress
related communications using Digital Selective Calling (DSC), Narrow Band Direct Printing
(NBDP), voice and data. These communications take place across the maritime mobile service
bands within 1.6-26.5 MHz as defined in Appendix 17 to the ITU Radio Regulations [143],
whilst distress related communications are consigned to a small set of specific channels as
indicated in Appendix 15 to the ITU Radio Regulations. Channel bandwidths are typically 0.5
kHz (DSC and NBDP) and 3 kHz (voice and data). The system has global coverage and a data
rate of 19.2 kbps.
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Resiliency and Cybersecurity

In addition to the considerations outlined with respect to the ISO-OSI 7-layer model as
mentioned in an earlier section, several principles of cybersecurity and resiliency will be
applied.
6.5.1 Virtual Private Networks
The connection between components of the infrastructure, whether by satellite, fixed line or
mobile, shall be via a Virtual Private Network (VPN) connection via a private Access Point
Node (APN). Use of a private APN ensures control of endpoints, with no other traffic on the
same physical route, so there would be no other endpoints accessible to third parties (other
than the bearer for management). Establishing a VPN ensures that the data is encrypted and
so not readable if intercepted, and users must be authorised and authenticated likely through
the Maritime Connectivity Platform (MCP).
6.5.2 System Redundancy
More than one physical access point to the data communication network shall be provided at
each node. For example, where land mobile networks are available at differential reference
stations, a satellite system shall also be provided for backup.
6.5.3 Geographical Redundancy
The database at the Control Centre for storing remote status and configuration information
shall be subject to the usual access controls to ensure security of the data, and regular
backups will aid availability.
6.5.4 Authentication
Remote Internet access to, say the Control Centre database could be provided for
user/operators by secure website and authenticated via the MCP’s Maritime Identity Registry
(MIR) [90].
6.5.5 Seamless Communications via the Maritime Messaging Service
From the MCP website [144] the MMS is:
‘An information broker that intelligently exchanges information between communication
systems connected to the [MCP], taking into account the current geographical position and
communication links available to the recipient.’
At any location at sea a vessel will be required to communicate data electronically, whether
this is via satellite, VDES, 4/5G, LTE-Maritime or other system. In order to affect seamless
communications as the vessel moves in and out of coverage of the various systems the MCP
includes a bespoke service called the Maritime Messaging Service (MMS). The MMS allows
seamless communication using different physical channels both on IP and non-IP protocols,
logical roaming for point-to-point communications, store and forward functionality geo-
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casting and multi-casting, in addition to providing a single data stream from several
communications services.
The MMS is currently still in development, led by the SMART-Navigation [145] project in the
Republic of Korea; all of the e-Navigation services of SMART Navigation are being run via the
MMS.

Figure 75 – Seamless data communications as envisaged by the Smart-Navigation project.
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Summary and Conclusions

This document is deliverable D4 from Work Package 3 of the MarRINav project. The work in
this work package has reviewed a broad range of options for Resilient PNT mainly driven by
the results of a study conducted by University College London, from which we illustrate the
main conclusions and recommendations, and by the GLA’s own findings from their own work
and the wider literature. The aim of this report is to lay out the various options in enough
detail for the reader to recognise each system’s possible contribution to a hybridised systemof-systems when solving the need for a Resilient PNT system covering the United Kingdom’s
maritime Critical National Infrastructure, and other sectors (such as land mobile and timing)
where possible.
In the work of MarRINav it is assumed that the maritime receiver platform will be based on
the IMO Multi-System Receiver (MSR) architecture, and this has been described based on
reference to the available literature.
In addition, the core or primary, PNT system is assumed to be multi-constellation, multifrequency GNSS. It is assumed the IMO’s MSR will have access to at least three GNSS available
for use. This may include the use of certain methods of GNSS hardening, including through
the use of active antenna systems, multiple antenna systems, plausibility tests and jamming
and spoofing detection devices.
The work also considers the use of terrestrial GNSS interference monitoring and detection
networks. This network would be based on a number of sensors installed at maritime ports
across the UK, with instances of GNSS interference logged and reported to stakeholders, in
particular those stakeholders in charge of maintaining the integrity of the radio-spectrum,
such as Ofcom, Vessel Traffic Services, and the mariner on their approach to port.
Candidate Resilient PNT systems for carrying forward into the Work Package 4 work on RPNT
architecture and infrastructure include the following:
•
•
•
•
•

eLoran
Radar Absolute Positioning
Satelles (STL)
VDES R-Mode
LOCATA

MarRINAv also recognises the role of visual techniques for establishing an estimated position
fix (EP). Even in this “if all else fails” scenario, electronic systems like the ePelorus can assist
in promulgating electronic position fixes to ship’s systems and shoreside services.
There are also those systems that show promise, but MarRINav believes possess too many
technical risks for a commitment to be made in taking them forward into a UK Resilient PNT
architecture (and the associated cost benefit analysis); one such system is MF R-Mode. We
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include a system description of MF R-Mode within this document only for completeness and
as a hedge against the technical challenges of solving the night-time skywave interference
issue and general ambiguity resolution being unsurmountable.
It was established that each of the candidate systems will be integrated, in the IMO’s MSR,
with a Dead Reckoning (DR) system based on Doppler Correlation Speed Log, gyrocompass
and IMU. The aim is that the PNT output will be sourced from the DR system, with the various
PNT systems “calibrating”, including GNSS when it is available, with the system falling back to
whatever mix of RPNT systems is available when GNSS has been detected to have failed or is
being degraded.
In addition to RPNT systems themselves, a system of robust data communications is required
based on the availability of systems at various stages along a vessel voyage. Several candidate
data communications systems are identified from the point of view of the land-side
infrastructure of the UK’s RPNT system and the various maritime systems. It was established
that the vulnerability of a data communications system can be analysed from the point of
view of each layer of the ISO-OSI seven layer model. Some data communications systems,
such as satellite Internet broadband, have a full set of well-established technologies that
support each of the layers of the model. However, it is noted that some systems, such as
VDES-TER, do not have definitions for the full set of layers and fully tried and tested
technologies only exist at the lower data link and physical layers. Indicative capital and
ongoing costs for each system are collected together in Appendix A, this will inform Work
Package 5 on the Cost Benefit Analysis via the architecture analysis of Work Package 4.
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Appendix A – Cost Information Summary

9.1

eLoran
Item

Capital/Development Cost
(Each)
£4M

eLoran
Transmitters,
including
antenna
eLoran Control
£1M (Estimate)
Centres
Differential Loran
£60k
Reference
Stations
DLoran Monitor
£32k
and Control
Centre
ASF Surveys (Port 5 days at £6200 per day = £31k
Approach)
per survey
Marine eLoran
£1000
Receiver

9.2

Ops and Maintenance
Cost (Each per annum)
£250k

Notes and
Examples

£100k
£3k

Radar Absolute Positioning
Item

Capital
/Development
Cost

Ops. and
Maintenance Cost
(per year)

Marine X-Band radar

£300,000

TBD

eRacon

£30,000

TBD

Passive reflector

£1500

TBD

Active transponder

£300

TBD

IMU

£18,000

TBD

Shipowner cost

GNSS-compass

Integrated in
IMU above

TBD

Shipowner cost. Doubles as a
spoofing detector with software
algorithms to be developed

9.3

Notes and Examples
Shipowner cost. Replacement
Pulse Coherent radar needed
only if eRacons are required to
be supported
Purchase, installation and
physical security
Purchase, installation and
physical security
Purchase, installation and
physical security

Satelles (STL)

Costs for using the system are currently unknown. It is anticipated that STL would be offered
on a subscription service, although this has not been confirmed or an exact cost provided. A
very rough estimate of costs is £10k a year subscription including hardware provided free of
charge. Subscription costs would likely decrease with increased user uptake of the service.
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9.4

VDES R-Mode
Item

Capital
/Development
Cost

Conversion of an AIS
station site to VDES

£50,000

Operation and
Maintenance
Cost
(per year)

TBD

Notes
Parts only, not including
labour. Includes new
monitoring software.

Far-field Monitoring
Station (FMS), per FMS
Monitoring and
Control Station (MCS)
Maintenance Centre

TBD

TBD

TBD

TBD

Setup and labour.

-

TBD

Data Communications
Backbone

-

-

UTC Time and
Frequency Transfer
e-Navigation Services

TBD

TBD

Assuming that a pre-existing
Maintenance Centre will be
used.
Assuming that pre-existing
communications equipment /
networks will be used.

TBD

TBD

9.5

Depends on the form this
will take.

MF R-Mode
Item

Conversion of each
DGPS beacon site

Differential reference
station

Capital
/Development
Cost
£50,000

Ops. and Maintenance
Cost (per year)

£2k per year – assume
antenna is overhauled
every 3-5 years at an
additional cost of €10k
£5k power and comms to
each site pa.
£150k each site £5k (each site)

Control Centre

£5k

£2k per year.

Maintenance Centre

£5k

£2k per station, per year
on average

Notes
Parts only, not including
labour. Includes new
monitoring software.

Assume nothing exists
and that a new site is
required. Reference
station could be quite
small, not yet confirmed.
Maintenance fee could
include rental of space as
well as communications
costs.
Assume control centre is
available from existing
DGPS service. Costs for
new hardware and
labour.
Assume building
infrastructure is available

194

MarRINav – 4000126063/18/NL/MP – 2019-09-18
D4 PNT R&I Technologies and Integration v1.0

Data Communications
Backbone

£1k pa each tx
site.

£2k parts pa over
network

UTC Time Transfer
from NPL

£150k

£100k annual
subscription

9.6

from DGPS service. Costs
include R-Mode
maintenance equipment
and labour.
Running costs and
hardware – redundancy.
Assume business
broadband lines with
redundancy options, so
two for each transmitter.
Hardware for TWSTFT –
assume one update every
two weeks. Assume one
time transfer unit per
area. Alternative
methods of time transfer
are available.

LOCATA

Assuming that Locata is used by the vessels entering/leaving the harbour, the network can
start with 7 units. More units might be required depending on the visibility conditions and the
accuracy needs.
The control centre would consist of a single computer with access to internet and LAN cable
connection to each LocataLite transceiver in the port LocataNet.
Item
LocataLite

Capital
/Development
Cost
£30k

Ops. and
Maintenance
Cost (per year)
TBD

Rover

£10k

TBD

Control Centre

TBD

TBD

Notes

Additional £10k per Orb60
antenna if required for multipath
mitigation.
Assume a control centre is located
in each port area.

In case of the logistics operations on the landside, given the multipath and obstruction heavy
environment, rovers will need to be deployed with the Orb60 antenna (additional £10k per
unit). The density of the network might also need to be increased and some transceivers
might deploy Orb60 antenna to increase accuracy.

9.7

ePelorus

The cost of an ePelorus is approximately £3000.
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